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RESUMO

O estudo da legislacdo em vigor, nacional e internacional, sobre a propriedade intelectual das
bases de dados é o ponto de partida dessa tese. A investigacdo apresenta um olhar evolutivo e
comparativo do que ocorreu no tratamento da propriedade intelectual das bases de dados desde a
Convencdo de Berna, do Acordo sobre Aspectos dos Direitos de Propriedade Intelectual
Relacionados ao Comércio - TRIPS, da Diretiva Europeia 96/9/EC relativa a Protecdo Juridica
das Bases de Dados, da Lei Americana dos Direitos Autorais do Milénio Digital - DMCA e por
fim da Lei 9610/98 de atualizacédo de Direitos Autorais no Brasil, com os efeitos recentes das leis
sobre protecdo de dados pessoais como 0 Regulamento Europeu (General Data Protection
Regulation - GDPR) e a lei brasileira (conferida pela lei n° 13.709, de 14 de agosto de 2018 ou
Lei Geral de Protecdo de Dados Pessoais - LGPD). A pesquisa suscita justamente a verificagdo
da necessidade ou ndo de se atualizar a protecdo juridica sobre as bases de dados, tendo em vista
a transformacao tecnologica que ocorre desde os anos 90, periodo em que a maioria das normas
sobre esta materia foram criadas, até o momento atual, com a aplicagdo na Inteligéncia Artificial
(IA). Se por um lado, houve um aumento da necessidade das empresas de acessarem e de usarem
a informacdo, seja ela coletada por aplicacdes da web, pelos novos dispositivos de Internet das
Coisas (10T) ou usados no aprendizado de maquina (machine learning). Ha, ainda, que se levar
em consideracao questdes relacionadas as regras concorrenciais e de livre acesso a informacao
(direito ao conhecimento), que podem de algum modo limitar os anseios pela prote¢éo deste ativo
como uma propriedade intelectual empresarial. Neste contexto, o presente trabalho apresenta um
estudo juridico comparativo para compreender as vertentes seguidas na Europa, nos Estados
Unidos e no Brasil com o intuito de atingir uma ampla andlise do problema e tragar possiveis
caminhos de solugéo visando um entendimento uniforme. Pensando nessa sociedade digital e na
intencdo da Organizacdo Mundial do Comércio (OMC) em garantir um fluxo livre de dados entre
paises (free data flow), a tese sugere como uma das respostas as questdes atuais sobre a
interseccdo natural entre o direito internacional da propriedade intelectual e a prote¢do da
privacidade dos dados pessoais quando se trata da sua aplicacdo na internet e na inteligéncia
artificial, a necessidade de elaborar um tratado multilateral com o intuito de atingir um consenso
minimo de quem teria direitos sobre a propriedade, 0 acesso e o uso das bases de dados digitais.
Busca-se uma melhor resposta para tratar adequadamente este ativo t&o valioso que envolve ndo
apenas as bases de dados chamadas de primarias, mas até a analise do quanto esta nova camada
robotizada sera capaz de criar a partir do machine learning e se esta criacdo seria passivel de
protecdo pela propriedade intelectual. Logo, esse novo contexto digital eleva ndo apenas a
complexidade da discussdo sobre a propriedade destas bases de dados, quer seja em seu processo
tradicional de formac&o industrial ou em seu processo digital de composigéo hibrida que inclui
também os dados pessoais, mas também o problema que paira sobre a construcdo de bases de
dados derivadas, de conhecimento aprendido por maquina, e em que medida poderiam também
ser objeto de protecdo pela propriedade intelectual, ndo apenas por sua organizagdo mas também
pelo fato de que sua criacdo seria realizada por robds. No contexto econémico do século XXI,
cooperacdo e integracao entre os paises se tornaram fenbmenos extremamente necessarios, por
isso, por fim, o trabalho conclui com a propositura de algumas estratégias com base nos principios
do Direito Internacional Privado para atender ao objetivo de dar maior eficacia a solucéo de
conflitos envolvendo a matéria, que tem alcance internacional devido a sua natureza
multiterritorial (intrinseca a propria internet). Dentre estes principios repousariam 0s mais
consagrados como o do tratamento nacional, da independéncia dos registros, da nacdo mais
favorecida, da protecdo minima (single undertake), do esgotamento internacional de direitos
(exaustdo), da transparéncia, da cooperagdo internacional mitua, da patenteabilidade absolulta,
da interpretacdo evolutiva e da licenca compulsoéria. E quanto as estratégias, a proposta seria a



da aplicagéo de novas minutas de contratos com um padréo de clausulas pré-definidas, que podem
ser determinadas por um modelo de Soft-Law, e que possibilitem o uso de mecanismos de
mediacdo e de arbitragem internacional para resolucdo de controvérsias. Afinal, este é o
verdadeiro incentivo para os Estados-membros integrarem o0 modelo de constelacdo das Nacdes
Unidas, encontrar respostas para um futuro livre, sustentavel, seguro e pacifico.

Palavras-chave: Bases de dados. Propriedade intelectual. Privacidade. Internet das Coisas.
Inteligéncia Artificial. Direito de Acesso aos Dados. Tratado internacional.
Contrato. Arbitragem.
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ABSTRACT

The study of the current national and international legislation on the intellectual property of databases
is the starting point of this thesis. The research brings an evolutionary and comparative view of what
has occurred in the treatment of intellectual property of databases since the Berne Convention, the
Agreement on Trade-Related Aspects of Intellectual Property Rights (TRIPS), European Directive
96/9/EC on Legal Protection of Databases, the Digital Millennium Copyright Act - DMCA and finally
the Brazilian updated Copyright Law no. 9610/98, analyzing the effects of the recent laws on
protection of personal data such as the General Data Protection Regulation (GDPR) and the Brazilian
law (conferred by : law n. 13.709, from August 14, 2018 or General Law of Protection of Personal
Data - LGPD) and by proposals for the regulation of artificial intelligence of both the European Union
and the United States. The research raises precisely whether or not it would be necessary to update
the legal protection of the database, bearing in mind the technological transformation that has taken
place since the 1990s, when most norms on this matter were created, until the current moment that
enterprises are reaching the applications of Artificial Intelligence (IA). On the one hand, there has
been an increase in the need for companies to access and use information, whether collected by web
applications or by new devices within the Internet of Things (10T). Until it reaches the application in
machine learning in the Al solutions, making the repositories of information essential for the
evolution of the business, on the other hand, there has also been a great increase in regulations
regarding the protection of individuals' privacy and personal data, and issues related to competition
rules and free access to information (right to know), which may in some way limit the longing for the
protection of this asset as an intellectual property business, have to be taken into account. In this
context, the dissertation presents a comparative legal study to understand the trends in Europe, the
United States and Brazil, to reach a broad analysis of the problem and outline possible solutions based
on a uniform understanding. Thinking about this digital society and the intention of the World Trade
Organization (WTO) to ensure a free data flow between countries, the thesis suggests as one of the
answers to the current questions about the natural intersection between international intellectual
property law and the protection of personal data when it comes to its application on the internet and
artificial intelligence, the need to develop a multilateral treaty with in order to reach a minimum
consensus of those who would have rights over the ownership, access and use of the database, their
evolution as machine-learned knowledge database, even the analysis of how much this new robotized
layer will be able not only to use these digital databases but also to create and if this creation would
be subject to protection by intellectual property. Therefore, this new digital context raises not only
the complexity of the discussion about the ownership of these digital databases, whether in its
traditional process of industrial formation or in its digital hybrid composition process with the
participation of personal databases of Internet users, involving rights of individuals and related third
parties, direct or indirectly, to its composition, but also to the problem that arises about the
construction of derived databases, of knowledge learned by machine, and to what extent they could
also be protected by intellectual property, not only by their organization but also by the fact that its
creation would be carried out by robots. Finally, the present work also identifies other strategies based
on International Law principles, to meet the objective of giving a better legal effect in conflict
settlement regarding this topic, which has an international scope due to its multi-territorial nature
(intrinsic to the internet itself). These other strategies are, for example, the application of new draft
contracts with a pattern of pre-defined clauses, which can be determined by Soft-Law, and which
allows the use of international arbitration and mediation mechanisms for dispute settlements.

Keywords: Industrial database. Intellectual property. Privacy. Data access rights. Internet of Things.
Artificial Intelligence. International Treaty. Contract. Arbitration.
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ZUSAMMENFASSUNG

Das Studium der aktuellen nationalen und internationalen Gesetzgebung tber das geistige Eigentum
von Datenbanken ist der Ausgangspunkt dieser Arbeit. Die Forschung bringt eine evolutionare und
vergleichende Sicht auf das, was bei der Behandlung des geistigen Eigentums von Datenbanken seit
dem Abschluss unterschiedlicher Vereinbarungen und Gedankenansdtze wie  die Berner
Ubereinkunft; das Abkommen uber handelsbezogene Aspekte der Rechte des geistigen Eigentums
(TRIPS); die europdischen Richtlinie 96/9 / EG iber Rechtsschutz; der Digital Millennium Copyright
Act - DMCA und schliellich dem aktualisiertem brasilianischen Urheberrecht Nr. 9610/98, durch
Gesetze zum Schutz personenbezogner Daten wie die Allgemeine Datenschutzverordnung
(DSGVO); das brasilianische Gesetz (libertragen durch Gesetz Nr. 13.709, vom 14. August 2018
oder Allgemeines Gesetz zum Schutz personenbezogener Daten - LGPD); die Vorschlage zur
Regulierung kunstlicher Intelligenz sowohl in der Europdischen Union als auch in den Vereinigten
Staaten, eingetreten ist. Die Forschung behandelt die Frage, ob es notwendig wére, den rechtlichen
Schutz der Datenbanken zu aktualisieren, unter Berlicksichtigung der technologischen
Transformation, die seit den 1990er Jahren stattgefunden hat, als die meisten Normen in dieser
Angelegenheit erstellt wurden, bis zum gegenwartigen Moment, mit der Anwendung in Kiinstlicher
Intelligenz (Al). Auf der einen Seite gab es eine Erhéhung der Notwendigkeit fur Unternehmen, auf
Informationen zuzugreifen und zu nutzen, die entweder von Webanwendungen oder von neuen
Geréaten im Internet der Dinge (1oT) gesammelt wurden. Auf der anderen Seite hat es auch eine
deutliche Erhéhung der Vorschriften Uber den Schutz der Privatsphére und der personenbezogenen
Daten von Privatpersonen gegeben. Fragen im Zusammenhang mit Wettbewerbsregeln und freiem
Zugang zu Informationen (Recht auf Kenntnis), welches das Bediirfnis des Schutzes von geistigem
Eigentum einschranken kann, missen beriicksichtigt werden. In diesem Zusammenhang présentiert
die Dissertation eine vergleichende juristische Studie, um die Trends in Europa, den USA und
Brasilien zu verstehen, um eine umfassende Analyse des Problems zu erreichen und mdgliche
Losungen auf der Grundlage eines einheitlichen Verstdndnisses darzustellen. Angesichts dieser
digitalen Gesellschaft und der Absicht der Welthandelsorganisation (WTO), einen freien Datenfluss
zwischen den Landern zu gewdbhrleisten, befasst sich die vorliegende Arbeit mit der Antworten auf
die aktuellen Fragen bezuglich der Schnittstelle zwischen internationalem Recht auf geistiges
Eigentums und dem Schutz der Privatsphare im Umfeld von Internet-Anwendung und kinstlicher
Intelligenz. Ziel der Studie ist die Entwicklung eines multilateralen Vertrags Uber einen
Mindestkonsens beziglich der Rechte (ber Eigentum, Zugang und Nutzung digitaler Datenbanken.
Diese Datenbanken werden als Priméardaten bezeichnet: ihre Entwicklung als maschinell erlernte
Wissensbasen, die bereits von einem intelligenten Lernalgorithmus und
Pseudoanonymisierungsfiltern durchlaufen wurden. Daraus konnten Sekundérdatenbanken erstellt
werden. Schliel3lich wird analysiert, inwieweit diese neue robotisierte Schicht in der Lage sein wird,
diese digitalen Datenbanken zu nutzen und zu erstellen, und ob die Erstellung einem Schutz durch
geistiges Eigentum unterliegen wiirde. Dieser neue digitale Kontext erhoht die Komplexitat des
Problems aufgrund der Einbeziehung des industriellen Prozesses (und des traditionellen Schutzes auf
Geréatepatenten) sowie der Rechte von Nutzern und Dritten, die direkt oder indirekt auf Datenbanken,
die erstellt oder gesammelt wurden, verkn(pft sind. SchlieBlich identifiziert die Studie auch andere
Strategien (basierend auf den Prinzipien des internationalen Privatrechts), um das Ziel zu erreichen,
eine bessere Rechtswirkung in der Konfliktlésung zu diesem Thema zu schaffen, das aufgrund seiner
multiregionalen Natur (im Internet) selbstverstandlich ist. Diese anderen Strategien sind
beispielsweise die Anwendung neuer Vertragsentwirfe mit einem Muster von vordefinierten
Klauseln, die durch Soft-Law bestimmt werden kdénnen und die den Einsatz internationaler Schieds-
und Vermittlungsmechanismen flr Streitbeilegungen erméglichen.



Schlusselworter: Industrielle Datenbank. Geistiges Eigentum. Privatsphare. Datenzugriffsrechte.
Internet of Things. Kiinstlicher Intelligenz (Al). Internationale Vertrage. Vertréage.
Schiedsgericht.
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INTRODUCTION

1. Presentation of the problem and contextualization of the thesis

The people with ideas today are more powerful than those who operate
machines and, in many cases, even more than those who own the machines.
The world is shifting toward an economy that depends more on creativity
and knowledge than on any other raw material, including oil.*

“The species that survive are not the strongest species, nor the most
intelligent, but those that adapt better to changes.” (CHARLES DARWIN
- 1809 to 1882).2

“In times of renewal of the methods and the globalization of the teaching
of law, the international jurist must seek inspiration in the totality of law,
without losing sight of the variety of specialized areas.”

It could be argued that the internet has brought a more international dimension of life,
but through digital means, to all the individuals connected in the network, even if they never

leave their countries of origin or even obtain a passport.

We began the new millennium with intellectual property as the great economic
platform for the digital society. According to Manuel Castells: "new information
technologies are not simply tools to be utilized, but processes to be developed. For the first
time in history, the human mind is a direct force of production, not just a decisive element in

the productive system.”*

Since the Berne Convention ("First Multilateral International Copyright Treaty"),
the protection of intellectual rights has followed in line with the economic development

interests of countries. The current system was set up to avoid conflicts.

'HOWKINS, John. The creative economy. Sdo Paulo: Ed. Mbooks, 2012. p. 16. The journalist John Howkins
is the author of the work Creative Economy (published by Editora MBooks, 2012).

2 Phrase attributed to Charles Robert Darwin, in fact given in 1963 by Leon C. Megginson, professor at
Louisiana State University, in a speech on his interpretation of the work. “On the origins of species by means
of natural selection — on the preservation of favored races in the struggle for life” by Charles Robert Darwin.

3BASSO, Maristela. Curso de direito internacional privado (Course of International Private Law). 3. ed. Sd0
Paulo: Atlas, 2013. p. 49.

4CASTELLS, Manuel. A galaxia da internet: reflexdes sobre a internet, os neg6cios e a sociedade (The internet
galaxy: reflections about the internet, business and society) Translated by Maria X. De A. Borges. Rio de
Janeiro: Jorge Zahar, 2013.
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The function of the Agreement on Trade-Related Aspects of Intellectual Property
Rights (TRIPS) was to strengthen the previous system that was the World Intellectual
Property Organization (WIPO) and to maintain itS complementarity and evolutionary

interpretation.

There is a fraternity between free trade and the protection of intellectual rights.
However, when there is conflict, it is one of interpretation, and domestic law is usually

enforced.

For this reason, the principle of consistent interpretation as a commitment to the
international objectives must be applied. According to José de Oliveira Ascensdo,’the

information society has played a huge role in the globalization of intellectual rights.

Nevertheless, because intellectual property is regarded as a human right,® as such,

being a good, an asset, it has also become the object of trade.

And this, in itself, has brought elements of controversy and confusion to this Principle
since its inception. This is further aggravated by the increasing relevance of databases for

society, which is increasingly dependent on information.

Hence the great paradigm: ensuring a right of exclusivity (ownership) over data (and
databases) or guaranteeing free access to information.

The database theme, in a way, caught the attention of the world in the 1990s,

but was later abandoned by the international community. Why?

This thesis begins precisely in search of this answer and promotes a wide
analysis of the differences and similarities, juxtaposing what is already known with the

recent technical discoveries and their applications whose impacts are still unknown by

SASCENSAO, José de Oliveira. Sociedade da informagao e mundo globalizado (The Information Society sand
the globalized world) . In: WACHOWICZ, Marcos (Coord.). Propriedade Intelectual & Internet (Intellectual
Property and the internet). 1. ed. (ano 2002), 4. tir. Curitiba: Jurug, 2005. p. 15-31.

®As article 27.2 Universal Declaration of Human Rights declares: “Everyone has the right to the protection of

the moral and material interests resulting from any scientific, literary or artistic production of which he is the

author.” And in the International Covenant on Economic, Cultural and Social Rights article 15.c: “1. The right
of every person to benefit from the protection of the moral and material interests that correspond to them by
reason of the scientific, literary or artistic productions of which she is the author is a human right, which derives
from the dignity and values inherent to every person. 2. In contrast to other human rights, intellectual property
rights are generally of a temporal nature and it is possible to authorize their exercise or assign them to others.

(...) 4 The right of every person to benefit from the protection of moral and material interests that correspond

to them for reasons of scientific, literary or artistic productions of which she is the author has the purpose of

fostering the active contribution of creators to the arts, sciences and to the progress of society as a whole."”
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the legal community, with observance not only of legal factors, but the current
behaviors of a world globalized and connected by the internet, in a way not conceived
back in the 1990s, which will highlight the necessity of revisiting the discussion on this

issue.

It is society, with the principle of social autonomy, which creates the new

challenges that the law must face.

Society creates the new challenges that the law must face and the binding
behaviors that must apply. Currently, if an internet user wants to use any
communications app, they have to accept the rules of use of the service and its privacy
policy. This comes under the freedom of contract. The same goes for a taxi application

service, for example.

But when we come to the large scale roll out of the Internet of Things in the everyday
lives of individuals, can we be subject to the same codes of conduct and current contractual

rules?

Or will it be necessary to come up with at least one rule of principles to regulate some
premises at an international level and to guarantee a minimum standard of acceptable conduct
in these environments, especially in a context of cities, houses, cars, refrigerators, generating

and collecting data?

Who owns this data? What about databases? Who owns the rights to use? And access?
How to protect them without taking away the freedom of information? And what would the
responsibilities be? Who are the parties involved, who are the third parties? Who will be held
responsible? How to evaluate the assets of a company that starts to manufacture Internet of
Things (l1oT) devices and hold all this value of databases (can it be considered an asset, as it

is a good, or would it be a liability, because it is a risk)?

In addition, the thesis sought to further investigate the presence of the phenomenon
of westernization of the East followed by the occurrence of "legal transplants”, especially

regarding European laws, with a belief in usefulness and necessity.

There is a predominance of the rules of the European Directives to give the dictates

on various matters for the rest of the countries, in a process including “substantiation” of the
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conflict rules, which now starts to assume thematic characteristics deduced from a mixed

collection of international law cases.

Thus, due to this complexity, it was found in the preliminary research that private
international law (PIL) would be the most appropriate discipline to receive the discussion
on legal relations surrounding the dispute over the rights of the databases, because it is more
updated in terms of the foreign conflicting elements and the phenomena of new times in the
face of the impacts of globalization and digital technologies that have greatly relativized the
boundaries between countries and their national sovereignty in terms of controlling the

circulation of immaterial goods by electronic means.

In accordance with the teachings of Maristela Basso:

PIL offers solutions that seek to rationalize these conflicts, especially by
means of continuity criteria (avoiding the fragmentation of the law,
since it is interpreted and applied in its unit) and the normalization of
legal relations (in order to make the relevant legal standards
applicable)- 'standards’ under a broader perspective.’

The reason for choosing to compare the 3 (three) legal systems, namely
Brazilian, the European and the North American, was due to the intention of seeking a
more neutral legal language, with terms and concepts different from those of the
national legal language, if taken only in isolation, aiming to reach a more harmonious
understanding of the subject that can be applied as a solution and response to the

problems already faced by society in the most sensitive dimension of people: their data.

In addition, it was also possible to verify the existence of an embryonic
supranational Digital Public Order, that would enable uniform and harmonized
solutions, even an alleged electronic (or digital) lex mercatoria, considering the great

pluralism of the legal frameworks involved by society in its systems.

Therefore, one of the reflections that was addressed on the subject was: would
databases due to their essential nature in relation with the freedom of information be

more related to the essential right to oxygen or the right to access to water?

It is important to note that that International Law is of the utmost importance as a

conciliatory mechanism for various aspects of the international life of individuals and that,

’"BASSO, Maristela. op. cit., p. 22.
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since the 20th century,® European and Latin American states have concluded important
treaties on conflicts of laws in matters of nationality, domicile of persons, provision of food,
protection of the child, even on water uses and sustainable development, in the search for
balance in the equitable and rational use of water resources owing to it being a universal
human right. This has even led to the creation of the Global Committee for the World Water

Contract.

Water is one of the major topics of discussion among states, especially those share
the same river basins. For International Law, the issue of water is analyzed both as a source
of conflict and as a source of investment among the respective National States. And we can
say that the data is as strategic for the digital economy of the twenty-first century as was
water for the twentieth-century society’s economy.

According to Jane Ginsburg's view,® "intellectual property is, by its very nature, of an
international dimension.” It can be said that intellectual property is in the field of more
internationalized individual rights in line with the single harmonization base promoted by
WIPO and TRIPS. But what matters most in comparative experience is to see how the
judiciary interprets the law. Hence particular attention has been paid to the analysis of the
most recent court decisions on the subject of databases.

But it cannot be denied that information has become a currency of exchange and that
many free services have this free exchange of user’s data model, so that these knowledge

bases should be protected as assets of these companies.

This is, therefore, the new frontier for the discussion of intellectual property, and will
depend heavily on the use of the principles and tools of international law, as it will not be
with national and local laws that this issue can be adequately addressed and resolved.

But clearly, there are two sides of intellectual property that must be observed in order
to establish an environment of sustainable development: on the one hand there is private

interest, which if well-defined can provide a healthy input for the economic strength of a

8 See Hague Convention on Nationality of April 12, 1930, Treaty of Private International Law of February 20,
1928 ("Bustamante Code").

9Jane Ginsburg is a professor and teaches Intellectual Property at Columbia University Law School in the U.S;
she is also President of the U.S. branch of the Litteraire et Artistique Internationale Association (ALAI),
founded in Paris in 1878 by Victor Hugo himself. She is the author of the international work International
Copyright and Neighboring Rights: The Berne Convention and Beyond, Oxford University Press, 2006.
RICKETSON, Sam; GINSBURG, Jane. International copyright and neighboring rights: the Berne
Convention and Beyond. Oxford University Press, 2006. p. 25.
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country. On the other hand, there is the public interest to drive the guarantee of access to

information, knowledge and technology.

Most of the time, a particular private or natural resource may be in use by society for
a long time without needing to be subject to international regulation, but gains this relevance
over time. According to Hobsbawm, it was from the 18" century on, particularly, in
England, the use of water gained strength due to two factors: population growth and increased
industrialization of production. This promoted a profound social, economic, political, cultural
and technological change from 1789 to 1848, the period of revolutions in Europe (between

the French and Industrial Revolution).

This thesis seeks to investigate the latest facts about databases in its social and
economic phenomenon, outside the field of Law, in order to redesign the best legal model
for its treatment, which may have nothing to do with what has been thought by the legislations

that are in force at the moment, at the national and international level.

Thus, as the theme of water falls within the list of essential rights, as René Cassin,
who drafted the Universal Declaration of Human Rights, says, there is also the theme of

intellectual property, and within it, that of databases.

Therefore, with regard to intellectual property, stimulating innovation, there is an
ongoing need to renew and update legal frameworks, so that it is possible to maintain the
"checks and balances" in the market, which by its very nature, tends to be unbalanced, due

to the diverse interests involved.

Indeed, there is a great need to produce legal solutions, for the present and for the
future. Thus, within the thesis, other sources of Private International Law (PIL) have been
explored that can contribute to the construction of this future, especially the techniques of

inspiration or persuasion called Soft Law.

Finally, according to the lessons of Norberto Bobbio,!! after the decline of national
isolation, there is a tendency of International Law to worry about the future of humanity. And
Comparative Law certainly plays a key role in fostering international trade, improving the

quality of life through the process of macro comparison and micro-comparison, it is able to

®HOBSBAWM, Eric J. Da Revolucéo Industrial inglesa ao Imperialismo (Industry and Empire) Rio de
Janeiro: Forense-Universitaria, 1983. p. 106.

11BOBBIO, Norberto. A era dos direitos (The Age of Rights). Translated by Carlos Nelson Coutinho. Rio de
Janeiro: Campus, 2010.
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establish general principles of Law recognized by civilized nations, serving as a common

denominator, a cultural, political and legal bridge between them.

The social dimension of the digital revolution that is lived seems destined to fulfill

the first law of Melvin Kranzberg:

Technology is neither good nor bad, but isn't neutral either. By this | mean
that the interaction between technology and social ecology is such that the
technological developments often have environmental, social and human
consequences that reach far beyond the very immediate goals of the
technical devices and practices themselves and the same technology can
have very different results when introduced in different contexts or under
different circumstances.*?

In conclusion, Private International Law together with Comparative Law, by its
functional power, is the best solution for drafting Law in a Digital Society that recognizes no

territorial borders for the flow of digital data.
2. Research Objectives

The purpose of this thesis is to make a deep comparison of the rights related to the
intellectual property of databases, relating similarities and differences of its treatment in force

in the three main legal systems.

It is unquestionable that, in the enforcement of intellectual property protection in the
digital environment, technology ends up dictating what is possible to be done. The digital
revolution has changed the way of managing the means of reproduction, distribution and

publication of intellectual property.t®

If intellectual property could not be protected by the pure, abstract idea, not expressed
in any kind of format, since this would go against the principles of freedom of creation and
free enterprise, free movement of international trade itself, what about data traffic,
information on the internet? Would it be possible to own these content bases produced by the
thousands every day and extract them from the public-collective domain?

In the United Nations (UN) 2030 Agenda for Sustainable Development, Member

States recognized the importance of the expansion of information, communication and global

12KRANZBERG, Melvin. Technology and history: "Kranzberg's Laws". Technology and Culture, v. 27, n. 3,
p. 545-546, 1986.

13BARLOW, John P. The economy of ideas. Wired online, 2 Mar. 1994. Available at:
<http://homes.eff.org/~barlow/EconomyOfldeas.html>. Access on: 13 July. 2017.
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interconnection technologies, highlighting the need to address profound digital inequalities
and develop knowledge societies, based on inclusive, equitable, non-discriminatory
education and respect for cultural diversity. In other words, the international community is

very concerned about the fate of the use of information that is captured from the internet.

This means that there will be a tendency to generate mechanisms of technological
control to ensure legal effectiveness for the protection of intangible assets, and this will
probably be reflected in future international treaties or conventions on the subject, especially

with regard to copyright.

In order to better define the problem, the main purpose of the comparison will be the
nature of the legal protection of databases. Therefore, it is necessary to define in a very clear
and objective way what are databases, in view of the regulations in force, which defined the
legal rules regarding the subject, but reflecting a previous technological scenario to the
current one, notably from the 90's.

Subsequently, an interpretative evolution of the concept is proposed for today, in
order to adapt to the challenges already faced by companies, seeking to provide a solution
that can meet the future trends that this concept will undergo in terms of transformations and
that can already be evidenced from the case analyses that will be presented in their own

chapter.

In view of this, a more in-depth comparison of the two current systems that have
completely conflicting views on the matter of databases was sought: the European system
and the American system. And, from there, to analyze these impacts in light of the legislation
in force in Brazil and the trend of the reform in Brazilian copyright law in order to foresee
which paths should be adopted by the national judiciary, in order to better address the issue

in face of a scenario of opposing and even diverging international views on the subject

In addition, it was also intended to develop a better methodology for the interpretation
and application of the rules of private international law on this matter in the analysis of
concrete cases, presented in their own chapter, since those concerning this matter are
becoming more widespread, to allow better integration of knowledge and thus filling the gaps
that today afflict the judges in the different countries, since the theme is multi territorial,

transnational and transcultural.
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Finally, it is intended that this thesis may serve as a legislative policy instrument to

inspire possible regulations on the subject, whether in the form of Soft Law or Hard Law.

The final objective is to bring a sense of usefulness to the present work, in the sense of
benefit as a tool for construction and reform for application, including in developing
countries, in order to reduce and eliminate inconsistencies, thus simplifying international
business as it sheds light on the unknown, which enables the reduction of fear and legal

insecurity in relations between different peoples and states.
3. Research Methodology

The present study was developed mainly based on a comparative and deductive
method. In order to achieve the comparison, first of all, a detailed analysis of the topic was
undertaken with respect to the legal regulations involved, the customs, ideas, case law, as
well as the instruments of interpretation that are currently being used to understand all the
social and economic effects of the change in behavior of society with the new digital data

flows.

Thus, with the aim of achieving greater objectivity and results, the comparison was
confined to the legal definitions that touch on this subject matter, namely, the discussion
about who has the right of ownership, use and access of databases, with emphasis on those
that are generated in electronic (digital) media, especially from web applications and devices
that already have the Internet of Things, in a scenario of greater protection for the privacy of
users, encompassing the new applications with the use of artificial intelligence that require
much use of databases. And as one should look for those with greater influence on the
construction of the legal rules in question, there is now a clear difference of visions,

especially between the European Union and the US.

It is therefore timely to point out that the experience of the European Union has
proved to be very enriching for the present study since it already reflects a community

practice where the legislator sought to align domestic law with supranational rules.

Therefore, the proposal was that a comparison be made between these two systems
with virtually opposite views (European and North American) and, using this, make an
comparative analysis with Brazil, to then to propose a solution which can meet the Brazilian
needs to update its own legislation, as a guideline to develop a path to international

harmonization on the matter.
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Thus, a comparison was envisaged at two levels: the first level of macro comparison,
which consists of checking the legal systems involved to classify and compare the family of
rights (its origin), since this will affect the conclusion. And then, the micro-comparison
method was applied, where a comparison was sought between the related legal definitions of
the different legal systems with respect to their possible inclusion, exclusion or intersection

on the object of comparative study.

It should be noted that the functional comparison method was applied, i.e.,
questionnaires were used to ascertain the understanding of the subject with specialists in the
various locations (factual approach), with use of empirical research. This approach was

adopted owing to the fact that there is still little literature on the subject.

Thus, in order to achieve a greater understanding of the topic, which is extremely
current, field research was carried out in some teaching and research institutions representing
the three legal systems that are the objects of the comparative study, namely, Brazil, the USA
and the European Union. Direct contact was made with professors from institutions in these
regions, who voluntarily joined the research and permitted the gathering of sufficient
elements of analysis and proposals for the future, since the formal study in this area is still in

its early stages.

Questionnaires were sent to professors on the subject at the 16 participating teaching
and research institutions, listed below. In addition, over 8 months, 8 entities were visited to
conduct face-to-face interviews. The others sent the answers a posteriori by digital means.
The entities participating in the survey were:

Face-Face Interviews Sending of questionnaire by digital means

Séo Paulo University (USP) — Brazil New Hampshire University- USA

Coimbra University — Portugal Queen Mary of London University —-UK

Lisbon University - Portugal Stanford University - USA

Porto University- Portugal Akron University- USA

Columbia University - USA Zurich University — Switzerland

Gottingen University— Germany Oxford University — UK

Max Planck Institute Hamburg - Germany | Electronic Frontier Foundation (EFF) - USA

Max Planck Institute Munich — Germany | World Intellectual Property Organization
(WIPO)
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For the full list of respondent teachers and the questionnaire applied, see Annex D.

One important point to mention is that it was not possible to publish all the responses
received in full within the scope of the thesis. This situation is due to the request of some of
the interviewees, at the time of their participation in the research, to use the answers as a
general analysis and not as a literal transcription. For this reason, some professors have
excerpts inserted directly throughout the work, while there are others whose opinions were

considered to support the statistical analyses the results of which are presented in item 7.2.

The objective of adopting the empirical research method and the relevance for this
case was due to the uniqueness of the topic being addressed and the shortage of more recent
references, since many published works reflect the legal mindset of the 1990s and the early
2000°s.

In addition, a case law study was also carried out, with a selection of cases that were
directly related to the subject matter of this study, that is, the dispute over the ownership of
databases in the digital environment. The cases were chosen with the aim of comparing
decisions in the three selected legal systems, as well as to verify lines of judicial interpretation
where the matter has also been resolved with the application of competition law (antitrust
law) and trade secrecy, due to the current gaps in the intellectual property legislation. All the
cases chosen have distinctive characteristics and help to demonstrate the current relevance of
the theme.

Certainly, knowledge of the historical context is also fundamental as a tool for the
application of Comparative Law, due to its typical and atypical factors. It is for this reason
that the use of comparative technique provides complete compliance with the result that is
sought, since Comparative Law consists of a process to detect the invisible that hides behind

the visible, as will be demonstrated regarding the intellectual property of databases.

As national law is considered by law as one of the main regulatory sources of the PIL,
it is essential to analyze the regulations of the three legal systems involved in the comparison
with respect to the intellectual property of databases and also the rules that, in some way,
may affect the rights of those who are its manufacturers or owners (such as competition,

consumer, privacy and data protection laws).
4. Structure of Work

In view of the contemporaneity of the subject and the complexity of the comparative

analysis faced by the analysis of the European system, the US system and the Brazilian
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system with regard to the international law of intellectual property on databases in an internet
context of things (loT) and artificial intelligence (Al), the thesis is structured in 5 parts, 9

chapters and the conclusion to facilitate a better understanding of the subject.

The first part strives to address the justification for the study of the intellectual
property of databases in the internet era and why it is important and urgent for the
international legal community. In addition to the introductory part, it brings together all the
conceptual explanations on what databases are, showing their historical evolution as well as
detailing the current law relevant to the subject both at the international and national levels,
considering the countries which are the object of the comparison.

This first part also deals with the challenges of database protection in the face of new
technological advances, with the analysis of the main impacts of the breakdown of the
packaging paradigm for the protection of intellectual property and the transformations caused
by the advent of the internet. This part also presents a formula for classifying the types of
databases formed from digital media, which aims to provide the appropriate legal framework

for the protection that is required.

In the second part, the international nature of intellectual property and of the digital
society itself connected through the internet is addressed, with historical analysis and
comparison between the Urheberrecht, Copyright and Droit d”Auteur systems, in order to
present the current in order to present the framework of the current international intellectual

property law, its main points of similarity and difference.

Further research was also conducted into the possibility of a Digital Public Order and
the formation of what might be called an electronic or digital lex mercatoria. With this, the
fundamental principles of Private International Law regarding the protection of intellectual
property on the internet were presented and the issue of territoriality and conflict of laws in
space was analyzed. Finally, a regulatory overview, comparing the three systems
researched: the Brazilian, the European and the North American, is presented through an

analysis with 10 indicators.

The third part of the work consists of observing the application of contracts as the most
immediate legal measure for the governance of the relations of individuals and institutions
through the internet, as well as addressing the gaps related to the ownership of databases on
digital platforms. For this purpose, a survey was carried out of what has been applied by the

main companies that represent the digital economy and hold a large portion of the data
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capture and whose share value (corporate equity) is directly related to the economic value of

their databases.

Therefore, any risk in the legal protection of these bases has a direct impact for these
companies and for the market ecosystems in which they are operating. In addition, within
this section, special attention has been given — with a chapter devoted to this - to the new
relations brought about by the use of the Internet of Things and in the presentation of practical
cases of some relevant industries and recent case law on discussions regarding the ownership

of databases.

In the fourth part of the thesis, the focus was on the future of intellectual rights
regulations on databases and the paradigm between intellectual property and human rights,
especially freedom of information and privacy, considering the new legal framework of
regulations on the protection of personal databases such as the European General Regulation
(GDPR) and the processing of the Brazilian Law (LGPD) and an analysis of the overlapping,
to the extent that they constitute elements limiting the guarantee of protection of the property

of databases.

The last part seeks to respond to the problem presented, concluding with a historical,
evolutionary and comparative synthesis, already considering a socioeconomic scenario of
technological advances in the use of Internet of Things (IoT) and Artificial Intelligence (Al).
Thus, this last chapter is dedicated to presenting case studies of comparative jurisprudence
of the systems of the European Union (Europe), the United States (North American) and
Brazil (Brazilian) and, finally, to presenting some proposals for solutions through new
models that can better regulate the issue of databases from everything that was analyzed,

closing with the conclusions.



32

PART 1

THE INTELLECTUAL PROPERTY OF DATABASES IN THE
DIGITAL AGE

This initial part of the thesis seeks to contextualize the reasons that led to the choice
of the theme, as well as the presentation of the main issues that should guide the whole
proposal of this work. In this way, it will be shown how the current legal framework of the
patrimonial protection of databases functions, as well as approaching in depth the
particularities of its nature within a framework of guarantees of intellectual rights, from a
historical perspective until arriving at the current moment of context of a more digital society.
In addition, this first part seeks to present concepts and to detail some essential principles for
the understanding of the problem that is complex in nature due to the multiplicity of laws and
gaps that still generate legal uncertainty for the holders of these intellectual assets.
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CHAPTER 1. AN INTELLECTUAL PROPERTY ON DATABASES IN
THE DIGITAL AGE

1.1. Information as a free good of the Knowledge Society

Freedom of information is one of the structural premises of the society in which we
live. Interestingly, the new technologies that have allowed greater access to knowledge are
also responsible for causing a true collapse in the model of production and sharing of
intellectual creation. This is because the technical advances happened at a faster rate than the
evolution of the ethical constraints of social behavior that would ensure a sustainable balance
of this new dynamics of free data flows.*

Therefore, the freedom, by itself, as it explains Sofia de Vasconcelos Casimiro:°

[...] anchors the unregulated spaces of society and confers invisibility,
before the Law, to several of the actions of the subjects that move in it.
Therefore, it presents several manifestations that will converge in more
specific principles such as the freedom of information.

And so, in turn, will end up impacting the study of intellectual property itself.® The

Brazilian author Carlos Alberto Bittar points out that although this freedom brings significant

1% “Tateoki illustrates this reality: "The social, economic and legal reality has changed drastically with the
advances in communication technologies, more specifically with the advent of the world wide web in the last
century. To confirm this affirmation, it is enough to observe the daily routine, with a fraction of seconds it is
possible to transfer resources from one point of the globe to another (synonym of globalization), because the
communication between people has become instantaneous anywhere on the planet.”. TATEOKI, Victor
Augusto. A protecdo de dados pessoais e a publicidade comportamental (The protection of information - a
history of Darwinian evolution and the ascendancy of technology). Revista Juris UniToledo, v. 2, n. 1, p. 65-
75, Jan/Mar, 2017.

1S CASIMIRO, Sofia de Vasconcelos. A protecdo da informacio — histdria de uma evolugdo darwiniana e da
ascendéncia da tecnologia (The protection of information - a history of Darwinian evolution and the
ascendancy of technology). In: VICENTE, Dario Moura et al. (Coords.). Estudos de direito intelectual em
homenagem ao Prof. Dr. José de Oliveira Ascensdo: 50 anos de vida universitaria (Studies of intellectual
law in honor of Prof. Dr. José de Oliveira Ascensdo: 50 years of university life). Coimbra: Almedina, 2016.
p. 578.

®The considerations of Garnica on the general theory of intellectual property are extremely pertinent at this
time: "Initially it is useful to mention that, among all, the term ‘intellectual property’ is the most
comprehensive, so that all the others are contained in it, constituting subgroups of rights that have in common
the property under the human creations and results of intelligence. For Sherwood (1992), intellectual property
is a set of two things. Firstly, it is ideas, inventions and creative expression, which are essentially the result
of private activity. Secondly, the existence of a public desire to give ownership status to these inventions and
expressions. Thus, the term ‘intellectual property' contains both the principle of private creativity and that of
public protection for the results of this human activity characterized as creative. GARNICA, L. A.
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impacts to the way the law is developed this does not mean that intellectual property rights

cease to exist in this new reality:

Despite the intense sensation, in contemporary society, of unrestricted
freedom of information traffic, of informational chaos, of anarchy in the
control of the use of rights, of unrestricted expansion of digital borders and
of the liberalization of the use of texts, neither the moral rights of the author
nor the property rights of the author are revoked by the new dynamics of
the digital economy. Therefore, the internet has not abolished copyright.
However, there is a transformation of culture, of the way in which these
rights are dealt with, which is undoubtedly more complex, and an effective
problem of control of the use of information and effective protection of
copyright creations.

However, the recent edition of the Civil Framework of the internet in the
country (Law 12.965/2014), not only provides a response to the anomaly in
the area, but also establishes one of the first experiences of global
democratic regulation and a clear definition of the limits in the virtual
world, consecrating rights explicitly linked to the dynamics of the
internet.t’

However, the existence of conflicts generated by the meaning of freedom of access
and freedom of protection has become inevitable with the introduction of the new forms of
technology and distribution of knowledge that the informational advance has brought with it.
In this sense, understanding the parameters and limitations that involve public or private

information or knowledge is essential:

The most important main idea is that knowledge is a public good.
Economists use the knowledge of public good in a technical way; Paul
Samuelson defined this term fifty years ago. A public good is one that has
no rival. In contrast, a private good is one that is consumed by one person.
For example, a single person can sit in a chair. The same idea holds true for
food: if | eat a hamburger, you cannot eat it. Knowledge, however, is
different. I just shared some knowledge with you, but this sharing did not
take it away from me. Thus, knowledge has the quality of simultaneous
consumption; not impeding that others can consume it at the same time.

Another way of putting this is that knowledge has no marginal cost
associated with it. Thomas Jefferson wrote this in a much more poetic way:
knowledge is like a candle, when one candle is used to light another, the
light of the first is not diminished. Understanding this principle is at the

Transferéncia de tecnologia e gestao da propriedade intelectual em universidades publicas no Estado de Sdo
Paulo (Technology transfer and intellectual property management in public universities in the State of Séo
Paulo) 2007. Dissertacdo (D (Mestrado em Engenharia de Producdo) (Dissertation ((Master's Degree in
Production Engineering)) - Universidade

Federal de Sao Carlos (Federal University of Sdo Carlos), S&o Carlos, 2007. p. 54. Available at:

<https://repositorio.ufscar.br/bitstream/handle/ufscar/3565/DissLAG.pdf?sequence=1>. Access on: 26 Jan.
2018.

YBITTAR, Carlos Alberto. Direito de autor (Copyright Law). 6. ed. rev. atual. e ampl. Por Eduardo C. B.
Bittar. Rio de Janeiro: Forense, Ebook, 2015. p. 4270.
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core of understanding the efficient use of knowledge. It is more efficient to
distribute knowledge freely than to restrict its use by charging for it.

Free distribution, however, could create a problem in encouraging the
production of innovation, and that is the dynamic question.®®

Thus, freedom of information has two facets: one, from the perspective of the subject,
determines the right of access and free us;*°and the other, from the perspective of the object,
determines that the content is freely accessible and usable. But logically, at some point, this
will conflict with the rights of those who have control over the information.?’ For access to

information could lead to access to private property, as Woodbury states:?

The term intellectual property appeared for the first time in the Court of
Massachusetts in 1845, in the case "Davoll et al. V. Brown ". It was a conflict
involving a patent application. The magistrate at the time wrote in his decision:
"Only in this way can we protect intellectual property, the work of the mind,
production and interests as the fruit of his honest industry, such as the wheat he
grows or the herd he tends.”??

18STIGLITZ, Joseph E. Economic foundations of Intellectual Property Rights. Duke Law Journal, v. 57, p.
1699-1700, 2008.

19 When creating the WorldWideWeb Tim Berners-Lee explains that he imagined the future of the web as a

space that would make possible the speed of access and exchanges between people, so that the knowledge
and capacity of production / creation could be palpable and accessible to all: “I have a dream for the web and
it has two parts. In the first part, the web becomes a much more powerful means for collaboration between
people. | have always imagined the information space as something to which everyone has immediate and
intuitive access, and not just to browse, but to create. [...] In the second part of the dream, collaborations
extend to computers. Machines become capable of analyzing all the data on the Web—the content, links,
and transactions between people and computers.”. BERNERS-LEE, Tim. Weaving the Web: the original
design of the World Wide Web by its inventor — Tim Berners-Lee with Mark Fischetti. New York:
Harpercollins, 2000. p. 157.
20 In the case of reality in Brazil, Bittar points out: "Even in a more specific way, as the Civil Framework of
the Internet could not treat in a specialized and exhaustive way the matter of copyright, art. 19 provides: "In
order to ensure freedom of expression and prevent censorship, the Internet application provider may only be
held civilly liable for damages resulting from content generated by third parties if, after a specific court order,
it fails to take steps to, within the scope and technical limits of its service and within the time period indicated,
make the content indicated as infringing, subject to legal provisions to the contrary". The provisions of § 2
of art. 19 should be highlighted, in particular. It reads: "The application of the provisions of this article for
copyright or related rights violations depends on a specific legal provision, which must respect the freedom
of expression and other guarantees provided in art. 5 of the Federal Constitution”. BITTAR, Carlos Alberto.
op. cit., p. 4270-4271.

2IWOODBURY. & M. 53, 3 West. L. J. 151, 7 F. Cas. 197, No. 3662, 2 Robb. Pat. Cas. 303, Merw. Patent
Invention 414. (1845). Available at: <http://rychlicki.net/inne/3_West.L.J.151.pdf>.

22MACHADO, Jorge. Desconstruindo a propriedade intelectual (Deconstructing Intellectual Property)

Observatério (OBS*) Jornal, v. 4, p. 245, 2008. Available at:

<http://obs.obercom.pt/index.php/obs/article/download/92/139>. Access on: 10 July 2017.
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The law began to treat intellectual property as commercial assets, bringing a vision of
patrimoniality, or the ownership associated with the author, who would be endowed with a
more personal right (moral) and a more material right (patrimonial), under the influence of

the French revolution.

This is not to be confused with the Principle of Copyright, which would be the
monopoly for reproduction (right to make copies), which began well before, with the Statute
of Queen Anne of England in 1710 and conferred exclusivity on the one who detained it,

notably the publishers.

It so happens that the principle of intellectual property is a kind of special property.
But even if one wishes to abstain from the use of the term property, to use only intellectual
rights, in the sense of the double faceted protection, both moral and patrimonial that they
possess, the justification has always been that they encourage the author to continue investing
in its creative process, thus allowing the whole society to take advantage of this collective
gain of culture, science, arts, knowledge in general, insofar as the protection is temporary

and, after the term, the goods become public domain.

The big issue is that intellectual rights are reactive, exclusive rights. In other words,
they guarantee protection against third parties. So at the moment there is a record, out of what
would be the scope of legal professional privilege for the public domain, it becomes common
knowledge, however, there is a shield, a prerogative exclusive of spatial and temporal

exploitation.

Therefore, many companies still prefer to maintain the confidentiality of their
innovations and make technology transfers whilst keeping the guarantee of a layer of secret
data. And it is important to point out that there is still the risk of compulsory licensing, as is
the case with the pharmaceutical industry. The work of William Landes and Richard Posner,
on the economic structure of intellectual property, which is based on a more utilitarian view,
suggests a theory that intellectual property rights would maximize social welfare, through
economic efficiency provoked by competition between economic agents, and that they could

not be used to appropriate what is already in the common domain.?®

In any case, conflicts persist and reach intellectual property rights, impacting the most

diverse sectors of society: from the market to the social sphere. That is why the discussion

BLANDES, William M.; POSNER, Richard A. The economic structure of intellectual property law.
Cambridge, Mass.; London, England: The Belknap Press of Harvard University Press, 2003.
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about intellectual property takes place in two environments within the legal sphere: the
internal and the external. However, even though this discussion takes place in two distinct
spaces, both are interdependent and cannot be isolated, especially within the context of digital

reality, in which the internationalization of issues is gaining ground more and more.

A clear example of this situation can be observed through the work of the American
Law Institute (ALI) in developing the book "Principles”, a document that is intended to serve
as a guide for the resolution of conflicts involving intellectual property - and just this - in the
international and national spheres. So that in the internal organization of countries the
principles serve as a soft law instrument and represent a type of "action guidelines”, since the
domestic law take precedence. It is important to highlight that the ALI focused on the
conflicts of international private law to create this document, making use of the comparison
of several instruments such as TRIPS, the Berne Convention and the legislation of several
countries, demonstrating the importance of the interconnection of legal knowledge for the
resolution of problems involving intellectual property.

[...]these Principles can be used as guidance in fully domestic cases. The
Principles are guided by the proposition that, as courts receive a wider range
of disputes, a stronger association between the defendant and the
prosecuting State is necessary to sustain and uphold the enforceability of
the outcome of the judgment.?*

Continuing this line of reasoning, as Manuel Castells reminds us,?® information and
knowledge are fundamental ingredients in the production process of the Information Society.
In this context the following question becomes valid: do we create or co-create intellectual
assets? And now, if we consider the question of digital databases formed from the web or the

Internet of Things, what would be the outcome of this social and economic equation?

The reality is that software piracy has expanded in line with the growth of the software
industry. That is, technology that facilitates access to information also compromises its
protection. And today there is this type of risk - of little or no protection - for various new

intellectual assets, related to this more digital environment, in addition to the software itself,

2AAMERICAN LAW INSTITUTE. Intellectual property: principles governing jurisdiction, choice of law and
judgments in transnational disputes. Philadelphia, EUA: American Law Institute, 2008. p. 165.

ZCASTELLS, Manuel. The rise of the network society. 2™ ed. Oxford: Blackwell, 2001. (The information age:
economy, society, and culture; v. 1). Available at:

<https://deterritorialinvestigations.files.wordpress.com/2015/03/manuel_castells_the_rise_of_the_network_s
ocietybookfi-org.pdf >. Access on: 10 June 2017.
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which are the databases (both structure and content), the telematic services that range from
websites to applications and the artistic works themselves (such as literary, musical and
audiovisual works) now removed from the traditional paper-based product and migrated to
electronic platforms..

According to Barlow, "[...] this whole context of change is linked to a change in the
nature of information itself, both as an activity, as a way of life and as a relationship”.?
Certainly, if freedom of information is the rule, but there are two major exceptions to this
rule, which are: intellectual rights, which are exclusive rights, such as the copyright,
industrial rights and special rights of the manufacturer on a database; and confidentiality,
upon which are based all sorts of limitations of access and use, removing the information
from free public access for reasons of secrecy, whether due to privacy, business secret, justice

secret, state secret.

It has become very clear that the growth in computer use, and the advent of the
internet and the increase in digital means of communication, has boosted the development of
databases in an unprecedented manner. It has also brought a greater relevance to this
collection of information which, when compiled, has assumed a greater value to the
Knowledge Society. Before this, in an analogous setting, it would have been much more
difficult to build the databases, as well as to reproduce or reuse them. This means that there
has also been an increase in risks involving infringements of the property rights of protection

over databases

Due to this context, the European legislators decided to create a specific legal
framework to deal with the theme of databases, with a two-pronged approach, both to protect
the organizational structure with regard to the selection or arrangement of its components
constituting a creative character and also to achieve the protection of the content in the sense
of verification that there was a substantial investment for the creation and/or collection of the

database, bringing the elements of sui generis system.

Here, then, it is necessary to initiate the research on the subject of the international
law of intellectual property applied to artificial intelligence, presenting some of the dilemmas
to which this work proposes to seek answers and whose initial elements for its understanding

will be outlined in this introductory part. These questions were also shared with renowned

ZBARLOW, John. op. cit.
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national and international professors who contributed to the research of the thesis to provide

the most solid foundation for the conclusion of the work:%’

a) What is the legal framework to define the existing legal protection of databases
today in the principal systems analyzed: they were the Brazilian, European, and
North American in a context of applications of 10T and Artificial Intelligence?

b) Were there inconsistencies or incoherencies in the protection provided by this
system that would cause risk to the holders? Or would it make it more difficult for

third parties to gain legitimate access to databases?

c) Is there any disadvantage to society resulting from improvements to the legal
protection of intellectual property related to databases, especially considering the

current context of the internet and the Internet of Things?

d) How to balance the necessity to ensure greater protection to the diverse human
rights that may be conflicting, among them: privacy, free access to information

and intellectual property?
e) What is the role of antitrust regulation with regards to database protection?

f) What aspects of database protection are not covered by any legal means, be it law,
convention, or international treaty, and which could be covered using other legal

measures such as contracts and soft law mechanisms?

g) Could contracts become the main mechanism to regulate legal protection to
databases at international level, using the internet, to its fullest extent, including
neighborhood rights along with other rights such as privacy, personal data
protection and antitrust? If that is the case what still needs to be done to achieve

greater legal efficiency in this regard?
1.2. Concept of databases

We migrated from the Information Society of the 1990s to the Network Society of the
2000s.2 This network society depends on being connected to exist and needs the free flow

of data. They are no longer people or things circulating around the world, but data. And this

27See Annex D.

ZCASTELLS, Manuel. A sociedade em rede: a era da informacio (The network society: the information
age).. Traducéo de (Translation by) Roneide Venancio Major. 10. ed. S&o Paulo: Paz e Terra, 2007.
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data creates databases that establish connections and relationships that in turn are
interconnected, generating obligations, responsibilities, rights. Everything that we are and
what we want is in these global data flows, through the international digital route of the

internet.

It is possible to attack a country's economy just by cutting off its data flow. The
economic embargo is now the same. It is enough to determine that a country will no longer
allow free access or flow of data from its citizens to another territory for this to have an effect
greater than a tariff barrier. This is a new scenario, not yet thought through. For data begins
to leave the realm of just being a key component of a base, a structure, to become a

determining asset of the sovereignty of a State.

The threat to privacy and the security of databases can trigger a digital war between
nations. As well as the deliberate erasure of an entire database of various public entities can
generate real social chaos.?® Imagine if this were to occur with the databases of public health
or welfare? In this sense, dealing with databases is no longer an issue for discussion only of
contractual issues, or of asset protection, but a matter of national security, of government
strategy as a measure of protection of a resource essential for the economic sustainability of

a country.

And it is precisely when a resource reaches this status of an essential good that it
deserves to be duly debated in the international forum and become an issue for a Convention
or International Treaty, as has already happened with other issues such as the ozone layer,
water, human rights and health.

Without doubt the internet is essential to people's lives. But what is the use of the
internet without the databases to be accessed? What is the internet without its content? It
would just be one more means of transmitting messages. But its importance lies not only in

its power as a means of communication, but in its supply and access to information.*

According to Barém Leite:

2PROOF. Internet das coisas e seus desafios de seguranca (Internet of Things and its security challenges).
Proof, 2017. Available at: <https://www.proof.com.br/blog/iot-internet-das-coisas/>. Access in: June 2017

9ASCENSAO, José de Oliveira. Bases de dados eletronicas: o estado da questdo em Portugal e na Europa
(Electronic databases: the state of the art in Portugal and Europe). In: DIREITO da sociedade da informacéao
(LAW of the Information Society). Coimbra: Ed. Coimbra, 2002. v. 3.
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[...] one of the difficulties of the modern-day world is the almost connection
and inter-relation “of everything”, as nobody is isolated anymore, everyone
(and everything) is part of one big system, so that actions that at first seem
small have consequences that we don't always consider in the beginning.®

In this context, it is important to point out some concepts about what the definition of

a personal database around the world is:

In Singapore personal data is defined as data, true or not, about an
individual that can be identified from this data. In Mexico, on the other
hand, any information related to an identified or identifiable individual is
considered personal data. In Colombia, personal data is defined as any
information related to one or more identified or identifiable persons or
which may be associated with an individual or legal entity. In the United
States there are few federal or state laws defining personal information. It
seems to Americans that the Principle of Personally Identifiable
Information (PI1) is more important than a watertight concept.?

The Berne Convention was where we can see the first treatment on intellectual
property of databases, and within the cultural context of the time - 1886 - it was only possible
to view the databases as being something still very incipient, an analogy with the
compilations such as the encyclopedias, anthologies, dictionaries or any arrangement or
organization of information whose form had elements of originality that could receive the
protection of copyright, but not its content itself, the individualized data.

According to Marcos Wachowicz:

[...] a database is defined as electronic files with data and information and
determined and organized to facilitate the consultation, with various
contents: cultural, jurisprudential, commercial, educational, etc the access
to the computerized databases can be online or off-line, by telephone or by
the internet; in any case the accessibility to the digital documentary base
will have had prior agreement.®

31LEITE, Leonardo Barém. O direito dos negdcios e a propriedade intelectual (Business law and intellectual
property). In: A PROPRIEDADE intelectual no novo milénio: ASPI 30 anos (Intellectual PROPERTY in the
new millennium: ASPI-Sao Paulo Association of Intellectual Property 30 years). 1. ed. Sdo Paulo: ASPI,
2013. p. 103.

32CEROQY, Frederico Meinberg. Os conceitos de dados pessoais (The concepts of personal data). Jota, 07 Nov.
2017. Available at:

<https://www.jota.info/opiniao-e-analise/artigos/os-conceitos-de-dados-pessoais-07112017>

Access: 10 March 2018.

BWACHOWICZ, Marcos. A protecéo juridica das bases de dados em face da revolucdo da tecnologia da
informagdo (The legal protection of databases in the face of the information technology Revolution). 2005.
p. 17. Available at:

<http://www.gedai.com.br/sites/default/files/arquivos/artigo-base-dados-marcos-wachowicz.pdf>.
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The main reason why the protection of databases entered the international agenda for
discussion of countries in the 1990s was the fact that there was a great concern about the ease
with which it was possible to copy a database in the information market.®* And this

observation occurred soon after the great growth of the software industry in the 80s.

However, if on the one hand there were the defenders of the protection of the
intellectual property of the databases, on the other there were many opponents. The main
argument put forward by those opposing it - and which continues to be supported to this day
- is the possible negative effects of creating a monopoly of information. The idea of
protecting data simply for its being in a database without having to have the requirement of

originality, but only because of the investment made in its creation has caused much debate.

Returning to the historical roots of data regulation in the world, it is important to
remember that the Agreement on Trade-Related Aspects of Intellectual Property Rights
(TRIPS) was adopted in 1993, and with its article 10, section 2, it stipulated that the member
states of the World Trade Organization (WTO) were obliged to protect databases with laws
on intellectual property. In 1996, the World Intellectual Property Organization (WIPO)
proposed a package of measures, but they were not adopted due to a lack of support from the

Access on: 13 June 2017.

34 In this sense, it is worth mentioning that there are several problems that privacy violations can bring to the
user when applied in an unrestricted manner according to market logic; the actions of Facebook and partner
companies of the social media are good examples of how the analysis of cases of violation of privacy through
the use of databases are complex and involve several rights. Judge Sandra Ikuta's opinion on complaints
involving Facebook and the Zynga Game Network is an example that illustrates this situation: "According
to the relevant complaint, Zynga programmed its game applications to collect the information contained in
the referrer's header, and then transmitted this information to advertisers and other third parties. As a result,
both Facebook and Zynga allegedly disclosed the information provided in the referral headers (i.e., the user
IDs on Facebook and the p.1103 address of the Facebook page that the user was viewing when the user
clicked on the link) to third parties. In the separate lawsuits filed here, the complainants filed consolidated
collective complaints against Facebook and Zynga alleging ECPA violations based on Facebook and Zynga's
disclosure of the information contained in the reference headers to third parties. In Robertson v. Facebook,
the authors claimed that Facebook violated the Stored Communications Act, 18 U.S.C. § 2702 (a) (2). In Graf
V. Zynga, the complainants alleged violations of both the Stored Communications Act and the Wiretap Act,
18 U.S.C. § 2511 (3) (a). In both cases, the district court determined that the plaintiffs had stopped because
they alleged a violation of their legal rights, but nevertheless granted Facebook and Zynga moves to
disqualify the plaintiffs' claims under both the Wiretap Act and the Stored Communications Act for lack of
a valid claim. The district court read the complaints alleging that the plaintiffs wanted Facebook, Zynga or
third parties to receive the communications. Because both the Wiretap Act and the Stored Communications
Act permit disclosures to intended recipients, 18 U.S.C. 88 2511(3)(a), 2702(b)(1), the district court
concluded that the complaints did not have a valid claim for violation of the Wiretap Act or the Stored
Communications Act. LANDMARK PUBLICATIONS. Cyber law: software and computer networks-
contemporary decisions. LandMark Publications, Ebook, 2015. p. 149-161.
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countries involved. Then, in 1999, WIPO proposed a new Digital Agenda with a package of
measures to protect the databases.®® But of even more relevance were the steps taken by the
European Commission, which managed to move forward and in March 1996 implemented -

after some years of work - Directive 96/9/EC to protect the databases.

However, it should be noted that, despite the harmonizing effect of the Directive, its
work has not completely eliminated all the disparities between the national laws of the
Member States on this issue. Mainly because the Directive has left it up to each Member
State to implement the necessary measures in relation to infringements of protected rights.
Therefore, enforcement in fact depends on the application of the national courts where the

infringement occurred and the interpretation of their respective judges.

From all this discussion, it appears that, in principle, pure data is not considered to be
creative and/or original enough to be considered a work. This is because, otherwise, we

would be facing an extremely restrictive situation in the field of freedom of information.

For a better understanding of the problem presented in this thesis, it is necessary to

define some concepts in order to make a complete analysis of the subject:

a) Algorithm: an efficient set of instructions sufficiently precise and unambiguous
to be carried out by a machine (computer, 10T device, robot).

b) Information: its original meaning was to ‘either outline or form an idea”, through
the externalization of said ideas. The action of informing, in this sense, involves
the transmission itself. This information is not to be confused with the packaging
that can be embedded, since it is intangible. The information is a result of an
interpretation of a set of data, capable of reporting or expressing facts and that,
when duly assembled and analyzed can be used, applied to extract knowledge.
According to Carlos Barriuso Ruiz,*® the term information emerged in 1928, to
define the quantitative measurement of the transmission capacities of the

electrical communication systems.

c) Databases: the databases can be structured (organized) or unstructured (sparse)
and represent a set of elements related to facts, things or people. The base itself
is what holds all the data but should not be confused with the latter.

3CHWAB, Klaus; DAVIS, Nicholas. Aplicando a Quarta Revolugao Industrial (Shaping the Fourth Industrial
Revolution). Translation: Daniel Moreira Miranda. Sdo Paulo: Edipro, 2018.
$BARRIUSO RUIZ, Carlos. La contratacion eletronica (Electronic contracting). Madrid: Dykinson, 2002.
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d)

9)

h)

Data: comes from the Latin datum “something given”. A datum is understood to

be an element a set of which can generate information.

Electronic or digital databases: they consist of the collation of data in electronic

or digital format, either in their capture (collection) and or storage.

Internet of Things: this concept was developed by the Massachusetts Institute of
Technology (MIT) and represents the connection of things and objects to the
internet and one another, with an exchange of information, which allows control,
traceability, remote monitoring. Therefore, it is a definition that represents a
phenomenon because it involves a range of variables. It can encompass devices,
means of communications that allow connectivity, the data that is exchanged, the
control of the devices and objects that become more intelligent due to this
interconnectivity between the things that use and exchange information among

each other.

Artificial Intelligence: a system that combines mathematical and engineering
functions to enable it to carry out activities or practice skills independently, to

think and act rationally.”%’

Machine learning: a scientific method of applying types of analysis algorithms
expressed by equations that form a set of instructions for a machine so that it
carries out a process of generation, testing, disposal and refining of hypothesis
using predictive methodology from a certain considerable volume of databases,
whilst possibly being able to develop decision making and self-programming
skills.

Computer program or software: as defined by Brazilian Law. 9609/98, article 1,
the computer program is an expression of a set of organized instructions in natural
or codified language, contained in a packaging of any nature, requiring the use

of automatic machines for processing information, devices, instruments or

37The term “artificial intelligence” was coined for a proposal for a “study of artificial intelligence for 2 months,
ten men”, presented by John McCarthy (Dartmouth College), Marvin Minsky (Harvard University),
Nathaniel Rochester and Claude Shannon (Bell Telephone Laboratories). The workshop, which took place a
year later, in July and August 1956, is generally considered to be the official birthdate of the new field.
Herbert Simon and Allen Newell developed the Logic Theorist, program, considered to be the first artificial
intelligence program that would eventually prove 38 of the first 52 theorems of the mathematicians
Whitehead e Russell. In 1957 Frank Rosenblatt developed ‘Perceptron’, an artificial neural network that
allowed pattern recognition based on a two-tier computer learning network.
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peripheral equipment, using digital or analogical systems, to enable them to

operate in a specific manner and for specific purposes.

1.3. The rights involved in the databases

Initially, in order to better understand the rights involved in the databases, including
whether or not there is a property right involved, or whether author’s rights or copyright or
other types of protection would be more appropriate, we should begin by examining the

Berne Convention, in its article 2.5, which gives the definition of databases as compilations.*

As was previously mentioned, it can be seen, from the outset, that just as the legislator
underestimated the software by treating it merely as if it were something similar to a literary
work, the same occurred with the databases when they were simply equated to compilations.
Perhaps it was just not possible to imagine, at the time, the power that these two creations
would eventually attain and their huge economic participation today, which has become

extremely dependent on digital technologies and data.

Well, in view of this description from the Berne Convention, the other systems - the
European and Brazilian — did a good job of protecting databases in their respective

legislations, each one in their own specific way, which we have highlighted.

However, it is important to note that the United States has completely rejected such
an understanding. The country never included the protection of databases in the scope of its
national legislation, despite making use of contractual safeguards to ensure the rights

especially under the claim of business secrecy and confidentiality.

In the case of the European Union, Directive 96/6 established the concept of databases
to include "all databases, whatever their form (art. 1, 1), defining them as a collection of
works, data or other independent elements, arranged in a systematic or methodical manner
and susceptible of individual access by electronic or other means, differentiating between

electronic and non-electronic databases (cons.14)."

The Directive provides a clear definition of the essential elements for its legal

analysis, among them: the content (which can be any type of text material, sounds, images,

%Berne Convention, article 2.5) the compilation of literary or artistic works, such as encyclopedias and
anthologies, which, by choice and disposition of matter, constitute intellectual creations, as such, protected,
without prejudice to the rights of authors on each of the works that make Part of these compilations.
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numbers, facts, data, any collection of literary, artistic, musical or other works); and the form
(which can be any works, data or other independent elements ordered in a systematic or

methodical way and individually accessible by electronic means or others).

It should be noted that the approach of the Directive for databases was two-pronged:
it protected both its structure (copyright) and its content (sui generis). The issue of sui generis

protection will be detailed in a separate chapter.

The Directive also extends protection to other elements such as those necessary to
enable consultation of the database, such as indexing systems (cons. 17, 21, 20). Therefore,
the protection covers not only the database (its set and structure) but also the elements for its

operation and consultation, guaranteeing both static and dynamic protection for the database.

It must be emphasized that copyright protection is about the form of expression of the
database and not about its content as such (the data itself). This is called "protection of the

amount" (of the whole).

In addition, both the Computer Programs Directive and the Database Directive require
the criterion of originality, as already observed. This is to rule out the possibility of protection
of a non-human (automated) creation. At the time, the proposal that came closest to the
copyright model and that left aside the purist ideal of the notion of author was not accepted.
This is because there is an understanding that the use of machines does not exclude human

authorship.

In this sense, the view of the United States is that a program can be considered original
if it results from the intellectual effort of a creator and not a copy of another. Protection being
the rule and lack of creativity (originality) being the exception. And, probably, this has
contributed a lot to the development of American industry. In addition, the copyright
principle, unlike the d"Dauteur law, requires prior registration for protection to be granted.
This makes for greater transparency and openness about developments in the market.

An interesting point to clarify the issue of databases involved the discussion of
alphabetical lists, the same with respect to encyclopedias. Due to these types of works, the
originality requirements in the organization of the databases were more rigorously put
forward, as well as the contents were not protected in isolation, in order to avoid excluding

another from being able to use a name or even an entry.
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Brazilian Legislation adopted this understanding, when its ratified item XVIII, § 2
and 87,%since it is not possible to protect the data by copyright, and the database is only
protected by its structure. But it is important to highlight a point that will be better developed
ahead, which is the issue of databases having a deep proximity with the concepts of
confidentiality and business secrecy. In a way, in many moments, there is a legal analysis
related to the protection of these rights and their direct relationship with issues of competition

law and freedom of information.

Brazilian Legislation declared the inviolability of freedom in the 5th article of its 1988

Federal Constitution the and in the 10th clause it states that:

[...] “the expression of intellectual, artistic, scientific and communicative
activity is free, unrestrained by censure or license.” In this text we perceive
the expressions that specify in which circumstances freedom of speech may
be exercised, under the terms of the law: XIV — access to information shall
be ensured for all and the confidentiality of the source shall be protected,
when necessary for professional secrecy.*

The Declaration of the Rights of Man of 1789 affirms in its 4th article that:

4" Art. — The free communication of thoughts and opinions is one of the
most precious human rights; every citizen must be able to speak, write,
publish freely, but must respond to the abuse of this freedom in the cases
determined by the law (Declaration of The Rights of Man, 1789).*

1.4. The protection of databases as a sui generis right

It is important to analyze the background to the creation of the sui generis right. In principle,
in view of the difficulty of considering the legal solution to the problem of the ease of copying
the databases and this generating a great financial loss for the manufacturer of these, since

the United Kingdom does not recognize the principle of unfair competition, and on the other

39 Law 9610/98, 2" Article , § Paragraph 2: "the protection granted in item XIII does not cover the data or
materials in themselves and is understood without prejudice to any copyright that subsists with respect to the
data or materials contained in the works" and Article 87: "the holder of the equity right over a database shall
have the exclusive right, with respect to the form of expression of the structure of such database, to authorize
or prohibit: | - its total or partial reproduction, by any means or process; Il - its translation, adaptation,
reordering or any other modification; 111 - the distribution of the original or copies of the database or its
communication to the public; IV - the reproduction, distribution or communication to the public of the results
of the operations mentioned in item II of this article.”.

40Federal Constitution of 1988.

412002 Brazilian Civil Code, 52nd article: protection of individual rights, where applicable, shall apply to legal
entities.
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hand not being able to include the principle of investment protection in the scope of
copyright, due to the prevailing understanding of the countries of the law system Droit

d”Auteur, there remained only the possibility of creating the protection of the sui generis.*?

Why was it necessary to create sui generis protection for databases? According to
Dario Moura Vicente,*® the main reason was the fact the UK did not recognize the principle
of unfair competition and that the databases would be very vulnerable in this respect. Hence
this type of protection was created, which is something unique, to try to fill this gap (verbal

information).

About the territoriality and the universality of the rights over intellectual assets, Dario

Moura Vicente says that:

[...] the constitution in favor of certain people of exclusive rights, or
monopolies, of use and exploitation of these assets- as in the case of
copyright and related and industrial property rights-sucks, that is why
special problems, while with respect to tangible things the respective
physical appropriation by itself confers on the possessor the control over
them, with respect to intellectual property it is necessary, in order to
guarantee to a certain subject its exclusive enjoyment, that the legal system
prohibits all the others from using and exploiting them without the consent
of the respective holder, even if they have the tangible things that constitute
the material supports of such property. This circumstance raises, in
international situations, the problem of whether and under what conditions
a similar prohibition can be enforced before a different legal system from
the one that established it. However, the constitution of exclusive use of
intellectual property involves the imposition of restrictions on competition
between economic agents and the freedom of public access to such
property, as well as, not infrequently, the very creation of new intellectual
property from the existing ones. This is why, normally, such exclusives are
only granted by the legal order of each country only if they are socially
useful and to the extent that this is the case — i.e. because this is the most
appropriate way to stimulate intellectual creation or innovation, to promote
the differentiation of the goods and services available in the market or to
ensure the proper functioning of this.**

42DREXL, Josef et al. Data ownership and access to data. Position statement of the Max Planck Institute for
Innovation and Competition of 16 August 2016 on the Current European Debate. Available on:
<http://www.ip.mpg.de/fileadmin/ipmpg/content/stellungnahmen/positionspaper-data-eng-2016_08 16-
def.pdf>. Access on: 10 Feb. 2017.

“3Dario Moura Vicente. Personal Interview granted in Lisbon on 1th March 2017. Transcript of the original
passage: "The sui generis right to databases was created in Europe and is a very controversial right. The
problem is unfair competition, without authorization from the manufacturer of that database is considered as
unfair competition. It turns out that in Ireland and England there is no such concept of unfair competition and
that is why it was created to fill that gap in those two countries. Basically, it is a mechanism that makes it
impossible for information to flow.”

4VICENTE, Dério Moura. A tutela internacional da propriedade intelectual (The International Protection

of Intellectual Property). Coimbra: Almedina, 2008. p. 14-15.



49

The issue is complex, given that, back in1997, even Germany, adopted the Directive
on databases in its national legislation, deleting the term sui generis and replacing it with the
expression "protection of the manufacturer of databases”, which was addressed with relevant
laws. The United Kingdom, also in 1997, removed the term sui generis and database rights

were classified as a property right.

The software and the database probably should not have been fully under copyright,
they should have been in a separate category as moral protection does not seem appropriate.
Perhaps the databases should not even be classed as intellectual property in view of the
transformation that we undergoing in becoming a "Robot Society", perhaps we are in need

of a new type of law, as Basedow stated *° (verbal information), in a personal interview.
As for the change in the nature of intellectual rights, in the vision of Ascenséo:

With all this, information (always in the broad sense) develops an
increasingly important role. It becomes a strategically decisive element of
social evolution and a determining factor in people's behavior. [...] In this
evolution, information, which would be the content, is changing its nature.
It now encompasses any content of communication [...]Knowledge itself
becomes a commaodity; free knowledge becomes a relevant resource. It is
increasingly the object of exclusive rights, which are intellectual rights.
These, in turn, are increasingly dissociated from personal aspects to be
considered mere patrimonial attributes, positions of advantage in economic
life.4

In the same line of reasoning, Jean-Luc Putz asserts:

In a broad sense, copyright falls into the category called "intellectual
property". In the technical sense, it would be a true intangible right and
property enforceable against all (erga omnes enforceability), and therefore
an intellectual stance. It would then be a hybrid right, of a real and personal

4Jirgen Basedow. Max Planck Institute. Personal interview granted in Hamburg on February20 2017.
Transcript of the original passage: “But when you do a research and you ask people what they are eating and
you do that for a government. And instead of having people asking for that information, if you have machines
who are doing this? Why can't we consider this as an intellectual property? Copyright is concerned with
human dignity and in our law, it is not even possible to sell a copyright, | can transfer the right of exploitation
but the moral rights it is not possible to transfer. It is very hard to put living habits as copyrights. But we are
changing our society into a robotic one. There is no human contact and when | collected information itself it
has no right. But when this data comes to a database and starts to be developed with a specific knowledge. |
have to protect this information from being stolen. For the time being there is nothing like that. And he is not
sure that someone would be able to claim that he or she is the owner of this data. You have to invent a new
type of right. With databases, software rights and so on. There is of course the question of the access to the
rights or if economic exploitation should be limited and complain. | cannot say that | want to protect an
individual on his individuality (privacy) as soon as | say that this is an intellectual property. There is no longer
individual protection and there is commercial exploitation. It is really hard to affirm that we can allow that
each detail of our life could be exploited for commercial purposes.”

46 ASCENSAO, José de Oliveira. Sociedade da informacao e mundo globalizado (Information Society and the
Globalized World), cit., p. 19-22.
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nature. More specifically, the connection with the right in rem would reside
in the property right that is mandatory and confers on the holder the right
of exclusivity. And on the other hand, it would be a pre-existing right,
related to the human person of the creator, in its moral aspect. Therefore,
from this unique understanding, it can be considered that it is a type of sui
generis right.*’

So, in general terms, given all this, databases are protected by copyright and sui
generis law in the European Community. Thus, both in the European and Brazilian systems,
to be protected, the databases must constitute an intellectual creation by their selection or
availability of content, without prejudice to the rights that remain on the content of the
database (right apart, if there are any). If the databases are endowed with creativity
(originality) they are guaranteed protection by copyright, if they are not, they will be granted
protection by sui generis right and it must be demonstrated that there was a substantial

investment for the creation or collection of the database that justifies its protection.

In the United States, on the other hand, protection occurs by copyright,® i.e., there is
a requirement for registration, and there is no protection by sui generis right.

This, in short, protects investment in the production of information provided that it is
substantial. And this includes the means dedicated to searching for the elements that will
compose the database, as well as the means used to create the content of the database.
Because it can be composed of new elements (data that did not exist), or by captured elements
(data that already existed only obtained from public space or nature, or collected from

individuals or things).

To illustrate the difficulty of implementing database protection, see this 2004 CJEU
decision, which concluded that:

[...]Jthe principle of investment linked to obtaining the content of a database
within the meaning of article 7, No. 1 of Directive 96/9/EC, of the European
Parliament and of the Council of 11 March 1996 on the legal protection of
databases, it should be understood as designating the means dedicated to
the search for existing elements and their collection on that basis. It does
not include the means used to create the constituent elements of the content
of a database. In the context of the preparation of a match schedule for the
purposes of organizing football championships, the concept of investment

47PUTZ, Jean-Luc. Le Droit d"Auteur (Author's rights) Promoculture-Larcier, 2013. Ebook Kindle Version. p.
399, 413, 427.
48 U.S. Federal Constitution, article 1, Section 8, 8™ clause.
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is not therefore the purpose of the determining of dates, schedules, and pairs
of teams for the different matches of these championships. 4°

Therefore, according to the Court of Justice of the European Union (CJEU), the means
used to create the constituent elements of a database would not be subject to legal protection
by the exclusive right of the manufacturer. In the case of the fixture list, the information on
the dates of the game (constituent elements) is not protected. It would not be possible to
prevent another person from making use of it under the sui generis right (protection on the
content of the database). Therefore, only the protection by copyright would remain, with the
originality and exteriorization requirements (creativity). And even so, the protection would

be of the structure (form and organization) and not of the content.

José de Oliveira Ascensdo analyzed the issue, in an article entitled "Intellectual
Property and Internet", in which he criticized the term sui generis about the content, in a very
interesting way, since he highlighted the independence of the database of creativity of the
one who owns it (which, incidentally, finds support in Directive 96/9/EC itself) because this,

according to him:

[...] is not limited to the copyright protection of databases which, by the
selection of disposition of the materials, constitute a specific intellectual
creation -art. 3(1); it also created the sui generis right on the databases. This
right is independent of whether or not the database is creative; the criteria
only that the base “represents a substantial investment from a qualitative or
quantitative point of view” -art. 7(1).%°

But equally, Ascenséo observed® - as to the qualification as a sui generis right - that
"[...] the qualification of the right as sui generis clarifies nothing: it was only intended to
avoid the classification as a right related to copyright. In essence, its objectives would be

achieved through unfair competition."

It is worth remembering here, the words of Alexandre Pereira:

4SJurisprudéncias do TJUE Proc (Proc jurisprudence of ECJ). C-203/02, British Horseracing Board Ltd v
William Hill Organization e Proc. C-46/02, Fixtures Marketing Ltd. Vs Oy Veikkaus Ab., Col. 2004, 1-10365).

S9ASCENSAO, José de Oliveira. Propriedade intelectual e internet (Intellectual property and internet.). 2014.
p. 8. Available at:

<http://www.fd.ulisboa.pt/wp-content/uploads/2014/12/Ascensao-Jose-PROPRIEDADE-INTELECTUAL-E-
INTERNET.pdf>. Access: 10 July 2017.

>11d. Ibid.
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[...]that with regards to databases, the doctrine of essential facilities® also
applies which end up being an exception to protection, a kind of
neighborhood right, allowing competitors to have access to the network and
the essential means, who compete with those who refuse access, when other
competitors control an essential infrastructure.>

The understanding of Sénchez regarding the treatment of intellectual rights as

property is worth mentioning:

The principle of property or dominion is much older than that of intellectual
property. Property is the most complete real subjective right that
encompasses the greatest number of faculties: freedom to access, to enjoy,
to exclude, to claim, to pursue. This principle has undergone many
transformations throughout history, from an absolute conception of
classical Roman Law to a more limited conception of Justinian Law,
through medieval change to the most bourgeois contemporary conception.
In any case, it is a right that appears granted ex lege from the beginning,
and that suffers limitations to its control since its acquisition by the holder
whose restrictions are imposed on it for the benefit of society. Therefore,
the most current vision is that of the social function of property, an idea that
belongs to DUGUIT with clear precedents in COMTE's work and the
Weimar Constitution.>*

Updating this doctrine to the present day, imagine if a certain company with a
dominant position in the market, such as a large internet search engine, would have to give
access to its databases to its competitors in order to avoid precisely this exclusive and
disproportionate use of an essential infrastructure. In a way, the basis of the principle of
neutrality would be derived precisely from this. It is interesting to note the difficulty that this

principle has had to become established in the North-American system.>®

On the other hand, while dealing with Internet search engines, the Bundesgerichtshof

- Federal Court of Justice of Germany - (BGH) considered that the search results presented

>2This doctrine is the basis of the U.S. Federal Communications Act (1934).

>PEREIRA, Alexandre Liborio Dias. Direitos de autor e liberdade de informagao (Copyright and freedom of
information). Coimbra: Almedina, 2008. p. 420.

**RAGEL SANCHEZ, Luis Felipe. La propiedad intelectual como propiedad temporal. In:VIDE, Rogel Carlos
(Org.). La duracién de la propiedad intelectual y las obras en dominio publico (The duration of intellectual
property and works in the public domain). Madrid: Reus, 2005. p. 17-18.

>>According to information extracted from the official website of the Federal Communication Commission
(FCC) of the United States, there is a current proposal to review the concept of network neutrality in the
country, since the commission accepted the suggestion to stop regulating broadband as an essential service,
reclassifying it as a private mobile service. In other words, unlike the rule established in 2015, which allowed
the FCC to regulate the service of providers, there is the possibility in 2017 that the body will no longer
interfere in the provision of internet, since it will no longer be classified as a telecommunications service.
(FEDERAL COMMUNICATIONS COMMISSION. Restoring Internet Freedom. Available at:
<https://www.fcc.gov/restoring-internet-freedom>. Access on: 1 June 2017).
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by search engines do not violate the sui generis right of database manufacturers. That is, in a

way, the search performed in search engines would be within the freedom of information.

However, the Court in Bailiff, Denmark, recognized in a case involving news sites®
that the use of web bots for deep linking may indeed violate manufacturers' database
protection rights under Danish author’s rights laws transposing European Directive 96/9/EC.

In spite of all this, remember that there is the possibility of the creation of original
databases and claims of the respective human creators with respect to the moral rights of their
works.>” This is why it is important to establish very clear clauses in the employment
contracts of professionals who work with databases, since there has been a growing demand
in the market for these specialists in data mining, Big Data, Data analytics. Thus, the question
of the possibility of creation or co-creation of the database by users of products or services
whose devices are information capture devices (such as smartphones, smart TVs, e-readers,
smart watches, smart cars, smart robots, smart homes, smart appliances and virtually all

equipment with Internet of Things devices - 10T) will be examined further.

Moreover, when we enter the scope of genetic databases, the issue becomes even
more complex. This topic should be analyzed from two perspectives: that of the interest of
health, both public (prevention and planning of public health) and private (pharmaceutical
and hospital industry); as well as that of public security, due to the importance of genetic

databases (biobanks) for forensic purposes.

Sharing this view are Helena Machado and Helena Moniz who explain what a genetic
database, also known as a "biobase", consists of:

A genetic database for forensic purposes aggregates a set of genetic profiles
that are determined from biological samples collected from a set of
individuals or found at crime scenes. In the context of a criminal
investigation, genetic profiles obtained through these channels may be
compared with profiles already included in a forensic genetic database in
order to determine whether or not a positive match occurs. The archiving
of genetic profiles, and any other type of information contained in the
database, is carried out in computerized files. The use of forensic genetic
databases may serve criminal identification and civil identification
purposes. In other words, it can be used for various purposes, such as: to
identify perpetrators and victims of crime, victims of disasters, missing

6 Jurisprudence of the Court of Bailiff in Denmark in the case Danish Newspaper Publisher’s Association v.
Newsbooster.com ApS de 05 June 2002.

>’SOUZA, Thiago Arpagaus de Souza. Direitos morais autorais da pessoa juridica: possibilidade de aplicacio
(Legal entity's copyright: possibility of application). In: A PROPRIEDADE intelectual no novo milénio (
Intellectual Property in the New Millennium): ASPI 30 anos. 1. ed. Sdo Paulo: ASPI, 2013.
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persons and to establish family ties between individuals. The reflections
contained in this book focus exclusively on the role of forensic genetic
databases in the field of application for criminal identification and
investigation.®

In view of the growing investment not only by the pharmaceutical industry but also
by the State itself, especially the judiciary in the formation of these "biobases”, due to their
important role for health and social security, it is clear that forms of protection must be given
to the exploitation of this information that also require high maintenance costs to ensure the
security of the information due to the level of sensitivity of the data. The new personal data
protection regulations also require a series of measures to be implemented to ensure that these

"biobases" are properly handled.

The classification of these scientific databases (biological and genetic bases) as
intellectual property is controversial, and a restriction of access to these bases could be
considered a barrier to scientific and academic progress. Another complicating factor is the
public interest of the State in accessing this information. Security of these bases must be kept
to the maximum as they are of high risk both for those with the burden of storing and for the
owners who may have their data exposed in the case of a leak or inappropriate use.

For this reason, many countries in recent years have enacted laws related to the issue
of "biobases", as well as medical ethics and research on the human genome. Among them,
Portugal, with Law no. 12/2005, which establishes in its article 16, 2: "[...] the free access of
the scientific community to data emerging from research on the human genome must be

guaranteed!"

But, what about the databases of public agencies? Would they be excluded from the
protection of sui generis right? By the European Directive, they would be included. However,
what about the United States? In light of the fact that, as has already been said, that the United
States has not embraced the sui generis right, neither will it allow protection by copyright on

public information.>°

*MACHADO, Helena; MONIZ, Helena. Base de dados genéticos forenses (Forensic Genetic Database).
Coimbra: Coimbra: 2014. p. 14.

>9This protection is provided for in Article 17 of the U.S. Code § 105 which states: subject matter of copyright:
United States Government works. Copyright protection under this title is not available for any work of the
United States Government, but the United States Government is not precluded from receiving and holding
copyrights transferred to it by assignment, bequest, or otherwise. (Pub. L. 94-553, title I, § 101, Oct. 19,
1976, 90 Stat. 2546.).
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The end result is that the legislator should have created new, autonomous legal forms
to be used for software and databases, and this distorted picture persists until today, in the
wrong direction, which has been exacerbated by the increasing development of new digital
technologies. Taking into consideration the new applications of artificial intelligence and the
use of "caring robots", as well as the jurimetric systems in the judiciary, all this will have to
be much better resolved from the point of view of ethical and legal aspects, in order to
continue to generate incentives for innovation, which requires a lot of investment, but within

acceptable parameters that meet the principles and treaties of human rights.

The solution of the creation of the sui generis ended up proving to be much more a
palliative than a structuring measure, a kind of right connected to author’s rights, but a
substitute for the principle of unfair competition only when applied to databases. The result
is it ended up being labelled as "copyright without work by the European academic

community.”®°

Itis by its fluid and fragile juridical nature, destined for failure, without any condition
for it to be sustainable over time. So much so that, several countries have not applied this

terminology when adopting the Directive in their national legislation.

This is due to the fact that a special right has been reserved for the content of
databases, but which in the end translates into a form of competitive protection of "economic
and organizational performances" (Directive 96/9/EC art. 7, items 1 and 4). And this issue of
having to demonstrate a substantial investment has remained very obscure, difficult to
specify. After all, it is something very relative, depending on the type of database or the

industry involved.

In fact, what happened was that the legislators at the time, for various reasons, did not
want to confront the problem with the profound attention it required, as maybe it was too
early, with such technological development being in its infancy, since this was before the
beginning of the 2000s and the world would change very shortly after from the point of view

of the socioeconomic impacts of the use of new digital technologies.

SOASCENSAOQ, José de Oliveira. Propriedade intelectual e internet (Intellectual property and Internet), cit.,
p. 22.
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1.5. The requirement of originality

The issue of originality applied to databases is a point that deserves careful
consideration. How, in fact, should we consider the requirement of creativity for the
formation of databases? In what sense does it mean that, in order to achieve copyright
protection, there must be originality?

For Carlos Alberto Bittar: "Besides, it presents a relative originality, not demanding
absolute innovation, so, in another way, the exploitation, even unconscious, of the common

natural patrimony is inexorable."®!

In the same way, Silmara Juny of Abreu Chinellato clarifies:

For their very lack of originality, it is innocuous the non-incidence of
copyright in relation to technical publications works, because they do
indeed lack originality, in verbis: The Brazilian doctrine has no doubts in
applying the non-incidence of Copyright Law to regulatory procedures, as
we can see, for instance, in the lessons of Carlos Alberto Bittar which we
have already witnessed, which emphasize the preponderance of collective
interests to remove the copyright protection to certain works, including the
regulatory procedures. There is no authorial tutelage to them nor to their
form of expression, for lack of creativity. Being mere descriptions, there is
no way to protect the way in which the description of the technical
regulation is made.®?

It will be quite challenging for law to keep pace with the advances of the increasingly
technological society if regulatory thinking wishes to fit the new businesses and behaviors of

the digital age in a vision that was appropriate for the last century.

How long will law continue to look to the past to build the future? Because the answer
will not always be in what has already been invented by previous generations of jurists, on
the contrary, it may be extremely necessary to let go of these already obsolete pre-formatted

models.

Real progress will only occur if it is also possible to innovate in Law, so that it can

keep pace with the evolution of other sciences. Law needs to break paradigms again, as it

®1IBITTAR, Carlos Alberto. op. cit., p. 1333-1334.

e2CHINELLATO, Silmara Juny de Abreu. Norma técnica, direito de autor e direito do consumidor (Technical
standard, Copyright and consumer law). In: MORATO, Antonio Carlos; NERI, Paulo de Tarso (Orgs.). 20
anos do Cddigo de Defesa do Consumidor: estudos em homenagem ao Professor José Geraldo Brito

Filomeno (20 years of the Consumer Code, studies in honour of Professor José Geraldo Brito Filomeno). S&o
Paulo: Atlas, 2010. p. 38.
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once did in other eras. There are conceptual premises so solidified in intellectual property
that almost a deconstruction of the principle is required for its readjustment to the digital

reality.

True legal dogmas have been created, such as the requirement that protectable creation
can only be human, that the work must be endowed with originality (creativity) and now
what was once a tool of liberation has stifled the progress of new ideas for the advancement
and prosperity of intellectual property in an economy no longer of movement of people,

goods or services, but of data flows, where intellectual assets have become data.
1.6. Repression of unfair competition as a scope of sui generis right

Competition law has proven to be an important ally to the protection of intellectual
property in recent years, mainly to fill in the gaps where the copyright legislation failed to

give the proper treatment.

As the market is disputing data, and this competition is increasingly fierce, it is natural
that the ethical and legal contours are given by the competition laws as well as by

contracts.®3After all, no business today can develop without data.

But this is a type of right that if poorly used may end up bringing a kind of unfair
competition in reverse , that is, whoever owns the data may, by his right, exclude others from
access to that information, which ends up resulting in hindrance of free market practices,
depending on the market in which a certain company is active and the degree of dominance

that it has with respect to the databases.

Imagine if a company like Google, which has a lot of access to information, overnight
chooses to which companies it will provide access to the data and what data it will give,
depending on the type of company, since Google today has several types of business and,

due to this, many conflicts of interest.

In this sense, the report commissioned by the European Commission for the company

Osborne Clarke PP%* raises several concerns regarding the databases related to health, in

B3CANTNER, Uwe. Industrial dynamics and evolution — the role of innovation, competences and learning. In:
DREXL, Josef; KERBER, Wolfgang; PODSZUN, Rupprecht (Eds.). Competition policy and the economic
approach: foundations and limitations. Cheltenham, UK: Edward Elgar Publishing, 2011.

®40SBORNE CLARKE LLP. Legal study on ownership and access to data. Final report — Study. A study
prepared for the European Commission DG Communications Networks, Content & Technology. Europe
Union, 2016. p. 22-24. Available at:

<https://publications.europa.eu/en/publication-detail/-/publication/dObec895-b603-11e6-9e3c-
0laa75ed71al/language-en>. Access: 15 Feb. 2017.
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particular due to the large occurrence of mergers and acquisitions of companies in this
sector.%

It was at this moment that the alert was raised, especially from the European community,
in the face of the excessive concentration of economic power of databases with US
companies and how this would affect antitrust law rules. And not only that, but also other
rules such as the protection of personal data and those of information security and privacy

(in the sense of not monitoring and spying on allies).®

For this reason, simply leaving it only to the free agreement between the parties, to
the business and contractual relations, may not be the best strategy when it comes to the
dispute for the databases of the digital society, as will be seen. However, in order to better
discuss the issue, it is necessary to highlight, first of all, what are the essential attributes for
the existence of competition. According to Isabel Vaz's studies, ®’it is necessary to have the

presence of three different factors: 1. Time; 2. Object; 3. Market.

Thus, in the understanding of Cristiane Manzueto, the necessary identity for there to
be competition is not the territorial identity, but the identity of the market. And this is
fundamental to the current scenario of digital reality with the multi-territorial space of the
internet, since if it were another understanding, the institute of unfair competition would be

much more limited.®
José Oliveira Ascensao defined unfair competition as:

[...] the mere appropriation or the enjoyment of other’s positions is not
sufficient to characterize unfair competition. And the business elements of
others can be protected by a private right or not. ...] if they are not protected,
it must be taken into account that the great principle is that of free
competition. And free competition leads us to say that everything that is not
reserved is free. Freedom of competition implies that the business elements
of others can be used by anyone. This means that even copying is a free

®50SBORNE CLARKE LLP. Commission Communication on “Free Flow of Data” Input from the
Independent Automotive Aftermarket. FIGIEFA - Automotive Aftermarket Distributors. Europe, 2016.
Available at:

<https://www.figiefa.eu/wp-content/uploads/Free-Flow-of-Data-FIGIEFA-Input-2016_12_23.pdf>. Access:
23 June 2017.

®DETERMANN, Lothar. Determann’s field guide to data privacy law: international corporate compliance.
2" ed. Cheltenham, UK: Edward Elgar Publishing, 2015. (Elgar Practical Guides).

67\VAZ, lsabel. Direito econdmico da concorréncia (Economic competition law). Rio de Janeiro: Forense,
1993. p. 27.

®8MANZUETO, Cristiane dos Santos; TAVARES DIAS, Fernanda Masca. Concorréncia desleal, concorréncia
parasitaria e aproveitamento parasitario (Unfair competition, parasitic competition and exploitation). In: A
PROPRIEDADE intelectual no novo milénio (Intellectual Property in the New Millenium: ASPI 30 anos. 1.
ed. Sdo Paulo: ASPI, 2013.p. 187.
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principle. For there to be unfair competition there must be a specific
qualifier that makes imitation, in principle free, a prohibited activity.®

This is an important lesson of Ascenséo, since as he wisely puts "what is not reserved
is free". Hence the importance of further analysis of the issue of database protection and how
the rights related to them are, given that there are many and sometimes conflicting interests

in them.

By carefully observing the rule of Article 195 of Law No. 9.279/967°, it can be seen
that there are some acts that notably qualify as unfair competition, since they are extracted
from the very wording of the law, even though they do not have a limiting roll (merely an
example), as they are: confusing acts, denigrating acts, acts that tend to error, acts that attack
the competitor's organization, acts of cunning diversion of clientele and parasitic acts (such
as some types of systematic imitation acts that exceed the reasonable limit of free price
competition or that cause an aggressive dilution of another's brand disproportionately and

unjustifiably).

In practical terms, it is due to the gaps left by the law, in all the systems compared
here, be it the Brazilian’*, the European or the North American, that when it comes to the
protection of databases, on the one hand, they seem to protect, but in reality do not, as in
many cases, the legal solution ends up being provided by anti-trust law.”? In the words of

Calixto Salomao Filho:

Guaranteeing competition means, at the same time, guaranteeing different
things. First of all, it is necessary to ensure that competition develops
legally, i.e. that minimum rules of behavior are respected among economic
agents. The objectives of these minimum rules are double-faceted. First, to

89ASCENSAO, José de Oliveira. Concorréncia desleal (Unfair Competition). Coimbra: Almedina, 2002. p.
441-442.

7OLei 9279/96 - Art. 195: "Who commits a crime of unfair competition..: XI - Discloses, exploits or uses,
without authorization, knowledge, information or confidential data [...] excluding those of public knowledge
[...] who had access through a contractual relationship or employment, even after the end of the contract; XII
- Discloses, exploits or uses, without authorization, knowledge or information referred to in the previous
item, obtained by illicit means or access through fraud; Penalty: Detention from 3 (three) months to 1 year,
or fine”.

71still with respect to the Brazilian legal system, it is necessary to mention articles 884 and 885 of the New
Civil Code of 2002 which apply to the repression of unfair competition. I.

"2Article 10a, § 2, of the Paris Convention for the Protection of Industrial Property (Paris Convention) also
defines "an act of unfair competition [such as] any act of competition contrary to honest uses in industrial or
commercial matters". From the provisions of Article 10bis of the Paris Convention, it can be concluded that
any act committed in the context of the market that has the purpose or effect of diverting the clientele of an
economic agent by means of deception is unfair.



60

ensure that the relative success of companies in the marketplace depends
solely on their efficiency and not on their 'business savvy', i.e., their ability
to divert consumers from their competitors without this resulting from
comparisons based solely on market data.”

The principle of unfair competition would eventually bring about a more effective
protective outcome over time. Perhaps because it is easier to demonstrate the elements that

typify business disloyalty than the originality in creating either the software or the databases.

According to Jane Ginsburg, technology should be an ally of authors and not seen as
an enemy: "the future of copyright for professional authors is much more likely to depend on

the development of consumer-friendly protection and payment tools.”’*

In the end, the sui generis right ended up being an exception to the right of access and
did not provide a greater guarantee against the possibility of imposing non-voluntary

licenses.”

73 SALOMAO FILHO, Calixto. Conduct aimed at market domination: legal analysis. S&o Paulo: S&o Paulo
Law School, 2001. apud RODRIGUES JR., Edson Beas. Suppressing unfair competition in e-commerce:
sponsored links, unfair marketing strategies, internet search engines and trademark rights violations. Revista
dos Tribunais, S&o Paulo, v.104, n. 956, p. 35-93, nov. 2015. p. 12.

74 GINSBURG, Jane C. O lugar do autor no futuro do copyright (The place of the author in the future of
copyright). Ruth Okediji, ed., Copyright in an Age of Exceptions and Limitations, Cambridge University
Press, 2015; Columbia Law and Economics Working Paper No. 512. Social Science Research Network
(SSRN). Available at: <https://ssrn.com/abstract=2574496>. Access in 10 July. 2017.

75 Non-voluntary licenses or also involuntary calls are provided for in Directive 96/9, Article 16. 3.
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CHAPTER 2. CHALLENGES ON THE PROTECTION OF DIGITAL
DATABASES WITH NEW  TECHNOLOGICAL
DEVELOPMENTS

2.1. The breaking of the paradigm of packaging and the internet

Digital technologies have made support irrelevant and eliminated the principle of
scarcity, making creation easily shareable, especially in the field of copyright. Thus, it would
be necessary to revise the current intellectual property model and deconstruct its principle
through a new reflection of the theoretical bases and a revision of the current mechanisms of
regulation of knowledge flows, so that the model could be rethought without any stimulus to
create monopolies (which would be against the public interest) and only then would it be
possible to create a healthy competitive ecosystem.”®

According to Miguel Baptista Pereira’’, in his work Philosophy of Communication:

All stored information is also debilitated and isolated and, therefore,
Wiener formulated the principle of circulation, which transforms
information into a process, from whose paralysis would result social
decadence, because information is the cement of society. The conversion
of information into merchandise stored for profit is synonymous with
degradation and weakening of the continuous current that must irrigate
society.

Since the beginning, it has been the control of copying and reproduction of intellectual
assets that has always ensured a system of patrimonial exploitation of these resources, since
there is a need to apply the same valid economic rule to other goods and services, which is
the system of scarcity to determine value. Therefore, if the scarcity is eliminated, it also tends.
to reduce to zero the patrimonial value of the intellectual asset. Although moral rights over

creations can still be preserved.

®MACHADO, Jorge. op. cit., p. 11-12.

"7PEREIRA, Miguel Baptista apud PEREIRA, Alexandre Libdrio Dias. Bases de dados de 6rgéos publicos: o
problema do acesso e exploracdo da informagdo do sector publico na sociedade da informacdo (Databases
of public bodies: the problem of access to and exploitation of public sector information in the information
society). 2002. p. 1. In: ASSOCIACAO PORTUGUESA DE DIREITO INTELECTUAL (PORTUGUESE
ASSOCIATION OF INTELLECTUAL LAW). Direito da Sociedade da Informacéo. (Information Society
Law) Coimbra: Coimbra Ed., 2002. Available at:
<https://estudogeral.sib.uc.pt/bitstream/10316/28778/1/BASES%20DE%20DAD0OS%20DE%20%C3%93
RG%C3%830S%20P%C3%9ABLICOS.pdf>. Access in: 26 July 2018.


https://estudogeral.sib.uc.pt/bitstream/10316/28778/1/BASES%20DE%20DADOS%20DE%20%C3%93RG%C3%83OS%20P%C3%9ABLICOS.pdf
https://estudogeral.sib.uc.pt/bitstream/10316/28778/1/BASES%20DE%20DADOS%20DE%20%C3%93RG%C3%83OS%20P%C3%9ABLICOS.pdf
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Therefore, the breaking of the paradigm of packaging, as an element of imprisonment
of the content, made the information free in a way never thought before. Until then, in the
relations of mercantile goods with intellectual assets, in fact, the exchanges revolved around
the medium, that is, what was acquired was the medium in which the content was and not the

content itself.

Even though the internet was born from a desire to give access to collective
knowledge, it must also promote the fair remuneration of those who invest their effort and
time in the production of knowledge. And for this reason, Intellectual Property (IP) cannot
be predatory, under penalty of not stimulating more innovation. That is why it is limited in

time. But, what about the databases?

There is a great fear of illegitimate appropriation of information that should be of
common access, of collective interest, by a few companies. Therefore, the focus of attention
should be on how to create a model that allows this possible fragility to be corrected, rather
than saying that it will not be guaranteed any protection at all and will remain as it is

undefended by a set of basic rules and the beautiful pleasure of the free will of contracts.

There can be no barriers to access to knowledge through research or competition,
provided that there is due caution. There are two exceptions to this rule of freedom of
information: intellectual rights and rights of confidentiality. These include secrecy by force

of law (banking, tax, justice), state secrecy, industrial or business secrecy, and privacy.

But of course, after the computer revolution, databases became more relevant.
Because computers were, mostly, developed to replace humans in the processing of large
volumes of data and come up with a result. And the consequence of that was the formation

of databases.

But to increase the efficiency of computers, a leap forward was made, software
programs were developed, which began to use a programming language to create
algorithms’®. That is why some inconsistencies are beginning to appear in the way the
protection of these new types of creations is approached. This is because, due to all the

historical evolution of copyright, a simple analogy was made between software and literary

8 Algorithm is a word of Arab origin (al-khuvarizmi) which means a finite set of unambiguous instructions that
produce predefined results for solving a problem.
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works, equating them with each other. And adding, then, to the software, the requirements of

exteriorization and originality. And the same happened with the databases.

But, as Alexandre Pereira states: "[...] the application of the originality requirement in
the software domain greatly reduces its protection by copyright".” Would this be a merely
symbolic protection?

This issue becomes relevant, because databases face the same dilemma, since it is
very easy to reproduce them without even hurting any right, because the protection does not
fall on the content itself, since the pure data is not protected, but on the structure and its
entirety (the "whole" of the database).

US jurisprudence has developed a very interesting method - which looks more like a
formula - to verify if software counterfeiting has taken place. It consists of an "abstraction-
filtration-comparison” test. Thus, first the criterion of abstraction is checked, distinguishing
itself in increasing order of generality, from the source code, the object code and the other
essential elements of the program. The filtering is then carried out, where the functional
elements relating to the efficiency or speed of the program are removed in order to compare
the program with what remains in the public domain and then verify what would originate
from it. In this way, it is possible to evaluate and distinguish the written or static structure of

the program and its performative or dynamic structure.

However, according to Alexandre Pereira® this method provoked a rethink of
software protection, causing many to seek in the patent institute a legal formula for more
effective protection than in copyright. This way, the result would be protected and not only
the form of expression, since there are many ways to express and reach the same result when

it comes to writing a computer program.
2.2. Analysis of database formation in the digital age

One of the most picturesque points about databases is precisely their nature. This is
because a database is ultimately a collection of elements that by their collating or grouping

generates information. But an isolated data may not mean anything.

PEREIRA, Alexandre Libdrio Dias. Direitos de autor e liberdade de informacéo (Rights of the author and
freedom of information), cit., p. 399-400.
81d. Ibid., p. 401-402.
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It is very interesting when one analyzes language as one of the techniques of
Comparative Law, because in the English language the expression “piece of data” is used.
For other languages, such as Portuguese, it doesn't seem to make any sense to say a "piece of
data" or a "piece of information" in the same way as a “piece of pizza”. But this term is also

used there to refer to a “piece of advice”.

The concept of databases has evolved with the advent of the computer and the growth
of the software industry itself. With this, the term Database Management System (DBMS)
was used to refer to the set of programs that enable the storing, modifying, extracting of

information from a database.

As an example, a traditional database is organized into fields, records and files. A
field is a single piece of information, a record is a complete set of fields, and a file contains

a set of records (e.g.data-information-field-record-file).

Therefore, considering a phone book, it can contain a list of records. Each record has
at least three basic fields, which are, name, address and telephone number. Normally, a

request to a database is made through a query that means a stylized question.

Bringing this to the present day, analogously, a bitcoin, which is considered a type of
digital currency, within the category of cryptocurrencies, is actually a database. Because it is
formed by a system that contains a set of records, which in turn will store files with fields
and all this will be accessible upon request. Almost all the structures of the digital product

and service models originate in a database format.

That said, as Ning Zhao®! teaches, there are 4 legal theories that influence the choice
of applicable law on intellectual property issues. And this is of extreme relevance in the
analysis of the question about the databases. They are: the theory of property, the theory of
personality, the theory of sui generis and the theory of monopoly (which is that of antitrust

law).

Now, would it be possible to transpose these four theories for the protection of the
database? To do this, an analysis needs to be made of the types of data that can make up a
database, how they can be made, by whom they can be made, and how their structures are
created. And from this framework it is possible to define which of the theories best applies,

81ZHAO, Ning. Choice-of-law in cross-border copyright and related rights disputes: comparative inspiration
for the PRC. Ulrik Huber Institute for Private International Law, 2012. p. 10-12. (Doctoral Series 14).
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whether one, more than one, all, or none, if it would be necessary to create a new theory to

meet the current complexity of the socioeconomic dynamics of databases.

Thus, we can demonstrate the database protection framework as follows, as shown in

Figure 1:

Figure 1 - Formation of Primary Databases (Data Lake)
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2.2.1. Corporate

These are the types of databases that are completely generated by the manufacturer
(whether created or captured) and that do not comply with personal data protection

legislation.
2.2.2. Personal

These are the types of databases in which the company is a faithful custodian for a
limited period of time with the right to use the data, but does not have ownership over them,
since they are under the aegis of protection of other regulations on personal data protection
and privacy. They would be formed by the identification elements that make communication

possible and ensure the minimum objective individualization required for life in society.
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Personal data may have characteristics of sensitivity to attributes that may attract some factor

of discrimination or prejudice against the data subject, or of secrecy for reasons of law.
2.2.3. Hybrids

They are the types of databases in which there is an initial structure by creating or
obtaining data of an industrial nature but after there is enrichment of the database with data
capture of a personal nature, making the base then mixed, and new knowledge is generated
from the information that belongs to the company (industrial) together with the information
belonging to the individuals (personal), creating a third type of new database, which can still
be expanded with new data by machine learning, with artificial intelligence and behavioral

analysis of the user.
2.2.4. Comparative Figure of Data Types

For a correct analysis of the economic value of the data and how it should be legally
protected, the data can be represented according to some criteria: a) structure: created or
obtained; b) originality: creative or common; c) nature: industrial or personal; d)
individualization: identifiable or anonymized; e) purpose: registered or enriched; f)
confidentiality: confidential or public; g) restrictiveness: business secret or privacy; h)
ownership: original or by assignment; protection: encrypted or open. As indicated in Chart
1:
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Chart 1 — Comparative Figure of Data Types
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Therefore, it is necessary to create a matrix of conformity or legal compliance of the
database, with verification of the related attributes, so that it can be verified how the rights
related to them are established: whether by national law, by treaty or international
convention, by contract between the parties, or by the use of other sources (customs, case

law, codes of conduct or other soft law mechanisms).

From there, it is possible to assign a risk measurement®? to the value of the intangible
assets of the databases, their impact on the value of a company's shares, the probability of
there being a lawsuit related to violation of regulations on privacy, protection of personal
data, unfair competition, trade secrets either at the national level or analyzing other countries,

depending on the scope of the company's digital operation.

This type of evaluation tends to grow in importance both for preventive purposes,
with respect to legal protection of the company, as well as for purposes of evaluation in
mergers and acquisitions, for rating of shares in the capital market, performance of due

82WORLD BANK GROUP. World Development Flagship Report 2016: Digital Dividends. Washington DC,

2016. Available at:
<http://documents.worldbankorg/curated/pt/896971468194972881/pdf/102725-PUB-Replacement-

PUBLIC.pdf>. Access on: 10 June 2017.
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diligence by shareholders, definition of insurance and premium value, evaluation for
purposes of granting credit and guarantees, among other possibilities and economic and
social investments, including for the development of public policies if applied to the Public

Administration environment.
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PART 2

THE INTERNATIONAL NATURE OF THE DIGITAL SOCIETY

This part seeks to analyze the very international nature of the digital society and its new
challenges regarding territoriality and jurisdiction and how this identifies with the system of
intellectual property protections after TRIPs, since there is no internet without content, nor
artificial intelligence without databases. In this way, the fundamentals, and constituent
principles of this great network of people and things connected that allows an uninterrupted
transnational flow of data and the impacts of this on legal systems will be briefly presented.
A historical analysis will also be made between the Urheberrecht, Copyright and Droit
d”Auteur systems so that a bridge can be built between the legal thought that underpinned the
emergence of the system of guarantees of intellectual rights until the present moment when

an answer to the complexity presented by the new technologies is sought.
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CHAPTER 3. THE INTERNATIONAL NATURE OF INTELLECTUAL
PROPERTY

3.1. Information society, digital markets and intellectual property

First, it is curious when we see someone referring to the internet as cyberspace or to
the laws of the internet as cyberlaw. According to Bob Metcalfe®, this term would be
incorrect because calling the internet cyberspace would be the same as treating it as desolate
territory, no man's land, as was America in 1492 and the idea of the "Wild West of the

American frontier."

The term cyberspace was first used by the writer of science fiction novels, William
Gibson, in 1984, in his work Neuromancer.8 The term cyberspace as well as the word cyborg
comes from cybernetics, whose origin of the word is Greek and means "control of spaces".
For this reason, the creator of one of the most important computer laws for the network
society, prefers to call the internet InfoWworld or info space, because it is a network of

information, not controls.®

The internet was created, in short, to enable the transmission of data packages. And
to this day, some data may not reach its destination. This is because the Transmission
Control Protocol/Internet Protocol (TCP/IP) telecommunication network is a transmission
protocol and there may be delays in delivery, as well as losses and even repetitions of
deliveries. In the beginning, with few users, these errors or failures were not as worrisome as

they are now, considering that today this type of problem can generate a real digital collapse.

Therefore, to keep the entire internet operating, it takes a lot of investment. And it is
difficult to conceive that this model can be sustainable within a premise of gratuitousness
considering that most companies that have mastery of the critical resources of internet

infrastructure are of a private nature.

8According to Robert Metcalfe, the electrical engineer who helped invent the ethernet and founded 3Com, the
value of a telecommunications network is twice the number of users connected to it (this is one of the laws
of information and technology). METCALFE, Bob. Internet collapses and other infoworld punditry. IDG
Books, 2000. p. 2-3.

84GIBSON, William. Neuromancer. S&o Paulo: Aleph, 1984.

&1d. Ibid.
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So, who really wants an open and free internet? End users, of course. Governments,
perhaps. But there is a very high cost not only of maintenance, there is also the risk involving

the intermediaries of the information that travels through the digital environment.

For this reason, many of the companies that provide access to the internet or its
contents have been struggling in recent years to avoid any kind of civil liability as
intermediaries of data flows. The problem is that there have always been many problems of
copyright infringement, but in the past, there was a very high cost to make copies on the one
hand, as well as a great difficulty for the intellectual rights holder to become aware of the
illicit practice.

The lack of vigilance and the problem of ensuring the enforceability of obligations
has always been very detrimental to the authors, but as the distribution generated high costs,

this ended up balancing out the situation somewhat at the end.

In Chris Reed’s,%® view, what the internet made possible was the offer of pure
information, delivered without the need for any packaging (support) and without the need to
have a distribution network (intermediaries), as was the case with the traditional content

industry.

In addition, in his view, although the term ownership is used to refer to the ownership
of information, he understands that it is practically impossible to apply the concept of
ownership to information products in the digital age, because ownership involves the right to

exclusively own an asset and to exclude others from its ownership.

In other words, exclusive possession would be, conceptually, complex when applied
to pure information, to data. This is because it has to be taken into account that the
information in its most primitive state, which would be raw information, is considered as pre-
existing and freely accessible to all and could only become the exclusive domain of someone
if this person had added value to it, a creative intellectual effort.

That is why the law has been dealing with the rights to the ownership of information
(databases) in a very limited way, and precisely because of this, the regulations have not

proved adequate to preserve the position of the owners of information on the internet.

Therefore, what is observed as a result of all this context, is that unauthorized content

has grown on the internet and that the alternative for solving this situation has been to

8REED, Chris. Internet law: text and materials. 2. ed. Cambridge University Press, 2004. p. 175.
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automate the regulation, with the use of technological measures (eg: copyright bots).
However, unfortunately, automated methods often take off the air content resulting from
sociocultural activities and that does not infringe rights. Many criticisms have been made of
this surveillance of the YouTube robots, or of the German Institution of Collective
Management of Copyright (GEMA)®’.

According to Chris Reed®, lesson, there are three types of copyright infringement
that a user can commit when accessing content or data on the Internet: 1. Store a copy; 2.

Transmit this copy to others; 3. Encourage others to do actions 1 and 2.

For Cory Doctorow®®, what has happened with the most recent regulations is that, in
an attempt to give a better answer to the problem of increasing piracy of content through the
internet and digital media, instead of removing this content from the web, in some cases,
what is done is to cut the connection of those who are accessing this type of copyright

infringing material.

In a sense this would conflict with another principle, since the right to connect to the
internet has been treated as part of the list of fundamental human rights. In countries such as
France, New Zealand and the United Kingdom, after three warnings, any Internet Service
Provider (ISP) can ban a user from accessing the internet for a certain period of time. %

In other words, the focus of attention is shifting from the rights to the source of the
content to the behavior of the users who will make use of the content. At the beginning of
the internet there were those who thought that the internet could govern itself, have its own
code of conduct without the need for intervention by laws.

However, the internet is more than an information network (a communication
technology), it is a network of connected people, and for quite a long-time human society has
realized the need to regulate the behavior of individuals through the clear definition of rules
(standards) for a better community life.

87GEMA — German institution of collective management of copyrights, formed in 1933. It is currently made
up of 3,300 composers, lyricists and publishers, it has more than 6,400 members, more than 55,000 authors
and still represents more than 2 million international rights holders in Germany through reciprocal agreements
with other organizations. (GEMA. Represents the copyright of mote 70,000 members in Germany. Available
at: <https://www.gema.de/en/>. Access on: 09 July 2017).

8REED, Chris. Internet law: text and materials, cit., p. 71.

8DOCTOROW, Cory. Information doesn’t want to be free: laws for the internet age. San Francisco, US:
McSweeney's, 2015. p. 128-129.

1d. Ibid., p. 126-127.
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3.2. The intellectual property in International Organization

After the 1970s, after the oil crisis, society's economic model began to be based on
technology and innovation. With this, intellectual property took a great leap forward. And
finally, intellectual assets gained their place in international trade after the negotiation rounds
of the General Agreement on Trade Tariffs (GATT) - Tokyo and Uruguay.

As a result, investors and Private Equity funds began to evaluate companies based on
their two most important intangible assets: brands and databases. The price of a company's
share became directly related to the value attributed to these intellectual assets, one, older,
known to all, from the industrial era, another, much more recent, still suffering in the phase

of technical and legal metamorphosis.

Although the treatment of the issue of databases can historically go back to the Berne
Convention, the creation of WIPO by the UN in 1967 was a major milestone, since from that
TRIPS emerged as a unique model to give treatment to 3 compartments: tangible goods, both

goods and services and intellectual assets.**

It can be said that, today, the two most important intangible assets of companies are
the brand and the databases. The brand is handled very well and clearly defined, it implies
an infinite protection while the other concepts are temporary in time.

Due to this importance attributed to intellectual assets because of market needs, the
regulatory logic the regulatory approach applied to them reflects the historical and social

development of a society impacted by the globalization process:

Intellectual property has become one of the major issues in our global
society. Globalization is one of the most important issues of the day, and
intellectual property is one of the most important aspects of globalization,
especially as the world moves towards a knowledge-based economy. How
we regulate and manage the production of knowledge and the right of
access to knowledge is at the heart of how well this new economy, the
knowledge economy, functions and who benefits. At stake are issues of
distribution and efficiency.®

Because it is a vital issue, and because it brings a natural conflict between public and
private interests, there certainly needs to be a construction of a solid legal framework within

a Check and Balances model for there to be an efficient protection of these assets, without

L TRIPS 6°, 13; GATT —art. I11, XI (1), XIX, XX (b, d, g), XXIV should be observed.
92STIGLITZ, Joseph E. Economic foundations of Intellectual Property Rights, cit., p. 1695.
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creating distortions that might be detrimental to society, in the sense of access to information,

or entrepreneurs, in the sense of stimulating innovation.

For this reason, it is a subject that certainly requires specialized technical expertise,
whether from jurists or judges. It also requires a more comprehensive, globalized view, to
give the necessary flexibility in the judgments of cases, using international mechanisms and

mechanisms to resolve national issues.®.

In this sense, the great relevance of comparative law within the world legal system is
evident, since with the evolution and internationalization of human rights ®* associated with

the advent of the Information Revolution, this has gained much more significant proportions.

This is because the immediate interconnection that came with the development of
technology has brought broad impacts to global communication, giving borders and distances
a new perspective. As early as 1957, the U.S. Supreme Court stressed the importance of the
real application of comparative law when analyzing the death penalty for persons under 18
years of age in the country, especially in the face of the difficulty of finding internal

CONSeNsus on an issue:

Judge Sandra O'Connor, disagreeing since she did not find a sufficient
consensus from the American State on the subject, had to say the following
on the issue of comparative law:

I do not agree with Justice Scalia's claim [omitted quote] that foreign and
international law has no place in our Eighth Amendment jurisprudence. For
nearly half a century, the Court has always referred to foreign and
international law as relevant to its assessment of evolving standards of
decency ... A nation's evolutionary understanding of human dignity is
certainly not entirely isolated, not inherently at odds with the values
prevailing in other countries. On the contrary, we should not be surprised
to find congruence between domestic and international values, especially
where the international community has reached a clear agreement -
expressed in international law or the domestic law of individual countries -
that a specific form of punishment is inconsistent with fundamental rights.*®

Bringing this understanding to virtual reality, the development of internal policies and

laws for the regulation and protection of personal data throughout the world follows this logic

BBARBOSA, Denis Borges. Uma introducio a propriedade intelectual (An Introduction to Intellectual
Property). Sdo Paulo: Lumen Juris, 2010.

%BARROSO, Luis Roberto. A Constituicdo e o conflito de normas no espaco. Direito Constitucional
Internacional (The Constitution and the conflict of norms in space. International Constitutional Law). Revista
da Faculdade de Direito da Universidade do Estado do Rio de Janeiro (Journal of the Faculty of Law, Rio
de Janeiro State University, Rio de Janeiro, n. 4, p. 201-230, 1996.

SREIMANN, Mathias; ZIMMERMANN, Reinhard. The Oxford handbook of comparative law. Oxford-UK:

Oxford University Press, 2006. p. 178-179.
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of compliance, in which the comparative study of law is necessary as well as convergence of
interpretation, in view of the fact that markets and exchanges of information take place

globally in the digital world.

This fact also brings direct consequences with regard to the activity of the legal
professional, since it is up to lawyers and jurists to be familiar with more than one system.
This situation is very positive for the internal and external global organization - pointing to
a notable advance in regulatory mechanisms through soft law - since it is increasingly

possible to ensure that legal systems are connected to world trends:

[...] In general, when transmission is voluntary, and not coerced by
colonization or war, the superior prestige of the export system, such
as Roman law, or the obvious utility of the legal norm, such as
comparative negligence, or of an institution, such as the ombudsman,
motivates jurists. The more lawyers who know multiple systems, i.e.
being comparatist, the more sophisticated this transmission can be.%

Considering that it is said that there is no technological platform today that can
survive without data, for example, and that data means content, these assets can only be

embraced by intellectual rights or by sui generis.

In this sense, it is important to take a look at the considerations of the most different
countries about what intellectual rights are and how they act, considering that data protection

is carried out in the virtual environment - international and interconnected by nature.

The European legal system stands out due to the search and concern with the
systematization of the new needs that data protection and other aspects of digital law have

brought with its disruptive innovation.®’

%REIMANN, Mathias; ZIMMERMANN, Reinhard. op. cit., p. 179.

971t can be observed that in the internet environment the regulatory model must undergo some adaptations that
can be overcome or coexist with disruption, that is, the regulatory system must be able to overcome the legal
instability that technology provides due to its constant innovation: “As a consequence, the legal framework
should include the socially desirable demands of Internet users who are members of civil society and, at the
same time, become manageable, available, realistic, feasible and easily intertwined with all aspects of social
life. These developments caused by technologies and influenced by the socio-environmental parameters of
an open society make regulatory systems more dynamic. Cyber Communities are able to successfully shape
their internal relationships with non-legal tools (technical standards, terms of use, codes of ethics). Therefore,
regulators should take into account the assessments of network engineers and communication theorists,
pointing to the vital role played by environmental layers in communication networks. WEBER, Rolf H.
Proliferacdo da "Governagdo da Internet"(Proliferation of "Internet Governance ") (1 September 2014).
GigaNet: Global Internet Governance Academic Network, Simpésio Anual 2014 (Annual symposium). p. 3-
4. Social Science Research Network (SSRN). Available at:

<https://papers.ssrn.com/sol3/papers.cfm?abstract_id=2809874>. Access in: April. 2018.
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Prior to 1996, nations belonging to the European Union had adopted
different approaches to copyright in data compilations. Several employed
an originality test similar to that of Feist. The United Kingdom, on the other
hand, adhered to the traditional "sweat of the brow" or "industrious
collection” approach. Other approaches fell somewhere between these
perspectives. In 1996, in an effort to harmonize these approaches, the
European Council and the European Parliament adopted Directive 96/9/EC
and required Member States to prepare legislation to complete the
implementation by 1998. In 2005, the European Commission published a
report assessing the impact of the Directive on the production of databases
in Europe.®

It can be observed that the Union began to adopt sui generis protection for the

resolution of issues involving the right to data protection. Although the European Union has

pursued preventive innovation by introducing the concept of sui generis protection, the

practical and market impacts were difficult to see at first:

Although the sui generis protection of the Directive was intended to
stimulate the production of databases in Europe, it has had no proven
impact. Empirical research indicates that the number of databases generated
in the EU has not increased since the Directive was implemented by
Member States. However, the European publishing and database industries
continue to claim that sui generis protection is crucial to the continued
success of their activities.

The UK remains the Member State with the largest relative production of
databases. The reasons for this success may be the relative maturity of the
UK database industry and the success of databases produced in English.*®

In a different manner, the American Law Institute defines intellectual property based

on TRIPS and within the international context (between nation states):

[...] Intellectual property rights are exclusive rights created by law to
protect intellectual creations. Major international intellectual property
contracts, complemented by emerging international standards, provide the
basis for the interpretation of the subject matter of intellectual property
rights. Thus, the TRIPS Agreement applies to patents, copyrights and
trademarks as well as related rights (rights of artists, phonogram producers
and broadcasting organizations that are similar to copyright), geographical
indications, industrial designs (designs and models), layout designs, plant
varieties and rights to proprietary information (trade secrets) and, to the
extent provided for in the Berne Convention, artists' resale rights (droit de
suite). Through the incorporation of the Paris Convention, the TRIPS
Agreement also covers "fair practices” and "established practices in
international trade". These terms encompass claims that create private
rights against on-lending, unauthorized use of trademarks, dilution, false

%LAFRANCE, Mary. Global issues in copyright law. Eagan, Minnesota: West, 2009. p. 38.

%1d. Ibid., p. 54-55.
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association, misrepresentation, breach of confidential relationships and
misappropriation. In addition, the Principles cover forms of intellectual
property that are generally recognized, although outside the scope of the
enforcement process under the TRIPS Agreement. This includes moral
rights (droit moral) and contractual rights that limit the use of transferred
information. For purposes of applicable law, the source of these claims may
be states or their federal sub-units.®

It is important to point out that, since that time, one could already feel that there was
going to develop a major international dispute on intellectual property issues. The United
States has created an extremely perverse bilateral system of negotiations, which is still
enforced until today, especially with regard to developing countries, with laws that are
created from the trade department that gives the US President the power to retaliate against
countries that do not have the necessary intellectual protection. It is called Section 301 (or

Special 301); where every April a watching list is published.

In relation to this situation, it is necessary to mention that the development and
application of comparative law within Latin America follows logics and problems unique to
the historical and social evolution of the region. Due to the process of colonization and
exploitation experienced by Latin American countries, comparative law has often not been

able to develop fully.

This happened because in many cases the lack of a previous structure purposely
designed for the needs of that region caused enormous impacts for the potential development
of a country based on coherent and well-structured laws. In this context, the reasoning of the
French Enlightenment and the developments of the North American independence movement

strongly impacted the legislative development of Latin American countries.'%!

In relation to the Brazilian legal reality, the development of internal codes followed
some distinct steps, largely because the national independence here was not a revolutionary

movement like in other Latin American nations.

10AMERICAN LAW INSTITUTE. Intellectual property: principles governing jurisdiction, choice of law and
judgments in transnational disputes, cit., p. 15-16.

101“The Hispanic-American independence movement was very familiar with the French Enlightenment
philosophy and the French Declaration of Human and Civil Rights of 1789, the United States Constitution of
1787, and the Madison Federalist Documents, which had been translated into Spanish and circulated widely
in Latin America during the wars of independence. REIMANN, Mathias; ZIMMERMANN, Reinhard. op.
cit.



78

On the contrary, in the case of Brazil, despite the fact that there was a breakdown of
the "province™ with the "mother country” there was no break with the structure of
government, since the independence was declared by D. Pedro I, prince of the Portuguese
royal family. This situation made the Portuguese legislative influence much more prominent

within the country and many institutes were maintained.

Nonetheless, over time, the country has adopted its own way of developing its
domestic legislative scope to consider events and influences external to the reality of the new
nation. A clear example of the importance and influence of comparative law in the
development of Brazilian legislation can be observed through the Civil Code of 1916, by

Clovis Bevilagua:

[...] The Brazilian Code of 1916 had 1807 articles, and was divided into a

general part containing three books on persons, property and legal facts,
and a specific part containing four books on family law, property rights,
obligations and succession. An introductory law regulated the applicability
of the Code. Following Freita's tradition, the Brazilian Code was
predominantly an indigenous product: more than one third of its provisions
are based on the pre-existing law, and another third are new provisions of
an original Brazilian pedigree, extracted mainly from Freita’s Outline.
Thus, only about a quarter of its provisions are based on outside sources,
the most influential of which was the French Civil Code. [...] Besides being
a source of legislative reform, comparative law was a highly practical
discipline, as Clovis Bevilaqua underlined in 1897 %

In this sense, it can be understood that the influence and performance of comparative
law goes beyond the textual/theoretical limits reaching the provision of legal practice.'% It is
also because of this that at the same time the study of comparative law is so necessary within
the digital reality that it has made possible the real development of globalization and its

impacts:

[...]the judge cannot limit themselves to the knowledge of their own law,
because in some cases they will have to consciously study the foreign
sources which inspired the legislator, in order to understand the provisions
of their own law ...; because in other cases the gaps and deficiencies in the
law of their country can be remedied by recourse to the appropriate
provisions of the laws of civilized nations; and still in other cases, because
they will be obliged to apply foreign law as a result of the commandments
of the principles of conflict of laws. 104

122REIMANN, Mathias; ZIMMERMANN, Reinhard. op. cit., p. 284.

1SALMEIDA, Carlos Ferreira de; CARVALHO, Jorge Morais. Introdugdo ao direito comparado
(Introduction to Comparitive Law). 3. ed. Coimbra: Almedina, 2013.

14REIMANN, Mathias; ZIMMERMANN, Reinhard. op. cit., p. 285.
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These social, cultural and historical characteristics have influenced the process of
adoption/incorporation of international concepts within the Brazilian legal system in relation

to the understanding and development of intellectual property rights.

Brazil has already incorporated TRIPs, so it is not a dichotomous country; although
it has two laws: that of industrial property and that of copyright. This is because the mere
fact of having two laws does not mean that the legal system treats separately the ideas about

the intellectual property laws, given that the concepts on the subject are inseparable.

Still in relation to the case of Brazil, the decision of the Superior Court of Justice on
the entry into force of the World Trade Organization (WTO) Agreement in the country
(TRIPS) was within the principle of single undertaking - that is, approval with reservations
is not allowed. It is important to point out that TRIPS is a legal treaty with a contract, with
minimum standards to be incorporated by the domestic law of the member countries. On the
other hand, the Berne and Paris Conventions were normative treaties, with harmonization of

legislation.

The issue of intellectual rights being treated as personality rights occurs because this
right brings with it two types of protection: injunction and the rectification. This situation
arises because not only is the individual being protected, but also the public interest involved
in the field of intellectual rights. Still on this subject, it is worth pointing out that the economic
logic of the practice of the "profitable illegal activity" must be avoided, that is, the fact that

it is cheaper to pay compensation than to comply with the valid legal rule.

According to Luis Silva Morais and considering article 6 of the 2001 Information
Society Directive, he says that:

[...] without adequate harmonization at Community level, purely national
regulation to address technological challenges can lead to significant
differences in terms of the protection provided and can result in restrictions
on the free movement of services and products incorporating or based on
intellectual property, leading to a new compartmentalization of the internal
market and to a situation of legislative and regulatory inconsistency. 1%

195VICENTE, Dério Moura; VIEIRA, José; PEREIRA, Alexandre; CASIMIRO, Sofia; SILVA, Ana (Coords.).
Estudos de direito intelectual em homenagem ao Prof. Doutor José de Oliveira Ascensdo (Studies of
intellectual Law in Honour of Prof. Doutor José de Oliveira Ascensdo). Coimbra: Almedina, 2016. p. 390.
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Several authors strongly criticize this directive for failing to address moral copyright
issues, as well as applicable contract law issues, and for failing to achieve the regulatory

consolidation expected of it.

Meanwhile, the problem of protecting content on the internet is getting worse. This is
because in the digital environment there is the possibility both of easy reproduction of
information and its scope is unlimited. And all of this at a practically negligible cost, being a
great stimulus for the infraction, within the limits of the "lucrative illicit" that is when

breaking the law compensates more than complying with the law.

There has been a lot of discussion about the fact that content on the internet spreads
rapidly, and often those who use it may not know its exact origin. In this sense, would it then
be possible to impute legal liability for damage caused if the illicit origin of the content were

unknown?

And this has been greatly expanded when the issue involves databases, since it is very
easy to reproduce a database on electronic media and that, at some point, there is a distance
from its original source, so that those who have access to it do not know where the data came
from, especially in a current Big Data scenario.?® But would this factor be sufficient as an
exclusion of liability for those who made use of the data with violation of the rights of its

legitimate owner?

The sectors of the economy where databases are commonly very critical and relevant
are: financial institutions, insurance, the pharmaceutical industry, service companies or

digital commerce, retail, energy, Industry 4.0 and online advertising.

Although this issue is of paramount importance nowadays, such discussion has been
held since the 1990s, when the expansion and dissemination of digital content began to be

part of everyday reality.

That's what the World Intellectual Property Organization Copyright Treaty
(WCT)¥discussed, the treaty specially developed to address the protection of works and

intellectual rights embedded within the digital environment:

1% The term Big Data refers to a large set of stored data, both structured and unstructured. The 5 Vs: speed,
volume, variety, veracity and value are applied to Big Data

107 According to the WIPO official site: “The WIPO Copyright Treaty (WCT) is a special agreement under the
Berne Convention which deals with the protection of works and the rights of their authors in the digital
environment. In addition to the rights recognized by the Berne Convention, they are granted certain economic
rights. The Treaty also deals with two subject matters to be protected by copyright: (i) computer programs,


http://www.wipo.int/copyright/en/
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Article 11 of the WCT obligation derives from the recognition that works
made available in digital formats may be particularly vulnerable to
unauthorized copying and redistribution; unless the digital file can be
protected against such acts, its susceptibility to unauthorized recirculation
may discourage authors from making it digitally available to the general
public. But the provision of a technological lock may offer only a short-
lived consolation: the measure may be effective only for as long as it takes
to develop and distribute a device to break it.1%

This issue raised by the treaty caused the different protection policy institutes to
address the issue in such a way that the prevention of unauthorized copy sharing was
effective, taking into account that the individual rights of authors and the rights of access to

information of society were balanced within this new and unknown space.

From this power, it can be said that three different situations have emerged in a more
relevant way: the understanding of the United States, that of the European Union and that
worded by WIPO. All the countries/unions that adopt the agreement follow the guidelines

established by WIPO, but from the perspectives of their own regulations.®

It is also important to point out that the evolution of this international instrument

followed the logic of need and legal intellectual development that the world - represented

whatever the mode or form of their expression; and (ii) compilations of data or other material ("databases")”.
WORLD INTELLECTUAL PROPERTY ORGANIZATION - WIPO. Summary of the WIPO Copyright
Treaty (WCT) (1996) Available at:

<http://www.wipo.int/treaties/en/ip/wct/summary_wct.html>.

18RICKETSON, Sam; GINSBURG, Jane. International copyright and neighboring rights: the Berne
Convention and Beyond, cit., p. 966.

109« ] International legislators questioned whether international standards should reinforce the efforts of
copyright and other authors to prevent unauthorized copying, or whether technology and the market should
create defenses and counter-traffickers, leading to a technological "arms race" if necessary. [...] WCT writers
were not writing on a totally clean list, as WIPO itself considered proposing provisions prohibiting the
distribution of "unauthorized decoders" of encrypted television broadcasts. In addition, in 1991, the European
Commission required member states to prohibit "any act of putting into circulation, or possession for
commercial purposes, of any medium the sole purpose of which is to facilitate the unauthorized removal or
tampering with any technical device that could be applied to protect a computer program. Similarly, in 1992,
the U.S. Home Audio Recording Act required all "digital audio recording devices" to be equipped with a
"serial copy management system," which blocked multi-generational copying of digital music records. The
law also prohibits the distribution of any device or provision of any service whose "primary purpose or effect
is ... circumvent the system. More generally, many national laws contained a number of provisions in their
unfair or unfair competition laws, as well as in their telecommunications and criminal laws, prohibiting a
range of circumvention-related conduct, such as the sale of satellite decoders and computer hackers. The
contours of the EU and US bans differ from each other and from the approach finally adopted at the WCT,
but the same perceptions and policy determinations pervade all three. RICKETSON, Sam; GINSBURG, Jane.
International copyright and neighboring rights: the Berne Convention and Beyond, quote, p. 966-967.
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more occasionally by the industrialized countries - was experiencing - associated with the

greater protection needs of nations without industrialization.°

The basic proposal lays down the following Article 13 "Obligations relating to technological
measures":

(1) The Contracting Parties shall make illegal the import, manufacture or

distribution of defeat protection devices, or the offer to perform any service

with the same effect, by any person who knows or has reasonable grounds

to know that the device or service will be used for, or in the course of,

exercising rights under the Treaty that is not authorized by the right holder
or the law.

(2) The Contracting Parties shall provide appropriate and effective
remedies against the unlawful acts referred to in paragraph (1).

(3) As used in this Article, "device deactivating protection” means any
device, product or component incorporated into a device or product whose
primary purpose or primary effect is to circumvent any process, mechanism
or processing system that prevents or inhibits any of the acts covered by the
rights provided for in this Treaty.

(4) The object of the prohibition of the Basic Proposal.'*

Given this concern in preventing the strengthening of inequalities between countries
for the contemporary realization applied to the appropriation of data, it can be said that the
freer an economy is, the greater the fear about the appropriation of databases and the greater
Is the premise of free access to data for competitive reasons. For this reason, there are so
many criticisms of the European model and the fact that the USA has not yet granted data

manufacturers similar protection. In the case of the United States, if anything, the framework

110« The] analysis of the text of the Basic Proposal indicates that there were sufficient uncertainties about the

object and scope of the prohibition to cause considerable controversy. Delegates expressed concern that the
prohibition was excessive and would lead to abuse by copyright holders, particularly if the prohibition could
be applied to prevent non-violators of protected works. The South African delegation, supported by
delegations from other African nations, offered a proposal which was generally accepted. The provision
should have three characteristics: first, it should be effective technological measures; second, it should be
used by right holders in connection with the exercise of their rights under the Treaties; and third, it should
restrict acts that have not been authorized by rightsholders or not permitted by law”. The amendment that
followed closely accompanied this proposal: Contracting Parties shall provide adequate legal protection and
effective legal remedies against the violation of effective technological measures that are used by right
holders in connection with the exercise of their rights under this Treaty and that restrict acts, in relation to
their works, not authorized by the right holders concerned or permitted by law. This text differs from the one
adopted in only two respects. First, in the final version, "authors" replace "right holders", which is more in
line with the Berne Convention. Second, the final version adds "or the Berne Convention" to "rights under",
thus avoiding ambiguity as to the coverage of the performance. RICKETSON, Sam; GINSBURG, Jane C.,
op. cit., p. 970-971.
M4, Ibid., p. 968.
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protects the databases by the original organization and from unauthorized reproduction for

commercial purposes (misappropriation) and use by competitors (free riding).

For an improvement in the data protection situation to be found, it is necessary that
all sectors of society work together to achieve an efficient, plural and safe model of action:
"[...] data protection and privacy need communication strategies that establish an effective
platform for dialogue between state legislators, non-governmental organizations, public

interest groups and the international private sector.” 2

The European Copyright Directive in the Information Society, in article 5 (1) (b),
deals with the need for the lawfulness of the source. That is, even if the reproduction occurs
for private use, if the source is unlawful, the copy will be unlawful as well. There will be
contamination. This was also the understanding of the Court of Justice of the European Union
(TJUE) which gave judgment in 2014 on the subject in case C — 435/12 stating that it
presupposes the lawfulness of the source from which the copies are created. If the source is

not lawful, the copy, even if intended for private use, will not be equally lawful.

Within this context, in 2015, the Legal Affairs Committee of the European Parliament
prepared a draft Motion to update the Information Society Directive with a strategic plan of
16 actions entitled "A Digital Single Market for Europe™.!t3

The strategy is based on three key pillars: Pillar | seeks to integrate a set of legislative
proposals to create a more modern and current copyright law for Europe; Pillar 11 aims to
stimulate fair competition and combat abuses of dominant positions on the internet; and Pillar
I11 aims to promote the free movement of data, avoiding restrictions on the location of access
to data that may limit the freedom to transfer it within the European Union, as well as setting
priorities for interoperability rules that are essential to promote a single European digital

market.

The current situation calls for a major qualitative structural transformation at the
regulatory level to make the innovative ways of promoting the circulation of intellectual

content by digital means globally compatible.

12\WEBER, Rolf H. Internet of Things — new security and privacy challenges. Computer Law & Security
Review, v. 26, p. 27, 2010.

113The Digital Single Market for Europe is a European Union strategy consisting of a plan with several actions.
EUROPEAN UNION. European Council of the European Union. Digital single market in Europe. Available
at: <http://www.consilium.europa.eu/pt/policies/digital-single-market-strategy/>. Access in 10 July 2017.
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It is important to point out that the needs and concerns of each region of the world are
not homogeneous and general, which makes it difficult to establish dialogue and implement
a general/less specific regulatory system, even in a regional context such as that of the

European Union:

The specific security and privacy problem, however, is the assessment that
privacy concerns are not identical in different regions of the world, which
makes it difficult to apply general principles in cross-border business
activities. Therefore, a basic legal framework should be introduced by an
international legislator. However, the details of legal rules for the protection
of security and privacy needs should be developed by the private sector.!!4

More recently, in 2016, the European Parliament initiated a major reform of copyright
legislation aimed at complying with the Digital Single Market proposal with the presentation

of the EU copyright reform package proposal.1?®

In addition, it should be noted that the legislation implemented in the United States
of America, called the Digital Millennium Copyright Act of 1998 (DMCA), brought an
innovation in copyright protection on digital platforms by setting out rules prohibiting the
neutralization of technological measures.. What exactly does that mean? It means that

software is now being used to enforce the law.

According to Professor Lawrence Lessig: "[...] by making it a crime to use a
technology that can break the restrictions of technological measures, regardless of use,
whether personal or commercial, thus always considering it a copyright infringement, is to
delegate the creation of laws to the creators of software codes. 116

What is observed is that instead of trying to design a new legal framework for the
protection of intellectual rights brought by the new digital media, the technology itself is

being used to ensure due protection, in a direct and contractual relationship. Since it is not

HU4WEBER, Rolf H. Internet of Things — new security and privacy challenges, cit., p. 28.

15 A wide-ranging reform of copyright law is part of one of the actions under Pillar Il of the European Digital
Single Market. The description of the whole reform can be seen in these two documents: IMPLEMENTING
the EU Copyright Directive. 2001. Available at: <http://www.fipr.org/co pyri ght/guide/eucd-guide.pdf>.
Access on July 10. 2017; EUROPEAN COPYRIGHT SOCIETY. General Opinion on the EU Copyright
Reform Package, 24 Jan. 2017. Available at:
<https://europeancopyrightsocietydotorg.files.wordpress.com/2015/12/ecs-opinion-on-eu-copyright-reform-
def.pdf>. Access: 10 July 2017.
118 ESSIG, Lawrence. Jail time in the digital age. The New York Times, 2001. Available at:
<http://www.nytimes.com/2001/07/30/opinion/jail-time-in-the-digital-age.html>. Access on July 10. 2017.
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possible to protect the content itself or the databases, the technological measures that serve
to fence in the intellectual assets are what is protected and the infraction is defined as the

breach of these measures and not the access or use of the content itself.

Therefore, once the technological protection measure is used, it benefits from the
protection against its circumvention afforded by the DMCA (United States) and the
Portuguese Copyright and Related Rights Code (CDADC) - Portugal, by Directive
2014/26/EU on Copyright and Phonograms.

The biggest problem with this technical and legal strategy is that technological
measures now empowered to determine what can and cannot be protected in practice. The
intention was to search for a balance of values for the adoption of new legal rules, since there
are several interests involved, such as authors, intermediaries, users, in compliance with all

the variables involved.

The model adopted until now has ultimately delegated to the holder of the technology a very
large concentration of power for the establishment of the relevant rules and could again be

prone to imbalance and excesses.

To illustrate this better, Figure 2 shows more clearly how the data industry works and its

relationship of interdependence with the entire digital economy:
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Figure 2 — Business Model of the Data Industry
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An example of this distortion caused by the technological measures is the case in the
United States involving the entire film and recording industry, in which there is the
compilation of Massive Open Online Course tools ("MOOCs")!" with which it is possible
for users to circumvent access controls in films and other audiovisual works for use in an

educational context.

The creators and copyright owners opposed the proposed exemption, since it would
need to be analyzed with great caution due to its huge potential impact. By its very definition,
access to a MOOC it is open to anyone, and enrolment in a single course could be up to tens
of thousands. In 2014 alone, between 16 and 18 million people participated in a MOOC.
Despite the benefits brought by this technology, academics were unable to come up with any
limitations or safeguards that could be employed to ensure that the exemption proposal was

17Class 3 exemption proposal: Audiovisual Works - Educational Uses - Massive Online Open Courses
("MOOCs"). The Notice of Proposed Regulations of December 12, 2014 ("NPRM") described this class
proposal as allowing "students and faculty participating in Massive Open Online Courses ("MOOCs") to
circumvent access controls on films and other legally made and acquired films. audiovisual works for
purposes of criticism and comment. 79 Fed. Reg. 73.856, 73.860 (December 12, 2014).
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not abused. That is, the result could be tens of thousands of potential breaches of Section

1201(a) and potential infractions.

The main focus of the debate raised at the time was that, bearing in mind the benefits
of access controls, how was it possible to identify any particular class of work for which the
prohibition of circumvention of access controls should be more strictly applicable.*®

Its backers argue that the potential non-infringing uses are the same types of non-
infringing uses as Proposed in Class 1 or Class 3. There is no way of determining whether
all uses of educators' and college students' films are fair uses or could be infringing in some

way.

In fact, it is not at all clear that fair use balances the uses for MOOCSs in the same way
as it evaluates the use of a work in a traditional classroom. Because of its size and its
coverage, the effect of opening copyrighted content would be significantly greater than that
of a traditional, limited classroom. Furthermore, although MOOCs are supposed to be
educational, this does not mean that they are inherently non-commercial, or that they have a
different function from the audiovisual works they seek to use: instead of providing
educational content, MOOCs often function as marketing tools for universities, generate

significant income for for-profit MOOC providers, and are used as a form of entertainment.

The broad definition of MOOC offered by proponents makes it particularly difficult
to assess whether the intended uses do constitute in fact non-infringement. Academics define
MOOCs as "free online versions of university courses open to anyone, with essentially
unlimited enrollment.” For an exception to be made under the United States copyright
regulations, it must be made clear whether the content is open or free or requires course
materials to be licensed; whether the provider is a not-for-profit or for-profit entity; or
whether the courses require registration and/or identity verification. Without this, the
proposed exemption for MOOC could potentially cover the internet in general, which would

not be in keeping with the rules of exception that states it must be “restricted and focused" . 1*°

It is clear that it will be a great challenge to promote any kind of harmonization and

there is still a long way to go.

118 See Exemption from the Prohibition of Circumventing Copyright Protection Systems for Access Control
Technologies; Notice of Inquiry and Request for Petitions, 79 Fed. Reg. 55.687, 55.689 (September 17,
2014).

119

See 17 USC § 1201 (a) (1) (C) (iv).
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3.3. Historical analysis between the Urheberrecht, Copyright and Droit d”Auteur systems,

and the matrix of a community intellectual property right.

The world experienced a process of Europeanisation of copyright after the 1980s,
notably influenced by French law and which resulted in the current community directives.
However, despite the search for the harmonization of this right, there is a source of tension
in its origin, due to the historical evolution of the three systems that converged to form the

current understanding reflected in the European regulations.

At the center of every concept of doctrinaire is French law with the personalistic
notion of the Droit d'Auteur. In another corner is the German copyright (Urheberrecht),
which also includes the personalistic view, but with a monistic view of the creator. And on
the other side, there is British law, defined as copyright where the economic question is much
more interesting and there is no space for the personalistic aspect. This more commercialistic
conception of copyright has always guaranteed a more appropriate legal instrument for the
protection of the investments made on the work and its patrimonial interests, with other

interests being addressed in the field of Common Law.

The Droit d'Auteur originated from the evolutionary process of French law and

because of the revolutionary movement:

In France, literary and artistic property succeeded the privileges of printing
and trading books. The first privilege was granted in 1507 by Louis XII.
Printing privileges were granted by the King such as licenses to exploit the
press for certain works (most of them "already' in the public domain) and to
market printed books.

The author’s rights instituted by the revolutionary laws overruled the
privileges. The Constituent Assembly of 4 August 1789 decreed the
abolition of all privileges. In a situation of legal vacuum and universal
proclamation of human and citizen's rights, author’s rights emerged as the
rights of creators of literary and artistic works.*?

One of the characteristics of this system is the personalism linked to the law. Despite
this striking aspect of the French system, which values the protection of the rights of the
individual, the introduction of attributes related to property and the right of exploitation were

made possible within the list of qualities of the model.

[...] the common law system has led to a more pragmatic copyright system,
permissive to transfers of ownership in a simpler way and with a high

120pEREIRA, Alexandre Liborio Dias. Direitos de autor e liberdade de informagdo (Copyright and freedom
of information), op. cit., p. 63-64.
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degree of ownership in its basic essence. The law coming from England
(and also from the other countries of the copyright system) is still
interpreted in this way until today [...] The system based on the Roman-
Germanic environment [...] led to an accentuated personalistic protection.
[...] this generates, in the system of droit d"auteur, also a characteristic of
ownership, but, in this case, with an attribution of private property to the
subject-creator.!?

In the same way, the Urheberrecht system also has its origins in the granting of

privileges for printing, the same logic of the French system:

In Germany, the rights of the author also succeeded in printing privileges.
Based on philosophical reflection, the Urheberrecht was formed through a
monistic model, which unceasingly protects the author's moral and property
interests, and is enshrined in the 1965 Act (UrhG). 1?2

The third conception is associated with copyright and combines the interests of
protection of the work with the need to protect the property interests not only of authors, but
also of investors in the background. According to Alexandre Libério Dias Pereira, the

historical roots of copyright date back to the English Modern Age:

Copyright was "born™ in a modern sense in the UK. Heir to the Stationers'
privileges, it would be established by Queen Anne's Act (1709/10) and case
law played a significant role in its construction. The 1956 Copyright Act is
currently in force.!?

Professor Lawrence Lessig explains the operation of the logic of ownership combined
with copyright: "Copyright gives copyright owners a right to property - just as much as the
real property right gives homeowners the right to own the land on which their home is

built."24

Ginsburg and Gorman explain this logic of protection versus commercialization

covered by copyright:

2IDRUMMOND, Victor Gameiro. Os privilégios monopolistas como elementos comuns para os sistemas de
Copyright e de Droit d’Auteur e o déficit filoséfico do direito de autor (The monopolistic privileges as
common elements for the Copyright and Droit d'Auteur systems and the philosophical deficit of the
Copyright). In: VICENTE, Dario Moura et al. (Coords.). Estudos de direito intelectual em homenagem ao
Prof. Dr. José de Oliveira Ascensdo: 50 anos de vida universitaria. (Studies of intellectual law in honor of
Prof. Dr. José de Oliveira Ascensdo: 50 years of university life) Coimbra: Almedina, 2016. p. 602.

12pEREIRA, Alexandre Liborio Dias. Direitos de autor e liberdade de informagédo (Copyright and freedom
of information), cit., p. 68.

12314, Ibid., p. 65.

124 ESSIG, Lawrence. Remix: making art and commerce thrive in the hybrid economy. London: Penguin
Books, 2009. p. 264.
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Copyright is a form of "intangible™" ownership. The theme of authors rights
- such as the words of a poem or the notes of a song - may exist in the mind
of the poet or composer, or may be communicated orally, without being
incorporated into any tangible medium. Even when so incorporated, it is
possible for people to recite a poem, sing a song, make a play or see a
painting without having physical possession of the original physical
embodiment of the creative work. (For example, the painting can be
visualized through a reproduction as a poster or its image can be transmitted
over the internet.) The Copyright Act attempts to make a clear distinction
between the literary, musical or artistic "work" protected against
unauthorized exploitation in various forms, and the physical object into
which such work is incorporated. It is possible to be the owner of one
without being the owner of the other.'®

This system is based on the logic of common law, which according to Victor Gameiro

Drummond:

[...] common law is a much more pragmatic copyright system, allowing
transfers of ownership in a simpler way and with a high degree of
ownership in its elementary essence. The law from England (and also from
the other countries of the copyright system) is still interpreted in this way
until today. [...]. On the other hand, the Roman-Germanic system [...] led
to an accentuated personalistic protection. [...] What is generated in the
system Droit d"Auteur, is also a characteristic of ownership, but, in this
case, with an attribution of private property to the subject-creator.!?

The understanding of this theory is particularly important for Latin American states

since the impacts of the internationalization of social and cultural influences hold sway over

the ways of thinking and law-making in various aspects. A clear example of this can be seen

in the expansion of common law among Latin American countries, due to the market

dominance that the United States has over this region.

Not surprisingly, the growing economic interest of the United States in
Latin America [...] has begun to have an impact on Latin American
legislation [...] Another interesting example of legislation inspired by
common law ideas is the Brazilian adoption of legislation that allows
various types of class actions. Based on studies of collective action,
recognized in the United States, and its compatibility with the civil law
system by Italian scholars in the 1970s [...], a group of prestigious Brazilian
jurists developed a proposal to adopt the possibility of group actions. public
interests. The law was passed by the Brazilian parliament in 1985 and was
subsequently extended and applied to a variety of situations in which
collective interests are affected. Brazilian courts and lawyers quickly

15GINSBURG, Jane C.; GORMAN, Robert A. Copyright law. New York: Thomson Reuters, Ebook, 2012. p.

606.

126\/]CENTE, Dério Moura; VIEIRA, José¢; PEREIRA, Alexandre; CASIMIRO, Sofia; SILVA, Ana (Coords.).

op. cit., p. 602.
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accepted the new instrument, which, however, was developed
independently of the US model and therefore in a very different manner.?’

Brazil has also been influenced by the North American system in the development of
legal solutions for copyright, without leaving aside its Roman-French historical roots.'?8

It is important to observe the emergence of copyright protection in the U.S. territory,
since it is the object of comparative analysis of this thesis. The first Copyright Act is of 1790
and the second of 1976. The period of time that elapsed between one and the other is
noticeable.

In addition, the U.S. was quite reluctant to accede to the Berne Convention, in fact, it
took nearly 100 years to adopt it. In addition, its system provides that it is incumbent upon
Congress to promote the advancement of science and the useful arts by guaranteeing authors
and inventors limited periods of exclusivity on their works or inventions (Article 1. Paragraph
8, cl 8). And, more recently, they adapted the legislation for the digital environment with the

Digital Millennium Copyright Act of 1998 in pursuit of this initiative.

Therefore, it can be observed that there were historical facts that led to the need to
apply exclusivity to copyright, the most exclusive of which would be the guarantee of the
property right. This made perfect sense due to the need to have economic power to exploit
intellectual property, especially due to the need for large investments to ensure the

reproduction of copies.

Regarding the understanding adopted by the different countries on the reproduction

of copies, the understanding established by the Berne Convention deserves to be highlighted:

Accessing a work expressed in digital form may, however, imply
reproduction under the Bern Convention: each capture of the work implies
the creation of a temporary copy in the user's RAM: each seizure of the
work implies the creation of a temporary copy in the user's ADR. As the
previous discussion on the scope of the reproduction right in Article 9(1)
indicated [...], the reference in this provision to "any form or form" may
well encompass temporary digital copies of this kind. But the scope of the
rights of reproduction proved sufficiently controversial at the diplomatic

127REIMANN, Mathias; ZIMMERMANN, Reinhard. op. cit., p. 287.

128according to Abrdo: "It can be said that Brazil, like all countries with a Franco-Roman legal tradition,
follows the traditional discipline of the author’s and related rights, with respect to literary, artistic and
scientific property. But, due to its international commitments, it also follows the discipline of the so-called
intellectual property rights which includes, apart from traditional author’s right, computer programs,
databases, and industrial property rights”. ABRAO, Eliane Y. Copyright and related rights. Sdo Paulo:
Lumen Juris, Ebook, 2014. p. 22.
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conference that produced the WCT, which resulted in many WCT
signatories not being able to register for a model of the scope of the
reproduction right that including access to the very same document about
the reproduction right.?

This idea can be complemented by the minimum parameters required by the Berne
Convention for copyright to be guaranteed:

However, Berne sets only a minimum standard for copyright protection.
Thus, nothing in Berne prevents the signatories from extending the scope
of the copyrighted object under their domestic laws to include, among
others, non-original selections, and data arrangements.*

Hence the possibility of expanding the concept that involves the idea of intellectual
creation in the current context, given the numerous possibilities brought with the databases
or development of artificial intelligence.'® Complementing this understanding and in the

words of Alexandre Pereira:

[...] the natural law conception of copyright, although not foreign to Anglo-
Saxon thought (e.g. Locke), is at the origin of a discourse strange to the
demands of freedom of information; in the sense that the limitations to
copyright arise as external impositions by interests unrelated to the author-
owner. The anchoring of copyright in "sacred property" would have the
consequence that only limitations justified by public interest could be met
and to the extent that the right-holder obtained adequate compensation.
Thus, while Anglo-Saxon copyright is from its very roots in the service of
the public interest, the continental droit d"auteur affirms itself as a natural
right that imposes itself on that public interest and is intended to serve, first
and foremost, the individual interests of the authors.**?

Despite all the regulatory initiatives, in most international, regional or even national

laws on intellectual property, there is a very large space left for the freedom of contracts. In

1%RICKETSON, Sam; GINSBURG, Jane C., op. cit., p. 975.

130 AFRANCE, Mary. op. cit., p. 25.

131« The idea of "intellectual creation" was implicit in the notion of literary or artistic work under the Berne
Convention for the Protection of Literary and Artistic Works (1886), to which Canada acceded in 1923, and
which served as the precursor to Canada's first copyright. Act, adopted in 1924. Professor Ricketson indicated
that by adopting an exhaustive or diligent approach to deciding what is original, common law countries such
as England "have separated themselves from the spirit, if not the letter, of the [Berne] Convention," since
works that took time, work or money to produce, but are not truly artistic or literary intellectual creations,
are granted with copyright protection. Id. Ibid., p. 25

122PEREIRA, Alexandre Liborio Dias. Direitos de autor e liberdade de informagdo (Copyright and freedom
of information), cit., p. 80.
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fact, the contracts assume a primordial role, since, if there is doubt about any issue related to
the business established when the issue involves copyright, according to the Brazilian law

itself, it must be interpreted strictly in favor of the author,*33134

Therefore, the better a contract is drafted, the greater its clarity and objectivity, the
lower the risks related to intellectual property, especially with regard to the other parties

involved, who are holders of rights, but are not authors of the work.

But the world has changed, and so has the business model and the digital reality has
brought other paradigms, and there is no longer this financial requirement that justifies a
disproportionate concentration in the hands of a few, those that are not even the authors, but
the holders of reproduction rights (copyright).

And it is this tension between all these interests, of authors and of the freedom of
information itself, that brings to the surface the need for a complete revision and updating of
legislation, even more so under a new technological reality such as the Internet of Things
(1oT).

In this context, several research initiatives have emerged around the world to discuss
the regularization and use of 10T in the global and local context. The European Commission
(EC) was a pioneer in proposing a dialogue and data collection about the development of
loT, as well as its future:

The adoption by the European Commission of the Digital Single Market
Strategy for Europe, consisting of three policy areas and notably the
consolidation of security and data protection initiatives, is important for the

adoption of 10T technology, and puts Europe in the driving seat of the
development of 1oT.**®

133 ei 9610/98, art. 40.: “interpretam-se restritivamente os negocios juridicos sobre os direitos autorais”
(legal transactions on copyright are interpreted restrictively).

134Referring to the importance of the adoption of comparative law for the understanding of doctrinal
developments within a country, it is relevant to point out that this understanding is also adopted in the English
Consumer Rights Act of 2015 - a situation monitored by the European Union as well: "1 Where Part 1 applies
This Part applies when there is an agreement between a trader and a consumer for the trader to provide goods,
digital content or services, if the contract is a contract. 2 Key definitions [...] (9) "Digital content" means data
produced and provided in digital form. UNITED KINGDOM. Consumer Rights Act 2015. Parliament: 24th
Mar. 2015. Available at:

<http://lwww.legislation.gov.uk/ukpga/2015/15/pdfs/ukpga_20150015_en.pdf>. Access on: Apr. 2018.

135WEBER, Rolf H. Governance of the Internet of Things — from infancy to first attempts of implementation?
Laws, v. 5, n. 3, p. 5, June 2016. Available at: <http://www.mdpi.com/2075-471X/5/3/28/htm>. Access in:
April 2018.
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In addition to this dialogue among the various actors that involve 10T, the EU together
with several other 10T agents, both from the public and private sectors, initiated the Internet
of Things Alliance (AIOTI). This alliance is the first open entity that was created with the
intention of being an ecosystem for IoT - in the European environment - and establishing
standards and practical references:

Being open to any entity that accepts the Alliance's terms of reference,
AIQOTI is working towards the creation of a dynamic European loT
ecosystem and aims to create a European loT roadmap by 2020. The
Alliance was built to assist the European Commission in developing loT
standardization policies in the future and will build on the work of the I0C
(10T Research Cluster) later described.t%

In addition to the various other research initiatives cited by the author, the work of
some sectors should also be highlighted, such as Article 29 Data Protection Working Party

(WP29) which created a compilation of information based on 3 main categories:

[...] The WP29 report focuses on three categories (already used) of loT
devices and their combinations, in particular (i) wearable computing for
sensors, microphones and cameras embedded in everyday objects such as
watches or glasses to extend their functionality; (ii) quantifying the self-
control of devices used by individuals to record potentially sensitive data
about their own physical condition or sports activities; and (iii) home
automation, placed in homes or offices, which can be remotely controlled
over the Internet (thermostats, washing machines, lamps, etc.).?*’

After all, would the data be in the public domain? When developing a device capable
of capturing behavior, such as a smartwatch that will measure how many steps one can take,
or a smart car that knows how to analyze the driver's routes to better optimize time, would

this data be owned by someone or nobody?

And, since there is considerable investment to obtain, organize, select, and maintain
them, would it already justify the protection of sui generis rights by excluding rights of access
and use by third parties? Because in this case, when incorporated into a database, they would
already receive protection for a period of 15 years, following the transposition of Directive
96/9/EC.138

1381d. Ibid., p. 6.

1371d. Ibid., p. 8.

138according to Directive 96/9/EC, Article 10: The right provided by Article 7 must start from the date on
which the database is created. And it will expire fifteen years from the first day of January of the year that
follows its date of its creation. In case the database is made available to the public by any means or for any
reason before the expiry date of the first paragraph, the term of protection will then expire fifteen years
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But if they are associated with an individual, who is forming the database, would the

rules of personal data protection be applied to them thus granting a greater limitation? This

falls between exclusive uses and freedom of information, and we must be very careful that

technical codes do not prevail over legal codes.

According to Alexandre Pereira's understanding:

[...]JNevertheless, freedom of information requires that the exceptions to this
new right at least respect the limits of copyright, both in terms of
commercial competition and in terms of the value of information as a
condition for the possibility of thought and its free expression, as well as
freedom of cultural creation and freedom of learning, without forgetting the
reservation of private life.**®

These are the issues that we seek to address in this thesis, to understand how to give

the due legal treatment to an asset of such relevance to society as databases, as without

information there is no business, and certainly, due to the current dependence we have on

technology, it can be said that without information there is no digital life at all.

In TRIPS, the protection of data compilations was foreseen, as observed in the

analysis of its article 10, 2:

[...Jcompilations of data or other material, machine-readable or otherwise,
which, depending on the selection or arrangement of their content,
constitute intellectual creations, should be protected as such. This
protection, which shall not extend to the data or the material itself, shall be
without prejudice to any remaining copyright in such data or material.

In Brazil, TRIPS was adapted and applied in our copyright law 9.610/1998, in its

article 7, as follows:

[...]Jprotected intellectual works are creations of the spirit, expressed by any
means or fixed on any tangible or intangible medium, known or invented
in the future, such as [...] XII - collections or compilations, anthologies,
encyclopedias, dictionaries, databases and other works, which, by their
selection, organization or disposition of their content, constitute an
intellectual creation.

counting from the first day of January of the year following the date on which the database was first made
available to the public. Any substantial change, both quantitative and qualitative, in the content of the
database, including a substantial change in the results of the cumulative addition, deletion or changes that
could result in a substantial new investment, qualitative or quantitative, should qualify the resulting database
as a new database so that it can have its own term of protection.

13PEREIRA, Alexandre Liborio Dias. Direitos de autor e liberdade de informacg&o (Copyright and freedom
of information), cit., p. 433.
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Not being object of protection as copyright the hypotheses of Article 8, namely, I -
the ideas, procedures, regulations, systems, projects or mathematical concepts as such; Il -
the schemes, plans or rules to perform mental acts, games or business; Il - the blank forms
to be filled out by any type of information, scientific or not, and their instructions; IV - the
texts of treaties or conventions, laws, decrees, regulations, judicial decisions and other
official acts; V - information of common use such as calendars, agendas, registers or subtitles;
VI - the names and individual titles and VII - the industrial or commercial use of the ideas

contained in the works.

In fact, there is great pressure for greater freedom of access to knowledge on the
internet, in a more social use of copyright, of cultural databases themselves (historical
collections that are now in the hands of private owners, like curators of museums that have

ownership of digital photos for example).

Therefore, there are two major challenges present, on the one hand, the risk of
unlimited reproductivity that generates the loss of control and then of value, completely
undermining the protection of intellectual property on digital platforms, whether moral rights
or property rights. On the other hand, this leads to a tendency towards concentration, the
development of technologies, business models and contacts that centralize and monopolize

access to this information.

As a reaction to this risk, the ownership of the content was no longer transferred,
adopting the model of access through licensing of use and technological formats such as
streaming, in order to have greater control over the content (instead of the transfer that

occurred with an acquisition or download).

In addition, there has been a perpetuation in the ownership of these intellectual assets
over time, arriving at the model of near perpetuity to keep them as far away as possible from

the public domain.

This movement can be better observed with recent regulatory changes on the subject,
particularly in the United States, with changes to copyright legislation aimed at extending the
terms of protection and restricting the types of use of content made available in digital form.

This was the case in 1998, when the Sonny Bono Copyright Term Extension Act

(CTEA) came into force that extended the copyright protection period in the United States
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by the author's lifetime plus 70 years. But for corporate property works (such as audiovisual
works) the term was established at 120 years from creation or 95 years from publication,
whichever is shorter. Works published before 1979 were increased by 20 years totaling 95

years from the date of their publication.
According to the teaching of Maristela Basso:

[...]Jthe development of private international law in the United States has not
yet reached a proper legislative stage. Basically, federal states pursue
different orientations and local courts tend to decide on the basis of different
cases, without being directly linked to the precedents of the higher courts.
In addition to federal and state jurisprudence that influences the practice of
‘conflict of laws', two regulatory instances can be identified in the US
context: the Restatement of the Law of the Conflict of Laws and the Full
Faith Clause of the US Constitution.?*

From the analysis of these regulations, both at the international and national levels, it
can be understood that it is possible to protect the intellectual property of corporate databases.
However, there is a caveat to be made regarding the way in which this information is
incorporated into databases today, since its creation, organization and even the origin of the
information in many cases is of a personal nature, or even, it is co-produced by the user, by
the individual/client of the company that owns the database and transferred by assignment to

the service provider.

In 2009, Laerte Morgado pointed out that the Brazilian legal system would need a
specific regulation for the protection of personal data, due to the great technological advance
that the world had been experiencing. According to Morgado there are three main reasons

for this statement:

(1) The enormous progress of information technologies worldwide is a
reality that imposes serious risks of disrespect to the right to privacy of
individuals; (2) on the international scene, there are countless countries
that have a specific code for the protection of personal data, which may
lead Brazil to be in a position of isolation; (3) in the specific case of
the United Kingdom, the Data Supervising Entity has shown
increasing action over the years, in cases of great relevance to British
society, which confirms the conclusion that it is satisfying a specific
requirement of that country.4

140BASSO, Maristela. Curso de direito internacional privado (Course in private international law), cit., p. 43.

14IMORGADO, Laerte Ferreira. O cendrio internacional de protecdo de dados pessoais. Necessitamos de um
Cadigo Brasileiro? (The international scenario of personal data protection. Do we need a Brazilian Code?)
Ambito Juridico, Rio Grande, v. 12, n. 65, June 2009. Available at:

<http://www.ambito-juridico.com.br/site/index.php?n_link=revista_artigos_leitura&artigo_id=6336>.
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Due to the wide circulation and processing of data and information of technology
users, a new question has arisen that must be addressed from a legal point of view: how will
the fundamental right to privacy continue to be respected with the extensive data handling

carried out by technology companies?

In this sense, there is a conflict that still has no answer, nor a solution, given its
contemporaneity: it is no longer only related to the historical tension between access to
information (public domain) versus intellectual property (exclusivity of the holder). But it

also includes the analysis of other issues involving personal data privacy and antitrust law.

3.4. Regulatory overview: comparative study of applicable laws regarding intellectual
property, use rights and access to databases

The digital technology associated with the creation of global electronic
communication networks, the de-materialization of the physical structures of works and their
easy circulation across borders has made intellectual assets a fundamental component in

international trade.

However, it turns out that the economic counterpart also ends up being very high. It
IS necessary to create mechanisms to effectively ensure the international protection of the
rights of use and exploitation of works and services made available on the network. This is

the main scope of the treaties concluded in 1996 under the aegis of WIPO.

Although the European Community is trying to alleviate the problems posed by the
diversity of the Member States' national laws by harmonizing legislation, it is still a long way
from eliminating the differences. Problems with the applicable law and the competent court

for disputes arising from such acts are particularly acute.

In chronological terms, one can verify the intensity with which the regulations on
intellectual property have come to be added in recent years, due to the current relevance of

the subject and especially as a consequence of the expansion of markets.

For the sake of clarity, therefore, mention should be made of the European Patent
Convention revised in the year 2000 and the London Protocol. In 2002 the Treaty on the
Interpretation and Execution of Phonograms (TIEF) took place. In addition, there is the
Trademark Law Treaty signed in Singapore in 2006. And clearly the Brussels | Regulation

on legal jurisdiction over intellectual property obligations, the Rome | Regulation on legal
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jurisdiction over contractual obligations and the Rome Il Regulation on the legal competence

are all applicable to non-contractual obligations.

Furthermore, in 2007 the European principles for conflict resolution were created -
Conflicts of Laws in Intellectual Property (CLIP) and in 2008 the American - American Law
Institute (ALI). There is also the recognition of foreign judgments on intellectual property
with the Private International Laws of Switzerland (1987), Italy (1995), Belgium (2004).

According to Dario Moura Vicente,**?the theme of intellectual property of databases
should be analyzed considering the following factors: territoriality, universality and
ubiquitousness of intellectual property.

From a conceptual point of view, the databases would consist of a set of interrelated
information organized according to a scheme to serve one or more applications accessible

through a program.

Also, according to Dario Moura Vicente, 143 the European Directive grants database
manufacturers the benefit of protection for 15 years to prohibit the extraction or reuse of all

or part, evaluated in qualitative or quantitative terms, from the contents of the database.

On the one hand, there is the risk of unauthorized use of these databases and on the
other hand, there is the cost for the collection and ordering of the data that it could cause

(which is why for some the risk would amount to a market failure).

It is important to highlight that the most important regulation in force in the United
States on intellectual property issues in the digital environment, and which in turn will also
affect databases, is the Digital Millennium Copyright Act which envisages the enforcement
of the WIPO Copyright Treaty and the Performances and Phonograms Treaty, to limit the

liability arising from online copyright infringement for internet service providers.'44

For clarification purposes, regarding the object of study of this thesis, intellectual
property in general and the more specific legal protection of databases, Chart 2 shows the
essential elements of the comparative analysis of the three systems, namely, the Brazilian,

the European and the North American:

142\/ICENTE, Dério Moura. A tutela internacional da propriedade intelectual (The international protection of
intellectual property), cit., p. 174-178.

1314, Ibid.

144Digital Millennium Copyright Act (Enrolled Bill [Final as Passed Both House and Senate] - ENR).
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Chart 2 — Comparative analysis of intellectual rights in Brazil, USA, EU

Brazilian European North-American
System Analyzed BoF (Civil Law — (Common Law)
(Civil Law) ;
predominantly)
1. Origin

Author’s Rights

Author’s Rights

Copyright

2.Requirement for
Intellectual
Property

No prior registration
required

Requires
externalization
Requires originality
even for databases

No prior registration
required

Requires externalization
Requires originality even
for databases

Requires prior registration
Requires originality, but form
for database is minimized

The registration body has a
consultative nature and allows
requesting exceptions (fair use
exceptions).

3.Provision for
related rights

There is provision

There is provision

There is provision

4.Provision of sui
generis right for
the database

It is provided for in
the Act itself (LDA)

It is provided for in a
specific Law (Database
Directive of 1996).

No provision (does not
recognize)

5.Administration of
Rights

Regulation by own
law + contracts

Regulation by own law +
contracts

Great autonomy of contracts

6.Technological
Measures

There is no provision
in a specific law

There is a provision for
the prohibition of the
neutralization of
technological measures
((Phonograms Directive,
Information Society
Directive)

It provides for a ban on the
neutralization of technological
measures (Millennium Act)

7. State Law and
the intellectual
property of
databases

There is no specific
legal provision but
there is the Access to
Information Act
(LAL.

The State has a law (the
Crown)

State does not have the right to
intellectual protection of
databases by specific
prohibition of law

8. Arbitrability

Provided for by law
and conventions

Provided for by law and
conventions

Provided for by law and
conventions

9. Jurisdiction

Federal jurisdiction
and may be

State (exceptionally
cases of unfair
competition, contract
violation).

CJEU when applicable
European Directives and
exceptionally national
courts with respect to local
laws.

From each federal state.
But only the U.S. Congress
can create or amend
intellectual property law.

Source: The Author

Some considerations on the Brazilian system should be highlighted, especially in

relation to the limitations of intellectual property, which will also be applicable to the
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database, where applicable. In Brazil, it should be noted that the protection of databases is
conferred by article 7°of Law no. 9610/08.14°

However, the Brazilian system was designed to impose a number of limitations on
intellectual property rights. According to Denis Borges Barbosa’s ¢ clarifications, there are
the following legal restrictions provided by law: temporal, technical (claims - functional
equivalence), territorial, fair use, exhaustion and parallel import.*4’

Therefore, it is clear that the intention of the Brazilian constituent legislator 148 was to
ensure the protection of the authors of inventions, but within a system of limits. At the same
time that protection was granted to intellectual property on the one hand, on the other, this
protection was relativized by imposing a series of limitations, which within the digital context
of society, often, in concrete cases, end up demonstrating that the protection was merely

fictitious.

145Brazilian Law 9610/98: Art. 7 "The creations of the spirit are protected intellectual works, expressed by any
means or fixed in any support, tangible or intangible, known or that is invented in the future, such as: [...]
XIII - the collections or compilations, anthologies, encyclopedias, dictionaries, databases and other works,
which, by their selection, organization or disposition of their content, constitute an intellectual creation™.

146BARBOSA, Denis Borges. Limites do direito de patente (Limits of the Law on Patents). 2002. p. 2-3.
Available at: <http://www.denisbarbosa.addr.com/103.rtf>. Access on 10 July. 2017.

1471n compliance with Articles 41 and 43 of Law 9729/96 which limit Article 42,

1%8Brazilian Federal Constitution of 1988: Article 5, item XXIX: "The law shall ensure the authors of industrial
inventions temporary privilege for their use, as well as protection of industrial creations, trademark
ownership, company names and other distinctive signs, in view of the social interest and the technological
and economic development of the country”. Art. 170, point IV: "The economic order, based on the
valorization of human work and free initiative, aims to ensure to all a dignified existence, according to the
dictates of social justice, observing the following principles: ... IV. V. Free competition. "Art. 219: "The
internal market is part of the national heritage and will be encouraged in order to enable cultural and
socioeconomic development, the well-being of the population and the technological autonomy of the country,
under the terms of federal law".
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Chart 3 below summarizes some of the other regulations affecting the Brazilian and

European systems 14°:

Brazil:
Chart 3 - Regulations on Intellectual Property in Brazil and Europe
(continuation)

Treaties and Conventions Date Decree Enacting
Protocol on Arbitration Clauses 24/09/1923 Decree 21.187/1932
Convention on Private
International Law (Bustamante 20/02/1928 Decree 18.871/1929
Code)

International Institute for the

Unification of Private Law 15/03/1940 Decree 884/1993
(UNIDROIT)

Convention on the Recognition

and Enforcement of Foreign 10/06/1958 Decree 4311/2002

Arbitration Awards
Inter-American Convention on

International Commercial 30/01/1975 Decree 1902/1996
Arbitration

Inter-American Convention on

General Rules of International 9/05/1979 Decree 1979/1996
Law

Inter-American Convention on
on the Personality and

Capacity of Juridical Persons in
Private International Law
Protocol on Jurisdictional
Cooperation and Assistance in
Civil, Commercial, Labor, and
Administrative Matters
(Protocolo de Las Lefias —
MERCOSUR)

The Agreement on Trade-Related
Aspects of Intellectual Property 15/04/1994 Decree 1355/1994
Rights (TRIPS)
Protocol of Buenos
Aires on International
Jurisdiction in Disputes Relating | 05/08/1994 Decree 2095/1997
to Contractual

Matters (MERCOSUR)
UNIDROIT Convention on the
International Return of Stolen or

24/05/1984 Decree 2427/1997

27/06/1992 Decree 2067/1996

lllegally Exported Cultural 23/03/1999 Decree 3166/1999
Objects

International Commercial

Avrbitration Agreement 23/07/1998 Decree 4719/2003
MERCOSUR

199According to an international survey conducted at Columbia University, under the guidance of Jane
Ginsburg, the comparative analysis with the North American system is in Part 3, item 5.1, 5.2; Part 4, items
6.1, 7.1, Table 5, and Part 5, items 8.2, 9.3, 9.4 and Tables 1 to 4.
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Amended Statute of the Hague
Conference on Private
International Law

30/06/2005

Decree 7156/2010

Source: The Author

Europe:

Chart 3 - Regulations on Intellectual Property in Brazil and Europe

Sources of European Community Law Detail
Regulation (CE) 44/2001 Brussels |
Regulation (CE) 2201/2003 Brussels Il (entered in force in 2005)
Regulation (CE) 593/2008 Rome |
Regulation (CE) 864/2007 Rome Il

Computer Program Directive (CE) 24/2009

Database Directive (CE) 9/1996

Information Society Directive (CE) 29/2001

Harmonization of copyright and related rights already
within a digital agenda of the transformations brought by
the Internet in early stages

Trade Secrecy Directive (CE) 943/2016

Digital Single Market

Pillar 111 deals with the free flow of data - see Bernadete's
information on new copyright rules

WIPQO Performances and Phonograms Treaty 1996

WIPQ Copyright Treaty 1996

Europe 2020 strategy (2013 press release) - proposal for a
directive on trade secrets
Europa.eu/ip-13-1176

Strategy to ensure greater

Harmonization of intellectual property in Europe and
encouraging the protection of innovation and trade secrets
(industry secrets and business secrets)

Source: The Author



104

CHAPTER 4. THE INTERNATIONAL NATURE OF THE INTERNET

4.1. From Lex Mercatoria to Lex Digitalis: a worldwide right for the internet

If there is one thing that is common to everything that is studied about the
technological landscape of modern life t is its constant change. And this permanent
metamorphosis certainly makes the construction of any more effective legislation on digital
issues problematic. This is because when we start to better understand the functioning of a
certain technology, so that the law can then establish regulations to be used as guidelines for
conduct, the technology changes and with it the behaviors are altered, and everything in a

dynamic so blurringly fast and fluid that it causes us to return to square one.

As Hervé Jacquemin and Alexandre De Streel point out:>°

In recent years, we have seen great advances in the field of artificial
intelligence and robots, due to undeniable technical progress and
increasingly efficient data processing (in connection with the big data
phenomenon). Among the most significant concrete achievements are
autonomous vehicles, military drones or software that can help doctors,
judges or lawyers in their professional activities. In addition to the ethical
or philosophical issues it raises, this robotization of life is a real challenge
to the law, as the rules currently in force may be inadequate or insufficient
to deal with this new reality.

In a way, since the 90s, this is what we have been experiencing in the regulatory field,
a series of frustrated attempts to bring a better legal framework, more harmonious, and with
few successful initiatives. This does not mean, however, that it is impossible to regulate

cyberspace, as Professor Lawrence Lessig points out:

| taught in Central Europe during the summers of the early 1990s; and |
witnessed the transformation of attitude about communism, which |
described as the beginning of this chapter [...] Real-space governments

130JACQUEMIN, Hervé; DE STREEL, Alexandre. L 'intelligence artificielle et le droit (Artificial intelligence
and law) Bruxelas: Larcier, 2018. p. 20.
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would become pathetic communist regimes. It was the withering of the state
that Marx had promised, their existence extinguished by trillions of
gigabytes shining in the ether of cyberspace. Cyberspace, history said,
could only be free. Freedom was in its nature.

The reason why this was never cleared up was that cyberspace was a place
where governments could not control the idea and that was an idea that |
never understood. The word itself does not speak of freedom, but of control.
Its etymology goes beyond the work of William Gibson (Neuromancer,
published in 1984) to the world of "cybernetics", the study of distance
control. Cybernetics had a perfect vision of regulation.!

And it is in this context that arises the need for understanding about internet
governance, which can be understood as the evolution of the use and maintenance of the
internet in order to create regulatory and policy devices that involve this technology:
"According to a well-known description, internet governance is the simplest, most direct and
inclusive label for the ongoing set of disputes and deliberations about how the Internet is

coordinated, managed and shaped to reflect policy.">?

In the meantime, it is also important to understand the functions and space taken by
law in the pursuit of such regulation. In short, law is understood as a system of rules and
instruments that, when guided by standard social customs, increase acceptability (customary
behavior). In general, laws can be pointed out as the means that impose limits on society and

allow it to decide what these social limits are in accordance with the collective interest.

As Luis de Lima Pinheiro puts it, 1> as a global reality, the internet must be the object
of governance, of globalized regulation. In addition, Pinheiro states that the phenomenon of
transnational internet relations embodies a new lex mercatoria, or rather, lex eletronica, and
that it would be composed of a set of values shared by the vast majority of participants in the

global internet community to ensure its functioning.'>*

The greatest challenge for the construction of a digital legal system on the internet is

its eminently private character, which makes it difficult to coordinate public policies and

131 ESSIG, Lawrence. Code and other laws of cyberspace. New York: Basic Books, 1999. p. 5.

12\WEBER, Rolf H. Proliferation of 'Internet Governance' (September 1, 2014), cit., p. 1.

133pINHEIRO, Luis de Lima. ReflexGes sobre a governagio e a regulacdo da internet, com especial
consideracéo da ICANN (Reflections on Internet governance and regulation, with special consideration by
ICANN.). In: VICENTE, Dario Moura et al. (Coords.). Estudos de direito intelectual em homenagem ao
Prof. Dr. José de Oliveira Ascensao: 50 anos de vida universitaria.( (Studies of intellectual law in honor of
Prof. Dr. José de Oliveira Ascenséo: 50 years of university life) ) Coimbra: Almedina, 2016.

13414, Ibid., p. 370.
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international organizations with the business interests characteristic of its decentralized and

multi-territorial structure.

According to Lawrence Lessig, in order to be able to break this barrier to government
action, it is necessary to create a legislative "architecture™ that fits the architecture of the

internet as it is:

In this context, |1 don't mean by "architecture" the TCP/IP regulation by
itself. On the contrary, | simply mean regulation that changes the effective
constraints of the internet architecture by changing the code on any layer of
that space. If the technology or identification is absent, then by regulating
the architecture in this sense, it alludes to steps that the government can
take to induce the deployment of the technology.™*®

Rolf Weber points out five different possibilities for thinking about internet
governance. According to "Thesis 1: A functional approach to rule-making is necessary to
adequately capture civil society's socio-political expectations,” the creation of internet
governance should go beyond the common regulatory project and consider not only the
creation of rules themselves, but should also think of a political project in which the
regulatory order should be guided:

[...] when designing a global internet governance framework, the function

of the law should be considered in greater depth; following Bentham's
utility principle and Luhmann's approach to stabilizing regulatory
expectations, a functional approach that pre-empts the political project has
to determine the order.®

Thus, it is observed that in the internet environment the regulatory model must undergo
some adaptations that can overcome or coexist with disruption, i.e., the regulatory system
must be able to overcome the legal instability that technology provides due to its constant

innovation:

As a consequence, the legal framework must encompass the socially
desirable requirements of internet users who are members of civil society
and, at the same time, become manageable, available, realistic, viable and
easily integrated with all aspects of social life.

These developments caused by technologies and influenced by the
social/environmental parameters of an open society make regulatory
systems more dynamic. Cyber Communities are able to successfully shape

155ESSIG, Lawrence. Code 2.0. New York: Basic Books, 2006. p.62.
16WEBER, Rolf H. Proliferation of 'Internet Governance' (September 1, 2014), cit., p. 2-3.
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their internal relations with non-legal instruments (technical standards,
terms of use, codes of ethics).

Therefore, regulators should take into account the assessments of network
engineers and communication theorists pointing to the vital role played by
environmental layers in communication networks.*’

In contrast, Weber points out that another option would be the adoption of "Thesis 2:
A stable internet governance structure can only be established if its rules reflect the socially
desirable and manageable requirements of civil society members." This thesis proposes the
creation of a system for internet governance that should be based on plurality and social
participatory capacity, in which rules and alternatives arise through discussion and by

themselves:

Cyberspace is particularly suitable for an 'open society', as new
possibilities for participation can be discovered and previous involvement
processes could be improved. “Openness” also presupposes that public
forums are accessible and allow for an open exchange of views. Such a
transparent scheme would allow for the broad involvement of participants
with different backgrounds and multiple ideas. Taking note of the views of
other individuals can lead to dynamic processes aimed at new social and
environmental horizons. This type of involvement is particularly important,
as behind each new technology lies the desire of someone to exercise
control over it. 1%

Therefore, during the process of creating rules, it is necessary to carefully consider
and understand the level of freedom that the environment that surrounds it possesses in order
to develop a balanced structure with the different social interests in common. Another
precaution recommended is to seek to maintain this freedom, since the desire for
cybersecurity, as well as the maintenance of commercial interests, has led to the breaking of

the "openness of cyberspace".

Recently, the inventor of the World Wide Web, Tim Berners-Lee, proposed
the implementation of a "Magna Carta" to protect and consolidate the
independence of cyberspace since the web he created 15 years ago has been
suffering a growing attack from governments and corporate influence,
making it essential to secure an "open, neutral" system. Berners-Lee's
Magna Carta plan should be adopted as part of an initiative called "the web
we want," which calls on people to develop a digital charter of rights and
an open internet.**°

15714 Ibid., p. 3-4.
18\WEBER, Rolf H. Proliferation of 'Internet Governance' (September 1, 2014), cit., p. 4-5.
15914, Ibid., p. 5.
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More broadly, the third possibility referred to by the author foresees the constant
promotion of freedom in cyberspace, as stated in "Thesis 3: A key objective of Internet
Governance should be the permanent promotion of openness, constituting a concept of
universality that enshrines the principles of free access and free communications.” In the
meantime, there is a proposal to adopt a system of multi-layered governance within the global
system, so that the reality composed of values and facts will create a consensus of social
standards or an informal order of regulations composed of the evaluation and description of

reality, which, in turn, gives space to the creation of Law or institutional regulatory order:
Despite the fact that some elements, which define multi-layered governance

in a global context, appear vague, important central themes can be
extracted:

- Future regulatory problems, by their nature, will require broader and more
collective decision-making than that applied in traditional systems; global
interactions require the establishment of a framework of multi-
stakeholders.

- Responses to new problems are complex at the global level, and flat
structures at different sublevels facilitate decision-making by including
relevant people and organizations in the process at the very heart of their
respective concern.

- Ongoing processes of globalization and integration necessarily lead to an
altered perception and notion of state sovereignty and call for new elements
of legitimacy in this respect.°

This understanding is the basis for the application of "Thesis 4: Multilayer
governance is necessary to incorporate descriptive and prescriptive elements into decision-
making processes and establish the basis for the implementation of the multi-stakeholder

approach."

However, in applying this multi-layer model, it is necessary to consider a number of
issues: i) in order to avoid conflicts with pre-existing rules, the process of creating new rules
should study and consider these pre-existing rules so as to gradually modify them, where
necessary, to avoid problematic shocks; (ii) another concern must be focused on the form
that composes the rules per se, given that - in an information democracy context - every user
must understand the rules and their language well in order to be able to follow them iii) at

the same time, the meaning of the laws/rules must be in accordance with the reality and

180\WEBER, Rolf H. Proliferation of 'Internet Governance' (September 1, 2014), cit., p. 7.
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expectation of cyberspace, since rules without practical meaning will not be recognized by

the users of cyberspace and it is unlikely to be respected by them.6*

In this sense, the rules and the regulatory system as a whole must be improved so that
the needs of society are addressed by the legal instrument, as stated in "Thesis 5: The
regulatory bodies must intensify their efforts to improve the quality of regulation in order to
comply with the requirements of a legal structure that satisfies the demands of civil society".
Therefore, the regulatory system must be in consensus with the jurisprudence, so that the

legal mechanisms can be improved and adjusted according to the society's evolving needs:

Notwithstanding the different perceptions of the various different
stakeholders in cyberspace, the common principles agreed on need to be
incorporated into an easily identifiable structure. This can be achieved if -
in addition to technical operability - legal operability is also improved.
Legal operability is the process of making legal regulations work together
across the legal jurisdictions. Whether new laws are enacted or existing
laws are amended/reinterpreted depends on the particular circumstances. In
view of the increasing fragmentation of cyber law, efforts should be made
to achieve higher levels of legal and policy interoperability in order to
reduce costs for cross-border businesses and boost innovation and
economic growth?62

Building on the practical evolution of such concepts, the European Commission
issued a release in 2014 on the necessity for the internet to be governed by a multi-stakeholder
model, which should include not only governments and intergovernmental organizations, but
also civil society. And the recommendation was to assign coordination to the Internet
Corporation for Assigned Names and Numbers (ICANN), which is a sui generis legal entity.
This is because there is currently no single intergovernmental organization that would better
accomplish the Web's governance role.

The main point for consideration revolves around the need for international and
multilateral treatment of the internet and for a neutral leadership to drive the process. And
many initiatives have arisen in this direction, especially in the establishment of bodies for the
development of guidelines (also called Soft Law) for further development of the internet,
such as the Internet Society (ISOC), Internet Architecture Board (IAB), Internet Engineering
Task Force (IETF), Internet Research Task Force (IRTF), Internet Engineering Steering
Group (IESG) and the World Wide Web Consortium itself.

1614, bid., p. 8.
182WEBER, Rolf H. Proliferation of 'Internet Governance' (September 1, 2014), cit., p. 9.
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As can be seen, with the evolution of internet use, its importance has grown
exponentially in people's daily lives, which has increased the debate about the Internet of
Things (1oT): "The Internet of Things (10T) represents a technology based on the connection
of everyday objects to the Internet, which exchanges, aggregates and processes information

about its physical environment to provide value-added services to end users."163

It should be noted that many of these recommendations deal with the standardization
and operation of the worldwide network, and concern both technical issues and specifications
relating to languages, formats and even types of protections (as occurs for content filters and

data protection).

However, these technological advances have a two-pronged qualitative nature, since
at the same time that technological evolution is simplifying the everyday life of the public
and ensuring that the world and its relationships can be made increasingly automated and
connected, a greater concern is also arising with regard to the guarantee of privacy,
considering that the boundaries between what is public and the private are being increasingly
challenged. Morgado makes this relationship clear when he highlights the situation of

Brazilian municipalities in their quest to reduce local violence:

[...JFor example, when the City Hall of a Brazilian city installs video
cameras hidden in the most violent parts of the city, connected to remotely
installed video receivers, observed by employees 24 hours a day, there is
certainly the potential to reduce crime in the region, due to the inhibitory
factor resulting from the fact that people know their public behavior is being
observed and also there is the possibility of timely action from the police
force, integrated into the surveillance mechanism. In the same sense, when
databases with specific information on people from the international
community are used, it becomes possible, with the use of modern data
processing technologies, to carry out various types of police intelligence
surveys, in order to make criminal investigation more effective. This is the
case, for example, of a database with fingerprint data on the population of
a country, which would make it possible to quickly and effectively identify
fingerprints collected at the crime scene.

As we can see, with the progress of Information Technology, the
applications in social control mechanisms - or not - are the most varied
possible. However, the possibilities of abuse, resulting from the potential
violation of people's intimacy, are real 1%

1WEBER, Rolf H. Governance of the Internet of Things — from infancy to first attempts of implementation,
cit.,, p. 2.
4MORGADO, Laerte Ferreira, op. cit.
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To reiterate this point, at the end of 2017, Roberto Dias, editorial assistant of the
newspaper Folha de S. Paulo, published an opinion in which he pointed to 2018 as the year

in which problems related to the protection of privacy would increase exponentially:

Expect a 2018 of much questioning and screaming. Individuals and legal
entities will realize how their lives are being intersected all the time by
decisions based on increasingly powerful algorithms.

Privacy issues will arise with unprecedented frequency, and many people
will be bemused when the mobile phone asks them to evaluate a restaurant,
they were in two days ago.

Business disputes arising from technological advances will be evident and
substantial - the West Coast giants have reached a size that allows them to
compete with the big banks.

The cycle of elections in Latin America will bring close to us problems of
interference in voting that have already been seen in the rich world.*%

A clear and current example of possible data breach can be noted with the sale of
information from social networking companies or banking companies that can use their user's
online information inappropriately and without their informed consent. For example, imagine
that a bank decides to sell its users' information to credit companies, or that a healthcare

application makes its customers' personal information available in an improper manner.

Various adverse scenarios can be experienced by users in these situations and even
extreme social phenomena could be stimulated with incorrect data manipulation, such as
discrimination against race, social situation or even in relation to a specific medical condition.
Because of this and seeking to preserve the individual rights of each person, national and
international legal science has been discussing the developments of technological

advancement, so that the European scenario is worth noting.

In this sense, it is necessary to identify and pinpoint the rights, both relative and pre-
existing, that make conceptual constructions about databases possible:
The constitutional basis for the construction of the concept of personal data

can be found in the Federal Constitution, when it provides that the intimacy,
private life, honor and image of people are inviolable, as well as the secrecy

185DIAS, Roberto. Avancos tecnolégicos tém se mostrado silenciosos, impactantes e pouco visiveis
(Technological advances have proven to be silent, impactful and barely visible). Folha de S. Paulo, Dec.,
2017. Available at:

<http://www1.folha.uol.com.br/cenarios/2017/12/1943494-avancos-tecnologicos-tem-se-mostrado-
silenciosos-impactantes-e-pouco-visiveis.shtml?mobile>. Access on: 10 March 2018.
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of correspondence and telegraphic communications, data and telephone
communications. We cannot forget that the Constitutional Charter also
states that the economic order, based on free initiative, observes the
principles of free competition and favorable treatment for small companies
incorporated under Brazilian law and that have their headquarters and
administration in the country.

[.]

The balanced construction of the concept of personal data requires, in my
view, a proper understanding of the importance of data for the new digital
economy. Revolutionary technologies that are changing lives and the
traditional world market such as Big Data, Internet of Things (loT),
Artificial Intelligence (Al) and Machine Learning are "fueled," so to speak,
by data.

A very restrictive data protection law with extremely broad concepts will
have the potential to harm the digital economy, development and Brazil's
free enterprise.16®

Still on this new reality, it is possible to state that the internet has been developing
under principles of self-regulation, from the creation of autonomous rules, which bring with

them a more voluntary and cooperative character (non-binding as the traditional regulations).

However, those who believe that they are not effective are mistaken, because these
behavioral guidelines are the basis for the decision-making of these organizations and
ultimately have an impact on the vast majority of participants on the internet, connecting a
multitude of addressees, with the enforcement of social sanctions such as the publication of
a list of offenders, the exclusion of entities and the use of alternative methods of conflict

resolution.

The use of self-regulation mechanisms, in addition to conferring greater
independence in the sense of enabling the Open Society as Don Tapscott!®’ says, also allows
for better adaptability to the technical reality of the digital environment, which is very
dynamic and changeable, because it allows an adjustment or updating of rules more quickly,

as changes occur on the internet itself.

However, despite all these advances, the internet ultimately affects certain
fundamental rights of individuals, and, in this respect, requires public regulation, since there

are not only private interests to be protected. The issues that most deserve attention from the

186CERQY, Frederico Meinberg. op. cit.
7TAPSCOTT, Don; TICOLL, David; LOWY, Alex. Digital capital: harnessing the power of
business web. Harvard Business School Press, 2000.
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State would be precisely the fight against cybercrime, the protection of personality rights
(among them privacy as one of the most fundamental and also intellectual property), extra-

contractual liability, consumer protection.

But we are still a long way from achieving an International Convention on the internet
that can satisfy all current requirements. And because of this challenge, when creating a more
universal and uniform international framework becomes difficult, regional, bilateral and

national initiatives tend to grow. And that is what has happened.

In the United States, although the creation of a specific codification was not
developed, the country sought to ensure that international law could be respected through the
creation of the Safe Harbor, a kind of certification issued to participating companies,

demonstrating the adoption of a strategy based on soft law:

As Directive 95/45/EC of the European Parliament and the Council of the
European Union established restrictions on the transfer of personal data to
non-member countries that did not comply with the standard established in
the European Union for the protection of personal data, the USA created
the Safe Harbor structure, which certifies member companies, guaranteeing
the European Union the adoption, by them, of adequate privacy protection
measures, based on seven fundamental principles, such as guarantee of
access to individual citizens' data, security, integrity, etc.1%8

Unfortunately, for businesses and individuals using the internet, it becomes an even
greater challenge to be under the aegis of a disparate diversity of rules, in which depending
on each concrete case, the definition of applicable law, the rules of connection in terms of

territoriality and jurisdiction may appear to be a truly hopeless mission.

In the current dynamics of globalized legal relationships, it is natural that a new lex
mercatoria will emerge as a solution to meet the business needs that demand quick responses

and more immediate measures for the urgent necessities of business in the digital age.

With all this, the current model of intellectual property protection on the one hand has
become inefficient, for failing to bring guarantees to the holders in a digital, globalized
context, without control of the physical support and without well-established geographical
boundaries, but on the other hand has become predatory and a real barrier to free competition

and free access to knowledge due to the excessive extension of the protection time that has

18MORGADO, Laerte Ferreira. op. cit.
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ended up generating distortions (not letting it fall into the public domain), which greatly

damages the social interest.®°
4.2. Principles of Private International Law applicable to the Internet

What is most noticeable in the current scenario of internet transactions is the
occurrence of conflicts of law in space, since in many cases there is a part of a legal system
transacting with another part of another legal system and if it does not happen as arranged,
certainly, the legal solution will have to be found in the remedies of private international law.
But the multiplicity of sources, the anachronism and the lack of convergence of domestic
laws has made this task extremely tough, in conjunction with the lack of specialists in the
field.

Many times, the attraction to another jurisdiction in one place or another will not
achieve the desired enforceability, making the legal process extremely expensive. This is
why the use of more appropriate methods of dispute resolution, such as ADRs, would be a
more viable and sustainable path. However, there is still no established culture for the most

common e-commerce relations, despite the presumption of arbitrability.

Thus, it makes perfect sense to apply the principles of Private International Law (PID)
to issues involving the discussion of intellectual property, especially with regard to databases

related to the use of new digital technologies, due to their transnational nature.

Within the digital reality, it is increasingly possible to observe the need for
interconnection between different countries - whether due to economic or social development
- and the impacts that this contact may bring. In this sense, in order for examples of regulatory

development under the influence of international parameters to be effective, it is necessary

189 Associated with this issue is the situation of disparity in the performance of judges. Western states generally
structure the nation within the logic of the Three Powers - Legislative, Executive and Judiciary - which must
act independently and in a complementary manner to ensure the full functioning of the country. This
independence, however, does not mean that the powers are not related, often adopting a stance more or less
consistent with their prominent role. And the judicial system does not escape from this reality, as can be seen
through the expansion of judicial activism within Brazil, for example. In this context, judicial decisions
evidently cannot be exempted from bias and endowed with total neutrality in practice, as the theory aspired
to. Richard Posner points to this fact by analyzing the behavior of judges in relation to the existing and
prevalent political and social situation in the United States: "[...] A judge closely aligned with the ideology
of the party of the president that appointed him can deviate from this alignment as new unforeseen issues
arise. A judge who was conservative when the main issues of the day were economic may become liberal
when the central issues become a matter of national security or social policy, such as abortion or the rights
of homosexuals. There is more: the outcome of Supreme Court cases can be predicted more accurately, but
by a handful of variables, none of which involve legal doctrine, than by a team of constitutional law experts.
POSNER, Richard A. How judges think. London-UK: Harvard University Press, 2008. p. 24.
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to use some practical method of positive absorption of these different influences, so that

domestic law is a development tool for the country in the global context.

This doctrinal experience has made it clear that the method of functionalism seems
the most appropriate to encourage the development of the internal legal system of countries
allied to these new needs brought with globalization and internationalization of knowledge,
such as less formalism and rigidity of rules, for example. In any case, the use of this method
does not foresee the abandonment or replacement of the more formalist and doctrinal
methods, appearing more as a complement with directed action and that should be thought in
its different forms of action:

In fact, modern legislators prefer functional equivalence to unification. For

example, in the European Union law, directives must be implemented not
in their doctrinal structure, but only with regard to their outcomes;
implementing laws in member states are not similar but functionally
equivalent. Similarly, the principle of mutual recognition in European
Union law does not require similarity, but equivalence - presumably
functional equivalence.

[...]

At the same time, functionalist comparison can help to criticize foreign
law, especially when the legal system insists on its cultural autonomy.
Functionalist comparative law can be useful here in preparing the ground
for criticism, because it combines two important perspectives: cultural
awareness, on the one hand, and an external perspective, on the other. By
reconstructing legal culture in functional terms, functional comparative law
helps to preserve the otherness of culture, while making it proportional to
our own law.*"®

The adoption of efficient methods in the comparative and practical understanding of
the law of different countries is particularly relevant in the context of the Digital Age, in
which ideas about territory and border are gradually becoming relativized, even if they have
not been or even have a real prospect of being extinguished:

After all, if there is an international public order for sure, similarly, one can consider
that there is also an international digital public order (on the internet). This is also
Finkelstein's understanding when affirming that "scarce regulation and the inadequacy of the

classic connection elements would justify the option for the incidence of Lex mercatoria in

0REIMANN, Mathias; ZIMMERMANN, Reinhard. op. cit., p. 377-379.
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international contracts entered into electronically.”’ In other words, there would be an
"eLex mercatoria”, which would have besides the mentioned advantages the fact of being
universal, uniform and easily adaptable to new needs, but dependent on the will of the parties
and able to annulled by civil society. Certainly, the decentralized power nature of the internet
contributes more to a model of self-regulation, especially to further promote the digital
economy, although certainly few states understand that this solution is adequate for the fiscal

problem arising from these new digital trade exchanges.*"?

In view of this, as Philip Jessup teaches: "[...] the search for private international law,
as a matter of law, would be based on three premises: cooperation among peoples, equality

among states and mechanisms for resolving interspatial and interpersonal conflicts.""3

Given that PIL consists of a set of collisional rules aimed at resolving conflicts of
timeless, interspatial, international or internal rules, some principles may be applied, among

them, one of the most common is the lex fori, 1"*which is also the one adopted in Brazil.

Still on the Brazilian context, in the case of the application of the lex fori, the
competence of intellectual property matters ultimately lies with the federal courts, which
have the appropriate jurisdiction (trademark, patent, industrial property, software
counterfeiting). However, if the cause involves unfair competition issues, contractual
violations or even discussion of damages, then the matter must be dealt with in the state
courts. It should be noted that only the Superior Court of Justice has jurisdiction to ratify a

foreign arbitration award.

Furthermore, the Brazilian legal system has accepted the use of another source of the
PIL, which are the customs as a measure of solution of controversies by the judiciary, as it is
clear from article 4 of the Law of Introduction to the Civil Code Act, which states: "[...] when

IFINKELSTEIN, Claudio. E-lex mercatoria. Revista de Direito Internacional e Econémico, ano 3, n. 11, p.
102-104, (E-lex mercatoria. Journal of International and Economic Law, Year 3, n. 11, p. 102-104), Apr./Jun.
2005.

17214, Ibid.

173JESSUP, Philip. Conflicts of law. Transnational law. New Haven: Yale University Press, 1956. p. 1.
Available at:  <http://iglp.law.harvard.edu/wp-content/uploads/2014/10/IELR-3-Jessup-Transnational-
Law.pdf>. Access on: 12 May 2017.

74prticle 23 of the New Brazilian Code of Civil Procedure (former Article 89) and Article 8 of the General
Law on Standard Application (LICC) apply to the application of the lex fori. In addition, article 115 of the
Code of Bustamante (Decree 18.87129) and the Code of Private International Law for the Americas.
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the law is omissive, the judge will decide the case according to similarities, customs and

general principles of law.

The national courts' use of private international law is related to the
internationalization of society's own values, as principles that are independent of time and
space, such as: the principle of human dignity, equality, non-discrimination, broad defense,
access to justice, free initiative, free competition, protection of the environment, protection
of the historical and cultural heritage. Therefore, more recently, within this logic, it would
also be natural to bring principles such as privacy, freedom of information, cyber-security
into this system.

According to the teaching of Maristela Basso, "[...] custom is expressed by the repeated
practice of certain behaviors which, through experience and the course of time, are admitted
to be juridically observable, immediately binding individuals - on the internal level of

States.”1"

The greatest challenge has been the excessive attachment of states to the lex fori
(especially the legislation of the relevant jurisdiction or national public policies) to the
detriment of Community harmonization at international level between countries. According
to Erik Jayme's analysis, this has led to an "international codification crisis” in private

international law.
4.3. Intellectual property on the internet and the question of territoriality

There is a pressing country-level agenda to ensure that existing intellectual rights laws
fit into a new context of the digital economy. This requires reform not only at the national
level, but especially at the international level, given the cross-border nature of the internet
and the need to define equivalent standards and measures of freedoms and protections agreed

to be enforceable in different jurisdictions.

This is what is extracted from Alessandro Ferretti's work regarding the copyright
revolution in a scenario of unlimited re production of the works detached from the original

packaging:

15BASSO, Maristela. op. cit., p. 90.

176JAYME, Erik. Considérations historiques et actuelles sur la codification du droit international privé. Recueil
des Cours de L’Académie de Droit International (Historical and current considerations on the codification of
private international law. Collection of Courses of the Academy of International Law,) Nijhoff, Leiden, t.
177, p. 9-102, 1982. Available at <file:///C:/Users/Leonice/Downloads/67935-89367-1-PB.pdf>. Access on:
05 June 2017.
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It is clear that both motives are based on a reasonable basis and, therefore,
it is essential and necessary to achieve a break-even point without which
we will continue to have legislation oriented in one direction or another,
but incapable of providing effective responses for the community. Up until
now we cannot deny that we are witnessing a "copyright dispute” that
moves in its own directions from a European level. Just think of the non-
binding resolution adopted on the subject by the European Parliament in
Strasbourg on 9 July, which seems to ignore the essential points of the
expectations of the defenders of 'freedom to the rights of the author’,
welcoming a vision closer to that of the publishers with the expectation and
a construction of a set of minimum standards applicable for the whole of
Europe in terms of copyright. The Commission will soon have to present a
reform proposal [...] with the aim of adapting copyright in the European
Union to the digital age.}”’

What we see is that the break with packaging through the digitization process and the

rapid advancement of technology and business models have quickly made the protective

measures envisaged for copyright in the 1990s obsolete.

The reason why copyright law ultimately does not provide adequate tools for the

preservation of the rights of owners of intellectual property on the internet is due to the

following reasons: i) when the copying is made by a user for private or non-commercial

(domestic) purposes it can be allowed within the principle of fair use.

As Chris Reed teaches,'’8 the question to be asked regarding any law that proposes to

regulate any activity on the internet is not whether it is applicable, but whether it is

enforceable.

In addition, the user may have some kind of implied license that allows them to

make the copy for private use; ii) when the copy is eventually made by the intermediary

hosting the information, or they are only storing it temporarily, which does not make them

liable for any infringement, or they are being used by the user to host the copy, which also

removes their liability.

And worse, in

the case of micro-information products, as with small database

extractions, legal protection is even weaker, since often the product is not original enough to

Y7FERRETTI, Alessandro;

PRIMICERI, Salvatore; SPEDICATO, Annalisa. Rivoluzione d autore: il diritto

d“autore tra presente e futuro (Revolution of authorship: the right of authorship between present and future).
Primiceri Editore, 2015. p. 5-6.
178REED, Chris. Internet law: text and materials, cit., p. 291-292.
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bring legal protection, nor does it demonstrate substantial investment to constitute a work

protected by copyright or sui generis right.

Thus, since the owners of new information products tend to need more and more
economic protection for their assets, either copyright laws will have to be revised or a new

form will have to be created to protect what they have created.

The distinction between applicability and enforceability is fundamental to the
development of future rules for the internet. The binding force of a standard is due to the fact
that it is a standard. That is why a system that has many rules, each one different from the
other, making it contradictory, in practical terms ends up becoming impossible to demand

obedience.

There are still three factors that make the internet a difficult place to guarantee
enforceability: (i) the violator is beyond the reach of the claimant's jurisdiction; (ii) there is
no technical possibility of identifying the violator for an action to be brought in the
jurisdiction; (iii) there is a recognizable identity of the violator in the jurisdiction, but they
are not subject to liability under the law.'"

The current model of intellectual property protection that is based on the
determination of exclusivity control over a holder's creation limited in time (for a period of
time) and space (in a territory) would be facing some critical challenges, which require its

urgent review.

When discussing territoriality, i.e. the application of the law when the matter involves
databases, the question is whether the connecting rules of private international law (already
provided for under the Bustamante Code), such as the law of domicile or the law of
nationality, should apply. Or should another criterion be applied? As for the origin of the

database, where the databases will be located (stored).

According to Jirgen Basedow:

The challenge of territoriality at the international level has always been the
backdrop for any intention to promote regulation at the level of an
international treaty or convention. Especially in the field of intellectual
property, since the early stages of the Paris Convention and the Berne
Convention, the development of a uniform law for the protection of literary
and artistic work on both sides of the Atlantic was the great pretension of
the participants who wanted to adopt a minimum standard to be

15REED, Chris. Internet law: text and materials, cit., p. 292-293.
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implemented by each State and avoid any kind of discrimination of foreign
works between States. 8

Theoretically, nothing prevents any government from pursuing the enforcement of
its laws to regulate internet activities, which is an environment where the issue of
geographic location is extremely closely linked. However, as this country will manage to
impose the legal measures in a practical way against an organization that is in another
country, out of the reach of its jurisdiction, it is the most relevant practical point to be
addressed, as making the law, by itself, is the easiest part.

As regards the choice of which law is applicable from the point of view of
territoriality, there are three principles to be considered: the Lex loci, Lex contractus, and

Lex fori.

The Lex loci principle means the enforcement of the law of the country from which
protection is sought, not where the protection is. That is, under the ALI principles it is
possible for the parties to agree contractually on the law that will steer the dispute of the
conflict, with sufficient autonomy for the parties. But it is important to emphasize that this
effect will be only between parties, that is, only in what intellectual property can be treated
and be valid between those who signed the contract, but not with effect for third parties.
Hence, there is an insurmountable list of exceptions, because it would not be possible to

create rights where there are none.

The Lex originis principle represents the law that governs the author's very personal
status on their first publication, especially in countries where there is no protection of the Lex

loci principle for copyright related to intellectual property contracts.

The Lex Contractus principle is precisely the one which determines that contracts
make law between the parties, and which is internationally recognized under the premise
pacta sunt servanda, creating a binding commitment of the parties to the obligations set forth
in the contract. And the parties may choose the appropriate laws in the case of mandatory
provisions, as is the case with the protection of the German copyright law for a reasonable

remuneration of the author.

180BASEDOW, lJiirgen. Foundations of private international law in intellectual property. In: BASEDOW,
Jirgen; KONO, Toshiyuki; METZGER, Axel (Eds.). Intellectual property in the global arena: jurisdiction,
applicable law, and the recognition of judgments in Europe, Japan and the US. Tubingen: Mohr Siebeck,
2010. p. 9.
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Finally, the Lex Fori principle, which is also adopted in Brazil, is widely used in the
case of judicial proceedings and is also observed in the Rome | and Rome Il Regulations.
However, according to Basedow,'®! when there is a case, often mainly in the European
Union, contrary to common law countries, the treatment is by the substantive law and not the
procedural law, and then the definition of the location is directed by the damages applying

the lex contractus or lex delicti and not the lex fori.

Therefore, an alternative that has proved more viable has been the use of a principle
of the law of the country of origin combined with a certain degree of harmonization and

convergence with national laws.

But to define the country of origin, there are two points to be established: the principle
of origin from the point of view of the consumer and from that of the commercial
organization. According to European regulations, a commercial organization will be
considered as such if there is: physical location with the necessary facilities installed,
presence of team or agents representing the company, capability of the team or

representatives to conduct business with consumers in that location.
According to the understanding of Jirgen Basedow:

[...]Jto the extent that intellectual property rights are covered, recital 26 of
the Rome Il Regulation provides for the 'protection of copyright and related
rights, sui generis over databases and industrial property rights'. They have
been established and are subject to the principle of Lex loci protection. The
list is not exhaustive, according to the ALI principles moral rights should
be added.82

All goods subject to registration whose registration is essential, constitutive and
declaratory of Rights are subject to the principle of territoriality, since the Berne and Paris
Convention. Therefore, if there is a requirement for a database registration, the jurisdiction

lies with the place of registration of that database.

But it appears that this principle has already become somewhat outdated and has more
application for tax purposes than for the resolution of solution of conflict of law rules with

cases from the internet.

18I ASEDOW, Jiirgen. Foundations of private international law in intellectual property, cit.
18214 Ibid., p. 11.
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In addition, there are some distinctions of its use even within the intellectual property,
when it refers to copyright and related rights, even if it does not require registration, as well
as then for databases (especially with respect to the sui generis), since there would apply the
rule of any location, that is, any law that has an effect on the specific case is valid. In other

words, territoriality is relative.

Clearly, the internet brought a major breakdown in copy control systems, which were
actually well resolved while there was more physical control of the support, but which
became useless with the dematerialization of the content and its migration to the digital
format. The difficulty in driving enforcement on the digital system to control intellectual

assets results in their loss of patrimonial value.

It therefore follows that the only sustainable path for the continued growth of the

internet is through public-private co-regulation at the international and multilateral levels.
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PART 3

THE GOVERNANCE OF INTERNET RELATIONS THROUGH
CONTRACTS

This part seeks to present contracts as one of the sources of law that has grown in
importance to fill the gaps created by the great leaps of technological transformation. Some
of the new business models based on the Data Economy and its governance through Terms
of Use and Privacy Policy will be presented. The analysis will make some considerations
about the relevance of transparency in relationships through digital media and the
engagement with a business management committed to a model of ethical use of data (Data
Ethics) for the development of 1oT and Al solutions. Finally, some analysis will be presented
about the parameters about what can be foreseen in these contracts and what measures have
been taken to safeguard rights, risk mitigation and limit liability.
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CHAPTER 5. NEW BUSINESS MODELS AND THE TYPES OF
CONTRACT THAT GENERATE
EXTRATERRITORIAL EFFECTS

This chapter seeks to present the growth and strengthening of the use of contracts as
a means of resolving legal issues involving the internet. Due to its own multi-territorial
nature, the digital environment has proven to be very complex for companies in order to have
a clear understanding of which law to apply in a concrete case. For this reason, the contract,
as a guiding instrument for an agreement between aspirations, has become the most used tool
to deal with issues related to commercial-digital relations, whether between companies and

users, or between companies.
5.1. The power of contracts in the digital age

Society changes faster than laws, as Manuel Castells quotes, "Change is in people's

minds. 183
As well put by Alexandre Pereira:

[...] information is a mass traded economic good on the market for
information products and services, and new contractual models have
emerged, the purpose of which is precisely to provide information. The
'information contract' is proposed to cover a series of contracts the common
denominator of which is information, understood either as a process of
providing information or as an object of that process or information itself.13

Therefore, as it is a very new field, there is a large area of contractual freedom to
define clauses between parties. The protection of obligations and the effectiveness of these
contracts are directly subordinated to the circumstances of the specific cases, with the multi-
territorial problem brought by the internet, which has proven to be an exacerbating factor,
hindering the exercise of some rights and the performance of some duties when there are
breaches of contract.

18Apud GIRON, Luis Antdnio. Manuel Castells: a mudanga esta na cabeca das pessoas (Manuel Castells:
change is in people's minds.). Epoca. Ideias, 11.10.2013. Available at:

<http://epoca.globo.com/ideias/noticia/2013/10/bmanuel-castellsb-mudanca-esta-na-cabeca-das-
pessoas.html>. Access: 10 July 2017.

184pEREIRA, Alexandre Liborio Dias. Direitos de autor e liberdade de informagdo (Copyright and freedom
of information), cit., p. 415.
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According to Bygrave:

[...]Jthe failure to establish international customized international regulation
is partly justified by the fact that it has a minor role in internet governance
and will hardly have one to play in the near future. However, some
academics have predicted that the customs of cyberspace may bring some
international regulation, but many barriers remain in the way of this type of
development. As internet surveillance, it is very difficult for 'online laws'
to become more or less uniform and consistent given the very dynamic
environment of cyberspace. Anyone analyzing internet governance from
the perspective of international law is more likely to be frustrated by
doctrinal uncertainty and disagreement over the content of this type of
regulation.®®

To the same extent that there is very much information, but flowing digitally, it is also

much more challenging to ensure its protection and to apply methods of control and

punishment when there is a violation of the established rules.

Therefore, it is precisely this failure of international rules that opens space for a

greater governance of contracts on the internet. And the preference for contracts on the

internet has a strong correlation with the creation of the web because they have been used

since its creation.

As Bygrave teaches:

[...Jthe contracts have been used since the very beginning of the internet.
They were the main legal tool used by U.S. government agencies to finance
the research efforts of the scientific community in the development of the
Internet and its precursors: ARPANET (Advanced Research Projects
Agency Network), CSNET (Computer Science Research Network), and
NSFNET (National Science Foundation Network). Co-operation contracts
were the predominant form of contract in the process, particularly in the
construction of NSFNET during the 1980s and early 1990s under the
management of NSF. And contracts continued to be the US government's
preferred legal tool for formulating the regulatory measures for internet-
based commerce in the late 1990s. In an influential 1997 White Paper, the
Clinton-Gore administration determined that ‘the government should
establish a predictable and simple legal environment based on a
decentralized contractual model rather than a model based on rigid top-
down regulation. Later, it was a private not-for-profit corporation registered
in California that came to carry out the internet management mission,
ICANN, which to fulfill its mission went on to apply even more informal
contracts with other corporations and third parties. In addition, contracts are
widely used to regulate the relationships related to the use of data on the
internet by applications in all layers of online content.8®

18BYGRAVE, L. A. Internet governance by contract. 2" ed. Oxford: United Kingdom: Oxford University

Press, 2015. p. 26.
18614, Ibid., p. 28-30.
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But does the recognition of consensualism require a real consent? We must not
confuse the propertization of obligation with the anti-propertization of the right itself.
Repersonalization involves economic obligation with non-patrimonial rights (moral
responsibilities). It is important to note that, to some degree, the trend toward the use of the
binding contract in a unilateral manner has been a rather dangerous instrument for the
complete protection of rights in this system of the autonomy of the contracting parties, since

it ultimately favors one side over the other.

If the data are understood as a currency of payment, and in turn a claim paid for a
service, they could be transferred without the consent of the debtor (Article 294) (transfers
the obligation and not the contract - it is the assignment of the claim).

According to Guido Alpa,*®” there would be three contractual principles to be
followed: contractual freedom, trust and good faith. And where do these principles rest? In
Freedom (legal fairness) with Justice (natural fairness). And this is what consists in the
problem of the paradigm of the Law and the paradigm of the Judge. For, in the end, it needs
legal protection to ensure either the payment or compensation: whether it will produce effects

or not (binding force and enforceability of contracts).

What is observed regarding the databases with the application of the terms of use on
the internet, is that it uses the model of atypical contracts, according to the provision of article
425 of the Brazilian Civil Code. This is fully acceptable also within the principle of the
autonomy of will in international contracts under the Inter-American Convention on the Law

Applicable to International Contracts of 1994.

According to Chris Reed, 18 although private law lawyers may draft clauses, choose
the applicable law and jurisdiction, how do they resolve issues where the use of the

contractual instrument is not appropriate in the business relationships involved?
5.2. The terms of use on the internet and their legal effects

The internet has been ruled, or rather governed, by contracts. And these instruments
have had a very great legal force, since they are applied in an extraterritorial, supranational

way, so that a single company, provider of that digital service, can impose its rules for users

B7ALPA, Guido. Da boa-fé no direito civil (Good faith in civil law.). Coimbra: Almedina, 2007. p. 291.
188REED, Chris. Internet law: text and materials, cit., p. 310.
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in several countries, under different legal systems, completely independently local laws, be

they consumerist, competitive, intellectual or others.

In a way, as Fabricio Polido teaches, the most common model applied to the internet

in terms of license agreements has been:

[...]specifically, public contracts (which means that they are open and
available to the public). This gives them some peculiar characteristics
compared to the classification within the Brazilian legislation of contracts:
they are: (i) atypical, (ii) unilateral and (iii) free).'%

Considering copyright issues, in most of these contracts, which appear not only as
Terms of Use, but have been simplified to such an extent that they appear only as a simple
screen to give an "OK" in a request for "access" to data, there are clauses often determining
the transfer (assignment) of data, and in other cases, there is nothing being detailed. That is,
there is a great deal of doubt as to what has been agreed between the parties.

At the same time, the use of complicated, long and empty privacy terms and policies
for accessible content does not educate users on what their rights are about data ownership,

or even on what the processing mechanisms themselves consist of.

In this context, Professor Cintia Rosa Pereira Lima and Professor Ricardo Bioni

emphasize that this problem stimulates even more the indifferent behavior of users:

Several studies have found that users do not read privacy terms and policies
and many of those who do are unable to understand them because of their
very long texts and usually technical terms.

There are several studies and researches that demonstrate the problems

that arise because users do not read the so-called EULA. These reasons
range from the haste and ingenuity of the user to the difficulty in
understanding the terms used by the provider of these services and
applications.

Robert A. Hillman developed a questionnaire and applied it to 92 students
in order to verify whether or not they read the electronic adhesion contracts.
Only 4 students answered that they read (4%); and almost half, i.e. 40
students (44%) answered that they do not read the electronic adhesion
contracts; 16 students answered that they read depending on the term

189POLIDO, Fabricio Bertini Pasquot; ROSINA, Ménica Steffen Guise. Free open source software and creative
commons in Brazil: Mapping the legal framework of alternative intellectual property licenses: In:
METZGER, Axel (Ed.). Free and open source software (FOSS) and other Alternative License Models: a
comparative analysis. Springer International Publishing, 2015. p. 84.
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(17%); 33 students read depending on the supplier (36%); and 34 students
read depending on the value of the electronic transaction (37%). Note that
students could not mark more than one item for their response.

In this sense, some examples are symptomatic, such as: i) many users
consented to a privacy policy that contained a clause authorizing a video
game company to retain their souls; ii) according to researchers at Carnegie
Melon University, it would take $781 billion worth of the user’s working
hours to read all the privacy policies and terms of each site accessed; iii)
many users believe that the words "privacy policy” would mean the very
protection of their personal data.

Therefore, the above examples illustrate that there is a barrier to be
overcome for the user to be able to effectively manage their personal
information. 1%

It should be emphasized that in the issue of data, it makes all the difference in
conceptual terms, to differentiate what is access from what is use, and finally, from what is
sharing. This is because, an access means only being able to see (a consultation), the use
involves a level more than the access (it means besides the consultation being able to use the
information itself). And sharing is the level with the most powers, because it also includes

the act of transferring, of being able to extract data.

It can be said that the current models of internet contracts started with a lot of detailed
rules, but they were reaching the point of not saying anything else, just collecting consent
with kind of "blank paper signature™. And this trend came from the United States, as can be
seen, due to its extremely liberal nature, and faces harsh criticism and opposing positions
from the European Union, which has then implemented top-down regulations in an attempt
to curb the US model, which has become something akin to a kind of "old western data
industry."

Regarding Brazil, according to Polido's teaching:

Considering a proprietary approach, it is the exclusive right of the author to

reproduce, edit, adapt, transform, distribute, include in a database, or use
its content in any type of media or form existing in the present or invented

190 |MA, Cintia Rosa Pereira de; BIONI, Bruno Ricardo. A protecdo dos dados pessoais na fase de coleta: apontamentos
sobre a adjetivacdo do consentimento implementada pelo Artigo 7, incisos VIII e IX do marco civil da internet a partir
da Human computer interaction e da Privacy by default (The protection of personal data in the collection phase: notes
on the adjectivation of the consent implemented by Article 7, items VIII and IX of the civil registry of the Internet from
Human computer interaction and Privacy by default). In: DE LUCCA, Newton; SIMAO FILHO, Adalberto; LIMA,
Cintia Rosa Pereira de (Coords.). Direito & Internet I11: Marco Civil da Internet (Lei n. 12.965/2014). Sdo Paulo: Quartier
Latin, 2015. t. 1, p. 268-269.
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in the future (article 29 of the Brazilian Copyright Law). These rights may
be granted in whole or in part to their holders.*!

The change in the rules related to users' privacy with the advent of new regulations
on personal data protection has caused several companies to update their Terms of Use and

Privacy Policies, in particular to comply with the European Regulation (GDPR).

Just as an example, below are the adjustments made by some of the largest technology
companies,'®? where the text updated in April 2018 is observed on the one hand and on the
other hand which articles of the European regulations the improvements implemented in the

document were striving to meet, as shown in Figure 3:

Figure 3 - Microsoft. Privacy Policy

Privacy at Microsoft

Microsoft believes privacy is a fundamental human right. We are committed to providing you with
products, information, and controls that allow you to choose how data is collected and used.

Our primary privacy principles

L4 ° !
Control Transparency Security
We will put you in control of your privacy with easy-to-use tools ~ We will be transparent about data collection and use so you can We protect your data with strong security and encryption. To
and clear choices. make informed decisions. learn more, visit Microsoft Security
—_— roA g
L ES e
Strong legal protections No content-based targeting Benefit to you

We will respect your local privacy laws and fight for legal We will not use your email, chat, files, or other personal content When we do collect data, we will use it to benefit you and to
protection of your privacy as a right. to target ads to you make your experiences better.

Source: https://www.microsoft.com/en-us/trust-center/privacy

In the business model of many digital services offered over the internet, there is a

false impression of "free.” In fact, the currency of payment has always been the personal data

P1pOLIDO, Fabricio Bertini Pasquot; ROSINA, Ménica Steffen Guise. op. cit., p. 98.
192MICROSOFT. Microsoft Privacy Statement. May 2018. Available at:
<https://privacy.microsoft.com/en-gb/privacystatement>. Access on: 20 April 2018.


https://www.microsoft.com/en-us/trust-center/privacy
https://privacy.microsoft.com/en-gb/privacystatement
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of users and their behavioral information (related to interactions on the platform and

navigation data).

The format of this type of consumer contract is the unilateral registration type, in
which the user, along with the privacy policy, has no way to discuss its clauses, is the single
undertake type (which means, confirmation, because either everything is accepted, or
nothing), as also occurs with the use of Google's services,'°3 which to comply with the GDPR
went on to present, in addition to the written policy, video guidelines, to meet recital 58 of

the regulation, which can be seen in Figure 4:

Figure 4 - Google. Privacy Policy and Terms of Use

Google Privacy & Terms

Google
GDPR Prevision

Recital 58
The Principle of Transparancy™
1The principle of transparency reguires that any information sddreszed to the public
or to the data subject be concise, easily accessible and easy to understand, and that
clear and plzin language and, additionzlly, where appropriate, visuslisation be
:a uszed. *Such information could be provided in electronic form, far example, when
ihe w§ addressed to the public, through a website. *This is of particular relevance in
situgtion: where the proliferation of actors and the techmological complesdity of
toogl practice make it difficult for the data subject to know and understand whether, by
whom and for what purpose persomal data relating to him or her are being
#a' rollected, such as in the case of online advertising. “Given that children merit
specific protection, any information =nd communication, where processing is
addressed to a child, should be in such a clear and plain language that the child can
eazily understand.

Source: https://policies.google.com/privacy?hl=en-US

It should be noted that, in the case of Brazilian law, there is already a limitation on
the time permitted for the use of users' personal data since the Civil Framework Law of the
Internet, in its articles 3, items Il and 111, 7, items I, 11, 111, VII, VIII, 8, 10 and 15.

18GOOGLE. Privacy Policy of Google. Available at:
<https://policies.google.com/privacy/update?hl=pt-BR>. Access in: 20 April 2018 and link for the video

tutorial GOOGLE. Information Google collects | Google Privacy Policy. Available at:
<https://youtu.be/YImVKT3Zvhw>. Access on 20 May 2018.


https://policies.google.com/privacy?hl=en-US
https://policies.google.com/privacy/update?hl=pt-BR
https://youtu.be/YlmVKT3Zvhw
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These recent changes in the laws raise a fundamental legal issue: if the data
are used as currency within the business model that enabled the expansion of the internet
itself, how to allow them to be returned later to the user at any time when they request, after
having already consumed the product or provided the service that was part of the arrangement
for the delivery of the data. In other words, if on the one hand the legislator's intention was
to empower the user to have more control over the use of their personal data and demand
greater transparency from companies, it turned out that the regulations exceeded this purpose
by creating a scenario in which there was a certain "blank check™ on the use of personal data
(use for any purpose and for an indefinite period) to a situation of greater significance, that

of being able to take back the currency that was used as payment.

This change of approach has generated a lot of discussion around the economic
feasibility of implementing the entire list of requirements generated by the new regulations
and maintenance of the offer of products and services still in the format in which they were

originally produced, having to meet quality standards at a low cost or even for free.

Then, how can we harmonize the requirement that the personal data collected be
revoked and deleted at any time upon the request of the user under the European Directive
(GDPR) with the need to comply with what was agreed "pacta sunt servanda” and preserve

the economic-financial balance of the contracts?

As for Apple, their site is able to describe their privacy policy in a very didactic way,
and has also created a privacy portal where users can download all the data that the company
has about them, as shown in Figure 5%

194APPLE. Apple users in the EU can now download all the info the company has on them. The Verge, May
23, 2018. Available at:

<https://www.theverge.com/2018/5/23/17383692/eu-apple-users-id-privacy-portal-gdpr>. Access on: 30
June. 2018.


https://www.theverge.com/2018/5/23/17383692/eu-apple-users-id-privacy-portal-gdpr
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Privacidade

Figure 5 - Apple. Privacy Policy

Os produtos Apple sdo criados
para fazer coisas incriveis. E para
proteger sua privacidade.

Mo Acols, scrctarnos e prveckded é e ok aend fisdamartal
Sabemos que boa parte das suas Informacies Pessoals estio em seus.
disposttivos Apple @ achamos que vocé tem o direito da manti-las.
been protegidas.

Sua frequincia cardiaca depois de correr. as noticias que vocé I primeiro, onde
‘Comprou cal, os sites que scessou e pars quem BQou, ENVIOU Um e-mal ou

wmamansagem.
Cada produto Apple ¢ crisdo pensando em proteger essas informagdes. Para
qua voch possa escolher 0 que compartiihar @ com quam.
Niés ndo cansamos de repetic que ndo & preciso abrir mio da privacidade e da.
SOQUIANGA PATA 58 ter axpendncias Incrivets. Pelo contriro, as duas cosas.

se complementar.

Privacy

Privacy Policy

The Apple Privacy Policy was updated on August 29, 2019.
Your privacy is important to Apple so we've developed a Privacy Policy
that covers how we collect, u

e, transfer, and store your

personal information,

In addition to this Privacy Policy, we provide data and privacy information
imbedded in our products connected with our Data & Privacy Icon for
certain features that ask to use your personal information.

°
[N

Source: https://www.apple.com/legal/privacy/en-ww/
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PART 4

THE FUTURE OF THE REGULATION OF PROPERTY RIGHTS,
THE USE OF AND ACCESS TO DIGITAL DATABASES

This part is dedicated especially to the presentation of trends in the regulation of
personal databases from a human rights perspective, aiming at the protection and
empowerment of the individual over their information. Based on this premise of privacy
protection, all the discussion that has taken place at the national and international levels will
be presented to harmonize the issues involving the use of databases in order to enable
technological innovation within a safe and healthy environment for users. Thus, the recent
legislation that came into force on the protection of personal data will be analyzed, as will
the reason for the close link between the issue of data and human rights, as well as the impacts
of this paradigm shift on businesses and individuals. Finally, there will be further reflection
on the creation of a Soft Law model with Standard Clauses for Contracts and the presentation
of this agenda through the law of International Treaties to ensure greater effectiveness and

enforceability.



134

CHAPTER 6. HUMAN RIGHTS VERSUS INTELLECTUAL
PROPERTY IN THE KNOWLEDGE SOCIETY

6.1 Privacy as a limiting right to database ownership

Has the change in the perception that intellectual property should migrate from
ownership to a human right been beneficial or harmful? Clearly there is no pretension here
to question the moral right of the author over their work, but rather to make a critical analysis
of how much the individualistic understanding projected for intellectual assets, in a context
of more entrepreneurial and less artistic production, as is the case today, ended up hindering
the very protection of creation. If protection ought to be the desired result, then it may be
necessary to review the equation, since the problem is not being addressed as it rightfully

deserves.

The great paradigm shift in the evolution of intellectual protection was not to bring
moral protection, but to focus attention on the author instead of distribution (the one who had
the right to copy, the copyright). Give the author the prerogatives to decide on their work, to
have more control. But within this perspective, it does not matter if this author is a person, a
group of people gathered around a legal entity (collective work), or even, a person using a
robot with artificial intelligence.

However, as the use of new technologies advances, more distant and inefficient is the
use of copyright law, whether at the national or international level, because it was not devised
to be able to adapt to these technical and social innovations. Curiously, the law to protect the

invention cannot reinvent itself.

One of the most interesting and emblematic cases on the discussion between
intellectual property and human rights, especially privacy, occurred with the company
Viacom that filed a lawsuit against Google claiming that its YouTube service was complicit
with the copyright infringement practiced by its users, to the extent that it allowed them to
mark the videos as private, making it difficult for Viacom’s robots to be able to access them
for removal. In its arguments, Viacom stated that privacy is incompatible with copyright
protection in the 21st century because the ability of the public to communicate using privacy
resources was a threat to creativity, which shocked everyone at the time.
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Of course, the U.S. court judge did not accept Viacom's allegations. But after seven
years of much litigation, the case was closed in an agreement between the two companies
which determined that Google would collaborate with Viacom to remove content that

infringed its intellectual property. The content of the agreement has not been revealed.

According to June Besek (verbal information),'*content providers and internet
service providers need to find more constructive ways to work together instead of resorting
to litigation. This is because content providers rely on Google to filter their material and

Google relies on the content of these companies to attract the public to their websites.

Looking at the situation through the perspective of the consumer prism, there is also
a concern about how much personal knowledge companies can accumulate about the
consumer’s individuality in the "economic logic of data”. Tim Bernes-Lee already raised this
question at the outset of the World Wide Web: "Perhaps the biggest concern for consumers
in terms of privacy is that once they have bought enough products, companies will have
accumulated enough personal information to affect them adversely or take advantage of

them. 196

For these and other reasons, privacy laws have taken on greater force in recent years
and consist of two main elements: (i) determining the circumstances in which a third party
may have the right to collect, use and share personal data about an individual; (ii) create
mechanisms to prevent the collection, use and sharing of personal data outside the established
limits.

The challenge of dealing with the issue of privacy, especially when it touches on the
issue of rights over databases, is that there is a large proportion of cultural importance

involved in defining this concept, and thus the dialogue conducted at a more transnational

level faces cultural barriers.

Even in the case of the United States, most protections related to privacy rights are
granted through self-regulation of industry (whether in telecommunications, insurance,

health, transportation, financial or other) and the binding effect is left to the individual to

195Speech of June Besek - Professor at the Columbia University Faculty of Law - in an interview granted to
Reuters on March 18, 2014. STEMPEL, Jonathan. Google, Viacom settle landmark YouTube lawsuit.
Available at: <http://www.reuters.com/article/us-google-viacom-lawsuit-idUSBREA2H11220140318>.
Access on: 9 July. 2017.

1%BERNERS-LEE, Tim. Weaving the Web: the original design of the World Wide Web by its inventor — Tim
Berners-Lee with Mark Fischetti, cit., p. 143.
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question their own commercial and social relations (it is up to the consumer or user to report
an infraction and proceed with a privacy breach complaint). For this reason, U.S. privacy

laws have little reach outside the boundaries of that country's territorial boundaries.

The vision is completely different in those countries where there is an understanding
that the state should play the leading role in protecting the privacy of its citizens. The best
example of this model is the European which has developed an entire legal framework for

the protection of personal data.'®’

But regardless of the judge's decision and the final settlement of the case, it must not
be forgotten that, in a way, we are moving towards a paradigm: the law eventually prohibiting

privacy in the sense of preventing it from being used to protect a copyright infringement.

But the conflicts do not stop there, since the industry needs to create mechanisms to
protect its intellectual property. And one of the strategies that has become more widespread
is the use of digital locks. In other words, the tendency is to increase investment in security
systems and encryption tools to encapsulate intellectual property in digital media, and this

extends from creations to databases.

As Cory Doctorow teaches,'® digital locks are proliferating, and in 2013, the industry
had major conflict with the World Web Consortium (W3C) about bringing the internet up to
the Digital Rights Management (DRM) standard. And the discussion was led by the
technological partners of the entertainment industry, including Google, Apple and Microsoft
and eventually W3C had to compromise so that a user's browser couldn't easily save a Netflix

streamed movie.

This is due to the fact that on the internet content is not only transmitted, it is
propagated. Technically this means that where it goes it stays. So, if there is no digital lock,

it can be revisited, accessed again after it has already been used, and continuously.

One thing is certain, there is a need to establish new, clearer, transparent, rules to
address all these issues more effectively. And these rules must have the ability to regulate the

intellectual production industry and not the life of its users.

197 According to Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016
(General Data Privacy Regulation - GDPR) on the protection of personal data and on the free movement of
such data and repealing Directive 95/46/EC.

18DOCTOROW, Cory. Information doesn’t want to be free: laws for the internet age, cit.
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Nowadays, the acquisition of intellectual property rights - rather than being
merely a consequence of the naturally occurring human creativity - is the
direct objective resulting from the strategic planning of business activities.
Research and development are the key factors for the productivity of
companies; IP rights are usually their greatest assets. The respective
activities that form the objective of strategic planning, such as cooperation
contracts, mergers and outsourcing. (p.10) [...] The fundamental
transformations in communication technologies, in particular the
digitalization and transmission of information by satellite, also affect the
exploitation and infringement of IP rights.'*

Great care must be taken with this legislative tendency to make everything an
essential right, because someone ends up having to pay the bill for this. Behind the whole
legal framework is a political and economic model. And that is why it is very difficult to
export laws from one country to another. Who is going to pay the bill for an internet for

everyone, the data for everyone?

On the one hand, there is a desire to stimulate digital inclusion and free access to
information, but on the other hand, to limit the protection of intellectual property over data
and databases, and the rights of use and exploitation by the industry of what is related to
people's information, and that until then, was precisely the business model for paying the
costs of all this infrastructure.

The implication is that the growing tendency of the application of human rights to
databases could cause a collapse on the internet and this will have a high social and economic

cost.

6.2. The regulation of the protection of personal data and its impact on the rights of use

and access to databases

We can observe some relevant historical issues that marked the nature of the origin
of the protection of intangible intellectual property and that still cause effects today. With
regard to intangible heritage assets, in the beginning, they were granted or guaranteed by
lords or princes, in a very individual relationship, even very personal, for the promotion of
wealth, within a model of concession of exclusivity where exploitation or production could
guarantee a participation in the revenue for the kingdom or for the State, by the extraction of

royalties. Such rights, at a given moment, they could be revoked.

199BASEDOW, Jiirgen. Foundations of private international law in intellectual property, cit., p. 11.
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Ultimately the intellectual property rights until today are dependent on the positive
law, or as the European Court of Justice has already manifested, with respect to the right of
companies, are creations of the national law that only exist by virtue of the legislation of
several nations that determine their existence. That means they are not a natural right, but a
created right. Therefore, that the remedies provided to solve the problems related to the
violation of intellectual property, are nothing more than an intersection between the public

law and the holders of intellectual rights in that respective jurisdiction.

Thus, the philosophical birthplace of intellectual property was due to a system of
privileges and, therefore, there is a feeling that any expansion of its manifestation is
something contrary to the most recent trends of public policies in favor of human rights and
access to information. It ends up giving intellectual property a kind of tainted image due to
this initial proximity to a legal model that uses premises of social exclusion and restriction

of public access to intellectual property.

Regardless of whether the model has a purpose, which would be to stimulate creators
in the risky investment that is creation, and that in the end all intellectual protection, however
exclusionary it may be, is always temporary and eventually returns to the public domain,
even so, the most current debates on the matter, conclude by closing any possibility of
revisiting the matter with the justification that the expansion of intellectual rights protections

would degrade collective rights.

Therefore, this has created a great barrier to the advancement of the issue that is so
necessary to find the answers required for the questions related to the challenges brought by
new technologies. What has this caused? That each attempt to find a solution alone, thus

rolling back more than two hundred years of history.

What, then, would have been the reason that motivated several countries to adhere to
the international conventions and treaties on intellectual property in the past? Fear was the
main reason. There was great concern that those who did not participate might or might not
have been guaranteed protections for their inventions or the authorial work of their creators,
or would risk some kind of discrimination in the international trade of their inventions or

creations by their authors.

Therefore, the States were gathered together, dialoguing, as representatives of
commercial interests, not only of individuals, but of their countries, of their trade balances,

ultimately, of their national intellectual sovereignty over others.
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But what now? How can we resume this same level of dialogue? Again, only if there
is a fear that their economies may be threatened in some way again, if they do not find a

model for harmonizing intellectual property rules applicable to digital issues.

Well, and that is exactly what is starting to happen involving databases. Not in the
field of intellectual protection, but on the contrary, in its limitations. With the regulations on
the protection of personal data, which restrict the use of information related to individuals, it
is still unclear what the impact of these new rules will be on the business model of companies

and their asset value.

What does this new personal data protection system mean? At the outset, what
motivated the need to propose a specific regulation for personal data was precisely a
commercial issue, i.e. to define more clearly what can be marketed in terms of information

on individuals.

However, at a certain moment, the agenda changed, and began to have a much greater
tendency for the protection of human rights than for the definition of a model of DOs and

DON'Ts for the market, following the international custom of applying checks and balances.

Analyzing now in comparative terms the European, Brazilian and North American
legal systems on the issue of personal data protection, there is, right from the beginning, a
tremendous divergence of views, mainly between the European Union and the United States.
And this has resulted in a bipolarization of the issue and made its treatment more difficult in

a multilateral forum.

The European approach is for maximum protection of the individual by the state, with
a historical concern about the privacy of information. The United States, on the other hand,
sees that there should be no public intervention and that the market should be governed by
contractual rules. The abuses will be judged by the Courts based on the protection of the

rights conferred by their federated entities, which have great autonomy.

In other words, the US constituent model itself makes it difficult to treat even privacy
at the federal level, with there being no standardization of the matter even within the United

States. Recently the State of California passed a regulation on online privacy,?®while on the

20CALIFORNIA  passes Sweeping Law to protect online privacy. Available at:
<https://www.nytimes.com/2018/06/28/technology/california-online-privacy-law.html>. Access on: 30 June
2018.
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other side of the east coast New York State proposed its own new legislation on privacy with

a much greater emphasis on issues of cyber security.

In the case of Brazil, there was an intense debate on the subject, which was the object
of analysis in three draft laws, two of them initiatives of the House of Representatives and
4060/2012 and one an initiative by the Federal Senate PLS 330/2013. These projects resulted
in Law Project PLC 53 and Law No. 13.709, of August 14, 2018.2* Around one hundred and
twenty-five countries in the world have already adapted their local laws to determine what
can and cannot be done in the processing of personal data. In South America, Argentina,
Chile, Colombia, Paraguay, Peru and Uruguay are examples of countries that already have

specific legislation approved and in force.

It can be seen that there is a real clash over data dominance, and whoever manages to
ensure that their regulation prevails over others will determine the rules of the game in the
digital economy. Below, in Chart 4, follows a comparison between the European Data
Protection Regulation (GDPR) and the Brazilian Personal Data Protection Act 13.709/2018
(LGPD):

201 After approval by the Committee of Economic Affairs of PLC 53/2018, the text that regulates the processing
of personal data in Brazil, both by the public power and private initiative, such project was sanctioned by
President Temer, and became law No. 13,709 , of August 14, 2018, also called by the abbreviation LGPD
(General Law of Protection of Data), with some articles of the text being vetoed.



Chart 4 - Comparative of Brazilian and European Data Protection Regulations
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Source: The Author

Coming back to Europe, it appears from the report submitted by Osborne Clarke LLP
(2016),2°? for the European Parliament, the lack of consistency in the legal processing of data
by the various national laws means that harmonization is necessary, much more on account
of how valuable data has become for trade and industry than because of privacy or business
secrets. According to the study in the UK, there is no regulation providing a legal basis for
the protection of proprietary rights in the data, whether to protect it from being stolen, used

or appropriated by others.

On the contrary, the law only provides limited protection for confidential information,
including the possibility to prevent third party access, with some exceptions. But the problem
here is that when there is a public interest in access to information, as in the case of health

issues, and a third party wants to invoke the right of access.

In this way, the lack of protection of industrial data by more appropriate legislation
causes companies to make all information confidential or business secret, also undermining
legitimate third-party access to information that might have to come into the public domain
after a minimum period of exclusive protection for its manufacturer or holder. The evidence
is that the model is inclined to distortions and possible market failures if only within

contractual rules.

Yet the same report found that other Member States of the European Union treat the
matter completely differently. Germany and Italy provide greater protection for databases by
laws relating to unfair competition But Spain, for its part, does not consider pure data to be
able to receive protection, even from the precepts of business secrecy. France has both civil
and criminal law on the matter, but the criminal laws only apply when the offence is
committed by directors or employees of companies, as they are also strongly related to the

principles of competition law.

Consequently, as the study concludes, it is currently very difficult for a business to
manage risks related to its data and databases in an economically efficient manner, since

there are many ways to give access to the data and lose control over the data.

2020SBORNE CLARKE LLP. Legal study on ownership and access to data. Final report — Study, cit., p. 22-
24,
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In addition, the lack of clarity about what rights a company may have over the data it
possesses can lead to errors, which can have legal and financial consequences, as well as
compliance risks. For example, if a company thinks it owns information, it can make an
investment and then find that it has no rights to that data. And this has a very big impact in
the case of mergers and acquisitions of companies of technology or databases.

As seen, the effects of the European Regulation (GDPR) are mainly economic, social
and political. It is just one of the many regulations that will emerge in this line, where control
mechanisms are sought in order to bring a balance to the relationships within a digital
business scenario without borders. The central focus is the guarantee of freedom, but the
basis is transparency. In other words, these new rules come with a scope to allow free
enterprise to innovate as long as it follows a set of values that are consistent with respect for

fundamental human rights.

Consequently, the knowledge assets are in the large databases and for this treatment
to occur, transparency is required. In fact, the foundations are being laid for a new culture of
protection and appreciation of intangible assets and business actions that manage to use

technology in an ethical, responsible and sustainable manner.

As a result, any business based on generating, collecting and exploiting data needs to
be much more careful in defining and obtaining the necessary rights to use the data for the
purposes that legitimize it. And these risks multiply greatly if the company's operation is

"transnational or global. "
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CHAPTER 7. PROPOSALS FOR SOLUTIONS THROUGH NEW
MODELS THAT CAN REGULATE THE PROPERTY
RIGHTS, USE AND ACCESS TO DIGITAL
DATABASES

7.1. Proposal to create a Soft Law model with Standard Clauses for Contracts

Considering the dynamic and globalized nature of the internet, probably the best
solution to address the conflicts related to the issues of access rights and use of digital
databases, would be the development of a code of principles with recommendations of
standard clauses to be considered in internet contracts, using as reference what is already
known from the application of the ALI and CLIP principles and adding the idea of standard
clauses to give a better treatment to neighborhood rights, with other rights of more public
and collective interest, which cannot be relegated to a treatment only between the parties, in
the private context of the contractual relationship, as are those of protection of personal,

consumer and competitive data, according to chart 5:

Chart 5 - Analysis of the ALI and CLIP principles and their application to the
Internet

Proposal to regulate conflicts of laws on intellectual property considering experience of the ALI,

CLIP principles and bringing a solution to the Internet

Comparative Aspects

ALI PRINCIPLES

CLIP PRINCIPLES

INTERNET PRINCIPLES
(proposal)

Target group

North American Laws

European laws

Legal structure of the internet
(all services or products
offered via the web)

Categorization

Not Defined

Liabilities for violation and
solutions (remedies)

Liabilities for violation) and
solutions (remedies)

Time-limit for the parties to
impose their obligations

Any time after a conflict
arises

At any time, before or after a
conflict arises

At any time, before or after a
conflict arises

All or part of the subject

Only what involves the

All or part of the subject

Extension matter of the dispute remedies matter of the dispute
The discussion of the Only on rights of use and
S existence, scope or duration Only for solutions in cases of | access to databases and for
cope . T L
of the copyright does not copyright infringement remedies in cases of
apply infringement.
Limitations Does not affect third party

rights

Rights involved

All types of intellectual
property

copyright e trademark

Only on rights of use and
access to databases and for
remedies in infringement
cases, it also covers issues of
personal data protection,
consumer protection and
competition.

Initial presumption of
rights

Universal (global)

Territorial

Universal (global)
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Source: The Author

The research carried out in the course of the preparation of this thesis, through
personal interviews, has corroborated this understanding of Jurgen Basedow, Reto Hilty,
Josef Drexl, Gerald Spindler, Dario Moura Vicente, Rolf Weber, Daphne Keller, Ann
Bartow, Nathalia Mazonnetto.

According to Rolf Weber (personal information, 2017):2%

As you have outlined very well, the issue of 10T ownership is not clear. (...)
Data access and use needs to be regulated in basic terms within a more
concrete environment of circumstances within each specific sector. (...) In
principle, international regulation would be desirable (WIPO) but
realistically this is unlikely to occur. Thus, regional regulations with the
construction of a legal framework preferably based on commercial contracts
should prevail (even with the new US administration returning to
protectionism). (...) Contracts are probably not enough because we have
competition laws. For now, antitrust enforcement is very cumbersome
(lengthy, costly procedures, etc.), use of alternative procedures (online
dispute mediation should be developed).

According to Daphne Keller (personal information, 2017):2%

As far as | can see, the law is a mess, a mixture of rules motivated by
proprietary goals and on the other hand by values such as privacy. We're
going to have to work much harder on a thought that can bring these two
together. For there is also a deep philosophical division about those who
see intellectual property as a natural right of those who see it only as a way
to maximize the progress of science and the arts. | think James Boyle and
Duke have written well about that. | think we're unable to achieve a global
understanding of privacy, especially because of the intersection of privacy

203Rolf Weber. Message received from Rolf.Weber@bratschi-law.ch. Personal interview granted on 17 June
2017. Extract from the original transcript: “As you correctly outline, the ownership issue in respect of loT
data is unclear. (...) Access and use would have to be regulated on the basic of the concrete environment and
circumstances, i.e. in a sector-specific way. (...) In principle, int’l regulations would be desirable (WIPO)
but realistically the chances of getting to such regulations are low. Therefore, regional regulations and
normative frameworks in preferential trade agreements might prevail (even if the new US administration is
turning back to protectionism. (...) Contracts are probably not sufficient but we also do have competition
law. For the time being, antitrust enforcement is cumbersome (lengthy proceedings, costly, etc.), i.e.
alternative procedures (online dispute settlement should be developed)”.

204Daphne Keller. Message received from daphnek@law.stanford.edu. Personal interview granted on 12 June
2017. Extract transcribed from original text: “from what | can see the law is something of a mess, a mish
mash of laws motivated by property goals and laws motivated by other values such as privacy. We will need
to think harder about how to merge the two. There is also a deep philosophical split between those who see
IP as a natural right or sweat of the brow right, versus those who want it only to maximize "progress of
science and useful arts." | think James Boyle at Duke has written well on this. | think we are impossibly far
from reaching global agreement on anything touching privacy, particularly the intersection of privacy and
expression rights. IP harmonization is likelier. And frankly | would like to see much more harmonization
because the spillover from money/political might spent on copyright disputes hurts discussion of other issues
affecting information and speech online. Contracts are not enough. Additional privacy, consumer protection,
and public interest-based rules should apply”.
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and rights of expression. The harmonization of intellectual property is
desirable. And frankly, when it comes to how much money can be spent on
copyright disputes and political wear and tear involving other issues of
information and freedom of expression, online contracts are not enough,
because there is additionally privacy, consumer protection, and other
applicable public interest rules.

For Ann Bartow (personal information, 2017)2%:

I think the United States needs a legal framework that better understands
and can address these privacy issues. A certain level of harmonization is
certainly needed in the future. And contracts are not enough because there
are many imbalances in the relations of power of information.

In the same vein, Nathéalia Mazonnetto (personal information, 2017)2% affirms that:

We are commonly led to believe that for the adequate protection of a good
or interest, it would be necessary to enact new legislation to deal especially
with the matter, especially when the theme is technological innovation, in
which there is always the excuse that the technology, at the time that the
legislative proposal was considered, was not even projected. Even so, | do
not believe that this is a reason for an endless proliferation of laws. The
discussion should be much more about good practices, interpretation and
practical application of the regulatory provisions, in my opinion, than by
the enactment of new laws. Nevertheless, consideration should also be
given to the enforcement of established tenets derived from the regulatory
system as a whole, as well as principles, which often solve the issue,
regardless of legislation with specific treatment. | also invite you to think
about the possibility of using so-called soft laws, especially in this context
of innovation and technological development, as is commonly used in the
context of international contracts and in disputes arising from these
commercial relationships.

Finally, it is important to adjust not only the contracts related to the use of databases
in a context of 10T and Artificial Intelligence, but also to introduce legal notices of protection
on graphic interfaces, since the of the "educational message" for the end user tends to of the
"educational message™ for the end user tends to predominate, especially in the interpretation

of a judge of a more consumerist tendency.

205Ann Bartow. Message received from Ann.Bartow@law.unh.edu. Personal interview granted on 10 July
2017. Extract transcribed from original: “I think the U.S. needs a comprehensive privacy law framework to
address these questions. Some sort of harmonization will surely be necessary in the future. And the contracts
are not enough because of severe imbalances in power and information.”

206Nathalia Mazonnetto. Message received from nathalia@mommalaw.com. Personal interview granted on 10
July 2017.
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Below, in Figure 6, is an example of how this integration between the messages of a
more contractual nature and the direct dialogue with the user through the platform would be,
where the principle of inductive logic is used to convey the regulations in the actual

navigation:

Figure 6 - Legal notice on the artificial intelligence interface with the user

USER

ACCOUNTAGCESS | LOG OUT

MESSAGE

In the sense of protection related to risks, it is essential to insert some legal
warhings in the interface of artificial intelligence, given that there may be a
conversational-transactional format with direct service to users:

The Al solution is a robotic assistant that only suggests and makes
recommendations, but the decision making is unique and exclusive to
the client.

Source: The Author

7.2. Proposal for an International Treaty regulating the rights of ownership, access and
use of digital databases.

"We cannot solve our problems with the same thinking we used when we
created them." (EINSTEIN, 1879-1955)

With regard to another possibility of solution also envisaged during the research of
this thesis, it would be the realization of an International Treaty, if not to regulate the
intellectual property of the databases, since this theme of property is very controversial and
would hinder this debate in an international arena, but at least to deal with the harmonization

of the rights of use and access, which in itself would already be a great evolution.

From the collection of the interviews and analysis of the questionnaires it was also
found that:
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a) For the question as to whether the current laws on the subject of intellectual
property are sufficient to adequately address the theme of databases already in a context of

Internet of Things (1oT) and Artificial Intelligence:

v 87% of the professors interviewed do not believe that the current
regulations on intellectual property in databases are sufficient or

appropriate for the contemporary "intelligent” context;

« 13% did not give an opinion on the topic.

b) When asked about the need to create a new international regulation on the
intellectual property of databases to meet the most current context and advances in the
Internet of Things (1oT) and Artificial Intelligence:

« 37% of respondents believe that it would be desirable to enforce
international regulation, but feel that such a possibility is unlikely in
practice;

v 25% believe that it is not possible to create an effective international

regulation or even doubt the benefits of such a strategy;

« 25% believe that the best solution would be to create an international

regulation to address the matter;

v/ 13% did not give an opinion on the subject.

c) On the regulation of the intellectual property of databases through contracts alone,
with more flexibility between the parties, without having to draft new laws:

v/ 62% believe that contracts are not suitable or sufficient for this type
of regulation, given that there are many rights involved and that they
cannot be dealt with only in contracts (such as consumer protection
issues, competition issues and public interest issues);

v 12% believe that the use of contracts is both acceptable and

sufficient;

v/ 26% did not give an opinion on the subject.

Antonio Carlos Morato (personal information, 2017).2%” who gave his authorization

to transcribe his interview, also expressed an understanding in line with the majority of the

207 Antonio Carlos Morato. Message received from antoniocmorato@gmail.com Personal interview granted on
22 June 2017.
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interviewees, which is that an updated international regulation on the matter would be

necessary, as seen here:

[...] the entire tradition of effective protection of intellectual rights derives
from the regulation of intellectual rights since the Paris and Berne
Conventions. In the contemporary world, the blurring of borders in the face
of the advent of the information society can only lead to such a conclusion.
[...] The ideal would be an international regulation even similar to the
Uncitral Model Law (which, in fact, sets consumer contracts apart) or the
adoption of a convention that would allow the fusion of provisions that deal
with consumer relations and intellectual creations without, therefore,
neglecting the balance and perspective that constitute them as distinct
branches of Law.

As well as confirming the same vision, Alexandre Dias Pereira (personal information,
2017),%%% who also authorized the transcription of an excerpt from the interview and

expressed the following opinion:

[...] an international convention on the subject under the aegis of the WTO
would perhaps be useful. He also reported that he already has a record
published on health data in the Essential Medicines and Health Products
Information Portal, designed and maintained by Human Info NGO.?%°

7.3. Proposed use of arbitration for settlement of disputes (WTO/WIPO model)

The 1990s were landmark years for establishing the main regulatory frameworks for
intellectual property at the international level. Many countries adopted TRIPs in their national
legal systems during this period. Recalling that TRIPS is a treaty with three types of
regulatory arrangements: substantial or compliance rules that bring minimum standards of
protection; procedural rules that make the substantial rules effective; and result based rules
that determine the extent of reparation and compensation for damage suffered by the holders

of the right in the case of abuse.

Therefore, TRIPS brought a set of minimum standards, as well as a whole structure
for the implementation of a dispute settlement system, according to its annex 2, in addition

to the transition rules contained in part 4 of the same treaty.

208 A lexandre Dias Pereira. Message received from aldp@fd.uc.pt. Personal interview granted on: 7 July 2017.

2091t is possible to access the publication of Alexandre Dias Pereira in the Essential Medicines and Health
Products Information portal through the link: WORLD TRADE ORGANIZATION — WTO. Essential
Medicines and Health Products Information Portal. A World Health Organization resource. Available at:
<http://apps.who.int/medicinedocs/en/d/Jh3009ae/>.
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However, it is more recently that intellectual property has experienced even greater
innovation with the use of alternative dispute resolution methods (ADR). This arbitrability

enables the identification of the property object of intellectual assets.

The relevance of this consists in the fact that the greatest challenge for intellectual
property does not lie in the need for regulatory protection by special law (numerus clausus),
but in the need to bring about its enforcement, i.e., to ensure its efficacy in reality, bearing in
mind that the multi-territorial issue has always been a major barrier to the guarantees of the
rights of holders of intellectual property, a reason that has justified its debate in the
International Conventions since Berne and Paris (CUB and CUP).

. When one thinks about intellectual property and all the dynamics that arise from the use
of new technologies, one cannot help but imagine it as a model of a viable solution to the
application of narrative standards? (or recognition standards), which, despite not possessing
an enforceable and binding power, are centered on the logic of persuasion because of their
proximity to market practice. Moreover, they are known to have effect in more than one

country at the same time and are called Soft Law sources

This model has been evolving. There are many successful cases of the application of
recommendations (such as opinions), guidelines, codes of conduct, model laws, principles,
such as CLIP Principles (Europe) and ALI Principles (USA). Brazil, on the other hand, has
not developed anything that matches the European and North American models, which have

even inspired the Japanese and Korean models.

However, even though there are many positive points regarding the application of
Soft Law, since they can always serve as an argument or reference, the greatest criticism of
this model lies precisely in its non-binding character, since it does not provide the necessary
legal security to the parties in that there is no guarantee of its effectiveness in a specific future

case. The model may or may not be complied with.

210Article 249 (ex-189) of the Treaty establishing the European Community (consolidated version Nice), Part
V (The institutions of the Community), Title | (Institutional provisions), Chapter 2 (Common provisions and
several institutions): "In order to carry out their task and in accordance with this Treaty, the European
Parliament together with the Council, the Council and the Commission shall adopt regulations and directives,
take decisions, make recommendations or deliver opinions. The Regulation shall have general application. It
shall be binding in its entirety and directly applicable in all Member States. It shall be binding, as to the result
to be achieved, upon each Member State to which it is addressed, but shall leave to the national authorities
the choice of form and methods. A decision shall be binding in its entirety upon those to whom it is addressed.
Recommendations and opinions shall not be binding.
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Therefore, they would serve much more as guidelines or sources of inspiration to
enable the development of practices, where there is consensus among the parties in their
application, facilitating the implementation of the recommendations contained therein.
However, in the case of disagreement, this model tends to be fragile because it is not equipped
with binding force (enforcement).

Regarding the use of an appropriate model (previously the term alternative was used)
for dispute resolution, something similar to that developed by ICANN since 1999 could be
applied to the issue of domain disputes with the Uniform Dispute Resolution Policy (UDRP),

which is already a tried and tested model.

However, it should be emphasized that the ICANN model is not arbitration as such,
since the procedure does not exclude the jurisdiction of the state courts and is not legally
enforceable. But it has the effect of cancelling, transferring or modifying a domain name,
thus achieving the result expected by the parties, and is therefore considered extremely
efficient. This is because all ICANN-accredited registrars must follow its determinations and

are bound by its recommendations and decisions.

Of course, it would be advisable to adopt an arbitration model itself. This could be
done using the WIPO model of dispute resolution in the WTO - WIPO, with the use of
business-to-business arbitration that could be used for database issues.

In the sense of the issue of objective arbitrability applied, intellectual property, as

Karin Klempp Franco's lesson says:

] in Brazilian law under the first article, which defines that for a matter to
be submitted to arbitration it is necessary that it involves available property
rights. Specifically, in relation to Intellectual Property, there is no provision
in Law no. 9.307/1996,2 or in the legislation related to intellectual property
that prohibits or indicates the arbitrability of controversies in this field.
Some difficulties arise in relation to the public interest component that these
rights contain. Even if private entities agree on a solution to a particular
dispute, the public component of an Intellectual Property Right may render
that solution ineffective.?'?

211 Updated by Law no.. 13.129 de 2015.

22FRANCO, Karin Klempp. Propriedade intelectual e ADRs no Brasil: algumas consideragdes sobre
arbitragem, conciliacdo e mediacdo. In: A PROPRIEDADE intelectual no novo milénio: ASPI 30 anos.
(Intellectual property and ADRSs in Brazil: some considerations on arbitration, conciliation and mediation.
In: Intellectual property in the new millennium: ASPI 30 years) (1. ed. S&o Paulo: ASPI, 2013. p. 95.
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Concerning the European and North American systems are concerned, the question
of arbitrability would also be a possibility. Both legal systems are envisaged, as well as the
CLIP and ALI principles.

It should be noted that WIPO? currently has an international arbitration and
mediation system for dispute resolution in the ADR model, based in Geneva, Switzerland, in
operation since 1994, to handle cases of international commercial disputes between private

parties, especially those involving issues related to technology, entertainment and intellectual
property.
Also, according to Karin Klempp Franco:

Issues of contractual rights derived from Intellectual Property Transactions

do not present any special challenges compared to other commercial
arbitration cases. In fact, arbitration involving transactional Intellectual
Property, mainly franchise and rights license agreements, is common in
Brazil. Difficulties arise when Intellectual Property disputes face the scope
and validity of the underlying Intellectual Property Law.

Issues that usually arise would be those related to: (i) public order, (ii) lack

of free disposition of the parties on these rights, (iii) "inter parties" effects
of the arbitral award, (iv) exclusive jurisdiction of this matter reserved to
certain courts and organs. 24

Considering that the legal requirement of arbitrability would be that the dispute be
centered on the patrimonial object of the intellectual property (its transactional element), the
discussions on moral rights of author, inalienable, would then be excluded from the
arbitration proceedings due to their inalienability. However, there is the understanding that
its (monetary) equity reflex could be the object of discussion in arbitration proceedings,

particularly if there if there is a contractual provision between the parties.

It is also possible to bring to arbitration the resolution of controversies about business
secrets, since in the vast majority of cases, its legal protection is mainly due to contractual
clauses, in the case of Brazil also by Law 9.279/96. In the United States, the Defend Trade
Secrets Act (DTSA) applies, and in the European Union, the Trade Secrets Directive. Thus,
in recent years, it has been observed that there has been a strengthening of the concept of the

2BWIPQ's dispute resolution system is best known for domain dispute resolution (called UDRP), but it also
performs other types of mediation and arbitration as it appears from the information available on its website
WORLD INTELLECTUAL PROPERTY ORGANIZATION - WIPO. Alternative Dispute Resolution.
Available at: <http://www.wipo.int/amc/en/>. Access on: 07 July 2017.

2YERANCO, Karin Klempp. op. cit., p. 95.
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trade secret (business secret), which has also been stimulated by the growth of the digital

economy.

Regarding the use of arbitration or other means of friendly conciliation, it should be
noted that countries with a civil law culture end up placing much more emphasis on formality.
However, the recent reforms of civil and civil procedure codes, as well as the new arbitration
law?™, in Brazil and the updates in this particular area in several other European Union
countries, such as Portugal, Spain, France, Italy and Germany, indicate that there is a growing
tendency towards establishing non-adversarial methods of dispute resolution and their

prioritization inside the Romano-Germanic tradition of conciliation (conciliabo).

The National Institute of Intellectual Property (INPI) itself has inaugurated a Center
for the Defense of Intellectual Property (CEDPI), the initial project of which is to deal with
the mediation of trademark conflicts, but which may evolve to provide treatment for the
resolution of other controversies, so perhaps that could include software, copyrights or even
databases. Also, an INPI-WIPO agreement was established, specifically to provide assistance

for mediations involving holders who are foreigners.

Furthermore, the National Council of Justice (CNJ) implemented resolution 125/2010
with the purpose of creating a national judicial policy for the appropriate treatment of
conflicts and to offer a permanent incentive for the solution of conflicts, through consensual
methods.?®According to the measure, conciliators and mediators must be registered by the
courts, undergo specific training and are prohibited from rendering services to the parties that

are involved in the conciliation or mediation.

According to the International Court of Justice, when judging disputes, it must decide
in accordance with the precepts of international law, using the relevant sources, such as:
international treaties and conventions, international customs, general principles of

international law, jurisprudence, doctrine, and the principle of equity.

In addition, according to the lesson of Maristela Basso, the list of PIL sources for

conflict resolution purposes can include: "[...] the techniques of inspiration or persuasion (as

215 New Brazilian Arbitration Law n. 13,129 of 2015. n. 13.129 de 2015.

218Resolution 125/2010 available in full at: NATIONAL COUNCIL OF JUSTICE. Available at:
<http://www.cnj.jus.br/busca-atos-adm?documento=2579>.
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evident manifestations of a model of flexibility of PIL sources in their narrative dimensions

or through a common sense identification as sources of soft law).”?’

To conclude, new technologies such as the use of blockchain can help in the
management of intellectual rights and there are already a number of initiatives in this regard,
since a large part of the challenge consists precisely of the ability to identify the right holder
and make them accompany the work in a digital environment so that they can be advised if
there is a use by third parties that could lead to some kind of authorization or remuneration
for the right holder

For Birgit Clark, the blockchain, considered as a chain of immutable information
blocks used to record transactions, can be used in many ways to help protect intellectual
property rights, such as: a) provide evidence of authorship and generate evidence of
registration and authentication; b) control the distribution of both what is registered and what
is not; c) provide genuine evidence of first use for trade purposes; contribute to copyright
management (DRM) especially for online music sites; assist in the enforcement of copyright
contracts, licenses and exclusivity of distribution networks through the use of smart
contracts; d) transmit online payments in real time to rights holders; e) could also apply in
cases of parallel import control.?!8

2I7BASSO, Maristela. Curso de direito internacional privado (Course of private international law), cit., p.
101.

218CLARK, Birgit. Blockchain and IP Law: a match made in Crypto Heaven? WIPO Magazine, n. 1,
2018.Available at: <https://www.wipo.int/wipo_magazine/en/2018/01/article_0005.html>. Access on: 17
Dec. 2018.
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PART 5

INTELLECTUAL PROPERTY APPLIED TO THE INTERNET OF
THINGS AND ARTIFICIAL INTELLIGENCE

The last part of the work is dedicated to analyzing the current scenario of
technological advances and taking a look into the future. Thus, the main concepts involving
the Internet of Things (1oT) and Atrtificial Intelligence (Al) will be addressed. This part is
dedicated to a more profound analysis of the ethical and legal paradigm around the
discussions on property rights on databases and intellectual property in IA, with a more
detailed case study of the automobile industry regarding the autonomous car and presentation
of the jurisprudential vision on the subject in the European Union, the United States and
Brazil, using an approach of Comparative Law and dialogue of sources. To finalize the
conclusions are presented, which strive not only to understand the problem, the magnitude
and complexity of which demonstrated that it will require a great deal of international

cooperation among the countries, but also to present a contribution for the future.
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CHAPTER 8. NEW BUSINESS MODELS WITH THE INTERNET OF
THINGS

8.1. The Internet of Things: concept and legal effects

One of the biggest developments of the Information Age today is the Internet of
Things (1oT), a system that allows people and machines to be increasingly inter-connected.
Whether through user/machine or machine/machine logic, 10T has changed people's

behaviors, habits, and quality of life.

These changes come as a result of the evolution of humanity's historical process that,
while creating an economic paradigm where the technique was used for exploitation in an
unconscious manner, has caused a considerable necessity for behavioral changes so that the

market could also change and be less destructive.
As Professor Adalberto Siméo Filho summarizes in a most enlightening manner:

The increase in entropy can also be generated by consumption, recycling
of the goods produced, with the consequent return to nature. There is a loss
of available energy in the process of transforming natural resources into
economic value.

For Rifkin, the so-called entropic invoice of the industrial era is due and
must be paid. This invoice, which demonstrates the inefficiency of the
current economic model and the need to submit it to the laws of
thermodynamics, is impregnated with the accumulation of carbon dioxide
emissions in the atmosphere, climate changes generated by the use of fossil
fuels, destruction of the terrestrial biosphere.

And it is in this undesirable apocalyptic environment, generated as a
consequence of the Second Industrial Revolution, that, in Rifkin's view, a
new technological platform emerges, powerful enough to accelerate the end
of capitalism in the known form and generate a paradoxical contradiction.

This technology-based platform is the result of the union of the internet of
transmissions and communications with the internet of energy and the
integrated internet that came to work in this century and was called the
Internet of Things. l0T.?°

The law, of course, has not been oblivious to these transformations which are still in

the process of development. This is because 10T impacts directly on the functioning of market

2195IMAO FILHO, Adalberto. Revisitando a nova empresalidade a partir do Marco Civil em contexto de
Internet das Coisas (Revisiting the new entrepreneurship from the Brazilian Civil Rights Framework for the
Internet in the context of the Internet of Things. In: DE LUCCA, Newton; SIMAO FILHO, Adalberto; LIMA,
Cintia Rosa Pereira de (Coords.). Direito & Internet I11: Marco Civil da Internet (Law and Internet Ill:
Brazilian Civil Rights Framework for the Internet) (Lei n. 12.965/2014). Sdo Paulo: Quartier Latin, 2015. t.
2, p. 42.
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logic, 22 thereby introducing to the legal system the essential requirement for analysis of the
possible developments that these changes have brought about. Does the traditional contract
meet the requirements for agility and assertiveness of managers of the present and future? Is
the digital contract - which is becoming increasingly a reality in the market - equivalent to
the traditional contract or is it a new concept to be analyzed? How to deal with digital fraud?
Or with the terms of subscription associated with the consumption of digital products and

services?

All these questions - extremely relevant and urgent for contemporary society - are
related to the development of law in the reality of 1oT. But what is 10T?%2! According to the
European Parliament's Research Service, 10T can be defined as the improvement of
communication between machines/computers and the environment/persons in an interactive

way via the internet:

The Internet of Things (10T) has been defined in several different ways.
Generally speaking, it refers to a distributed global network (or networks)
of physical objects that are capable of detecting or acting in their
environment, and capable of communicating with each other, other
machines or computers. These "smart" objects come in a wide range of sizes

220according to the survey conducted by Freund et al (New businesses based on the Internet of Things. FAE
Magazine, v. 1, p 12-13, 2016) "The figures on the potential loT market are quite uncertain. They range from
28.1 billion connected devices (objects or machines) (IDC, 2014), through 38.5 billion and reaching 50 billion
devices by 2020. By comparison, estimates for the world's population in five years are 7.6 billion, leading to
a ratio of 3.7 devices connected per person by IDC, 5.0 by Juniper, and 6.6 by Cisco accounts. According to
Gentili (2015), there are currently 13.4 billion connected devices, of which 130 million are in Brazil,
according to a study by the Brazilian Association of Software Companies (ABES) in partnership with the
International Data Corporation (IDC). The same IDC predicts that the global IoT market will jump from US$
1.9 trillion in 2013 to US$ 7.1 trillion in 2020. Cisco estimates that 0T could add $352 billion to the Brazilian
economy by the end of 2022. Of that total, US$70 billion is related to public sector projects and another
US$282 billion from the private sector. According to Cisco, Brazil accounts for more than a third of the
US$860 billion that the 10T will add to the Latin American economy in the coming years. Latin America is
at the forefront of the Internet of Things, according to Jordi Botifoll, Cisco's president for the region.
According to a survey by Tata Consultancy Services Limited (2015), which interviewed executives from 795
companies worldwide, Brazil lead 10T investments in Latin America in 2015. Brazilian companies will invest
US$ 79.9 million, equivalent to R$ 303 million, in 10T studies and initiatives. More than other emerging
economies, such as India (US$ 24.6 million) and Mexico (US$ 1.8 million). In global terms, Brazilian
companies, compared to the other countries surveyed, were the ones that most reported an increase in
revenue, around 11% to 20%; in 2018, the volume of resources contributed by Brazil's private sector in loT
should grow 21%, rising to US$ 95.6 million or R$ 363 million.

221Eaccioni Filho (Internet das coisas. Internet of Things. Hut: UnisulVirtual, Digital Book, 2016. p. 11) brings
a historical and opinionated view on the concept: "The "Internet of Things" has recently emerged as a new
concept of "network", which includes communications and processing of the most diverse equipment. The
word "internet", with the symbolic power it has for the entire world population, came to incorporate the new
expression "Internet of Things," ' and thus give it scope, immediate understanding of magnitude, technology
and future prospects. 10T - Internet of Thingsl - as the Internet of Things is better known, is a new vision for
the Internet, in which the Internet starts to embrace not only computers, but also everyday objects. This is not
exactly a new technology, but a new frontier in which the internet is deepening. This is the result of the
technological advance that has been continuously being made, especially the electronic miniaturization and
the various communication protocols".
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and capabilities, including simple objects with embedded sensors, home
appliances, industrial robots, cars, trains, and wearable objects such as
watches, bracelets, or shirts. Their value lies in the vast amounts of data
they can capture and, in their ability, to communicate, supporting real-time
control or data analysis that reveals new insights and promotes new
actions.???

Another interesting aspect of this large network of communication and information
exchange that is the 10T concerns the wide range of impacts on the most different aspects of
human life, these can be negative - such as the extinction of jobs, reduction in staff and
vulnerabilities of security and privacy - or positive - such as improvement in quality of life,

greater access to health services, education and more flexibility in industrial processes.??3

One way or another, the legal system is ultimately impacted by all these changes. In
the specific case of intellectual property, the Internet of Things brings a more complex
scenario,??* since many cases are dealt with within the rules of patent and utility model. This
is because, as it is in reality a traditional industrial good that connects to the internet and as

a result has the capacity to generate databases (created or obtained), it is very natural that the

22DAVIES, Ron. The Internet of Things — opportunities and challenges. European Parliament Research
Service (EPRS), 2016.Available at:

<http://www.europarl.europa.eu/RegData/etudes/BRIE/2015/557012/EPRS_BRI1%282015%29557012_EN.p
df>. Access in July 2018.

223pccording to the International Telecommunication Union (ITU), loT will still bring many developments
that can have a very beneficial social impact: "In a report prepared with the multinational company Cisco
Systems, the United Nations agency identified the reasons why the 'Internet of Things' (or 10T) has enormous
potential for achieving the 2030 Agenda in developing economies. The 10T concept concerns a growing
number of devices, from computers and smartphones to simple sensors and chips, that are connected to the
Internet and are able to communicate with other equipment, often without the need for human intervention.
This connectivity is already extensively used in storage systems, fleet management, environmental
monitoring and many industrial processes. By 2020, it is estimated that 20 billion devices will be connected
in some form of network.

2241t js important to point out that in addition to the complexity of the loT problem from a legal point of view,
another difficulty can be pointed out: the greater interconnection/communication of legal practices among
the most different countries, due to the expansion of markets as a consequence of the globalizing evolution
brought about by the high and rapid development of technology. In this sense, the analysis of the recent stance
adopted by Japanese courts facing the inevitable influences of the US legal system in the country is interesting
to analyze: Recent judicial decisions in Japan have further strengthened the protection of intellectual property
and increased its harmonization with US practices. For example, in a recent case, the Osaka Supreme Court
elucidated a doctrine of equivalents, very similar to that recognized in US courts, in search of an author in a
patent case. This decision was significantly expanded from the previous Japanese procedure. As such, it
reflects a significant increase in the scope of the patent. In another case, the Tokyo Supreme Court took the
unprecedented step of nullifying the JPO's decision to declare the problem patent invalid. In another, the
Japanese Supreme Court adopted the first sales doctrine, developed by US courts.

This doctrine limits the patent's right to exclude parallel imports of products it legally places on the market to
cases where the patent holder imposes a territorial restriction on its buyers. By applying the U.S. territorial
restrictions permission, this decision markedly increased protection against parallel imports of patented
products into Japan. Despite this trend towards convergence, differences remain in national systems (STERN,
Robert M. Issues and options for U.S.- Japan trade policies. Ann Arbor, Michigan: The University of
Michigan Press, 2005. p. 167).
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understanding is that all this could be integrated into the patent, as happens with the

patentability of software (when it is embedded in an industry model).

Consequently, if a car is manufactured, and this car has a black box that allows you
to connect on the internet and generate databases, then the manufacturer understands that it
has the property over everything. By the principle of absolute patentability, resulting in
symbiosis, the interdependence of all the parts, that need each other to be the whole. In

autonomous cars this becomes more evident.

This is the understanding of the European Union's industry policy adviser, who
believes that data can indeed be stored as part of a whole license, including the right to collect,

copy, transmit, aggregate, as well as a patent.

In addition, non-exclusivity clauses could be used as part of negotiations between
companies, which is already the case in the aviation industry. And regulators would have the
role of defining standardization rules, especially those related to data protocol standards and

formats, to simplify the sharing and interconnectivity of information.??

The issue in the car industry is very topical and requires a speedy resolution. This is
because the European Parliament has passed legislation requiring all cars, compulsorily, from
2018, to have a mechanism, called eCall, which is activated automatically, to make automatic

contact in the event of a car accident, enabling tracking as per a black box.??®

Despite this enacted law, there is a great sense of discomfort regarding the
possibilities of companies using this data or it even falling into the wrong hands, such as it
being hacked by criminals. Will security measures be effective and will privacy be respected?

227228 These are the concerns of opponents of the law, despite all its positive points in the

22EARLY, Chas. All new cars must contain emergency ‘black boxes’ by 2018, says EU. BT.com, Apr. 30
2015.Available at:

<http://home.bt.com/lifestyle/motoring/motoring-news/all-new-cars-must-contain-emergency-black-boxes-
by-2018-says-eu-11363978335138>. Access on: 29 June 2017.

226The European Parliament has decided this year 2017 that the device called eCall will be mandatory from
2018 and should come as standard in every new car or small van.

227As can be seen, the issue of information security and privacy are essential points of concern in the reality of
10T, since the changes brought about by the expansion also make information, data and privacy more
vulnerable, given that the degree of exposure of systems is much higher in this new reality. According to the
Internet Security Threat Report 2018 (ISTR), a study conducted by Symantec, there was a 600% increase in
attacks against 10T between 2016 and 2017, showing that the concern with information security must be real
and more than necessary.

228The Symantec study analyzed the activities of more than 175 million terminals located in 157 countries, so
that the survey also showed that there was a 13% increase in reported vulnerabilities and a 25% growth in
vulnerabilities related to Industrial Control Systems.
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sense of its potential to save the lives of victims of car accidents, by quickly triggering the

distress call from the car itself.

According to Frédéric Simon, 22 German industry has been asking the European
Commission to exercise caution with regard to the free flow of information, due to concerns
about the increased risk of exposure related to business secrets and the impact on investments
in the digital economy that this type of open data measure may entail. 23° 23! On the other
hand, however, the response of the Director General of Justice, Dirk Staudenmayer, head of
the contract law unit of the Justice Department Commission, to the concerns raised by the
German car industry was: “[...] we want to ensure that all market participants have access to

the data as far as possible.”

One of the industries most interested in accessing car databases is insurance. This
information can both lower the cost of a policy and determine who is liable in the event of

an incident.

According to Juliet Stott,?*? with the use of this type of technology, nicknamed "the
spy in your car," the insurance company will be able to install a device to transmit data related
to the driver's driving habits (whoever is driving the car) to the company and monitor
indicators that range from the type of road that the car is on, how fast the person is driving,

how much strength the person uses to brake, if they indicate to turn in a street.

In other words, the device allows the monitoring of everything that can really
determine whether or not a person is driving dangerously. Even fairer than the form that
defines the amount to be paid of the premium by the person’s age, their marital status, whether

2295IMON, Frédéric. EU struggles for balance on free flow of business data. Europe. Oct 14, 2016. Available
at:  <https://www.euractiv.com/section/innovation-industry/news/eu-struggles-for-balance-on-free-flow-of-
business-data/. Access on: 28 June 2017.

230A good example of German precaution against the free flow of information/data can be seen in the case of
the "My friend Cayla" doll from Genesis Toy, which was banned in Germany because the toy had a device
considered spying due to its ability to collect and transmit information about children who played with it.
The doll asked questions to the children, working as a virtual "friend", the problem is that the device could
receive commands from anyone who was less than 10 meters from the doll, and could also transmit and
collect the information acquired.

Blaccording to CNET Magazine, the doll "My Friend Cayla" was banned in Germany on the grounds that the
microphones inserted in the doll are classified as hidden spy devices, which violates the privacy rules of the
country. The US Federal Trade Commission - the U.S. consumer protection agency - also understood that
the toy violates privacy rules by recording conversations and transmitting audio files to a remote server
without parental consent. Other consumer complaints about the doll have been made in several countries such
as France, the Netherlands, Belgium, Ireland and Norway.

22Apud SIMON, Frédéric. op. cit.
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they have children or not, and that in fact does not measure anything related to the matter of

how the person actually drives.

And then there is a curious situation, because there is an accumulation of passenger
data, because there is not a human driver and it could be that the owner of the car is even the
company that manufactured it and that now offers direct to the final consumer the service of

transport rather than selling the transport product itself.

The robots that run the smart home have a similar concept like LG Robotics, where their
models are manufactured using this industry + internet + database relationship ( everything
together and interdependent) and can then be protected within a patent and not necessarily
dependent on the separate protection that could weaken the databases with the legal model

of copyright or sui generis.

According to Saskia Sassen,?® the transformation of urban spaces into intelligent
information cities?®* will be the next big revolution. Its main characteristic is the
predominance of data flows that will determine public management decisions, priorities,

investments, even where people go.

So, everything is information in the smart city?® with things interconnected by the
internet. Imagine a lamp post that warns that there is a hole in the road, a traffic light that
warns of a crash, the police can locate anyone anywhere, because everything can be read by
everyone with geolocation and biometrics. And how are the rights of use and access to all

this data? Especially in Public Institutions.

BISASSEN, Saskia. The global city: introducing a concept. Brown Junior of World Affairs, v. 11, n. 2, p. 27-
43, 2005. Available at: <http://www.saskiasassen.com/pdfs/publications/the-global-city-brown.pdf>. Access
on: 15 July 2017.

234Smart cities can be understood as cities that make use of technology to develop their planning project with
citizens, proving to be an innovative proposal from a democratic point of view: "According to the European
Union, Smart Cities are systems of people interacting and using energy, materials, services and financing to
catalyze economic development and the improvement of quality of life. These interaction flows are
considered intelligent for making strategic use of infrastructure and services and information and
communication with urban planning and management to meet the social and economic needs of society.
According to the Cities in Motion Index, IESE Business School in Spain, 10 dimensions indicate the level of
intelligence of a city: governance, public administration, urban planning, technology, the environment,
international connections, social cohesion, human capital and the economy" (FUNDACAO GETULIO
VARGAS. O que é uma cidade inteligente? What is a smart city?) FGV Projetos, 2015. Available at:
<https://fgvprojetos.fgv.br/noticias/o-que-e-uma-cidade-inteligente>. Access in: July 2018).

Z5Currently, examples of smart cities are Songdo in South Korea, Copenhagen in Denmark and Santa Ana in
the US, according to Exame magazine.
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8.2. The ownership of databases on the Internet of Things (1oT)

Certainly, according to Wolfgang Kerber, Big Data and digitalization have greatly
challenged the discussion - both political and academic — of how to build a legal framework
to adapt markets to address the new problems that are inherent to the Digital Economy. There
Is a broad consensus that data analysis and storage in large knowledge repositories are the

primary factor in developing the critical resources needed for innovation.?%

The big question about who owns the data is extremely deep and controversial. The
issue has two dimensions: one part is personal data, but it is processed under its own legal
framework with specific laws in a separate section. On the other hand, the great majority of
the data collected in the Digital Society are somehow subject to secrecy, business secrecy or

even intellectual property laws (copyright).

But much of the data generated is created by machines, by sensors. This applies
especially to the data collected from the internet in Industry 4.0.2%" of intelligent devices.
Therefore, there is a perception that this specific data would not be protected by any exclusive
right of ownership. Despite the fact that manufacturers can obtain protection as to the

"ownership" of this data.

According to the survey conducted among the professors interviewed and according
to the analysis of the studies already published by the Max Planck Institute in Munich and
Hamburg, until 2018, there is a tendency in favor of the management of intellectual property
of databases through contracts rather than through new regulation. On the contrary, any
initiative to regulate could be dangerous for innovation and competition in the digital

economy, because it is not clear what the results would be of ensuring the monopolization of

26K ERBER, Wolfgang. A new (intellectual) property right for non-personal data? An Economic Analysis.
Marburg, 2016. p. 2. Available at: <http://www.uni-marburgde/fb02/makro/forschung/magkspapers>.
Access in June 2017.

27 According to Hahn (HAHN, J. Rizzo. Learn what Industry 4.0 is and discover the opportunities it creates.
National SEBRAE, 2016. Available at:

<http://www.sebrae.com.br/sites/PortalSebrae/artigos/saiba-o-que-e-a-industria-40-e-descubra-as-
oportunidades-que-ela-gera,11e01bc9c86f8510VgnVCM1000004c00210aRCRD>. Access in: Jul. 2018) the
concept of industry 4.0 appears after 2010: "It was in the 2011 edition of the Hannover Fair that the concept
of Industry 4.0 began to be revealed to the general public. The initiative, strongly sponsored and encouraged
by the German government in association with technology companies, universities and research centers in
the country, proposes an important paradigm shift in the way factories operate today. In this vision of the
future, there is a complete decentralization of the control of production processes and a proliferation of
interconnected intelligent devices along the entire production and logistics chain. The expected impact on
industry productivity is comparable to that provided by the Internet in several other fields, such as e-
commerce, personal communications and banking.
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information, and this would be going against the European initiative on the free flow of data.

Mainly, because there is a very fine line separating what it would be to protect the
isolated data (coded information at the syntactic level) from what it would be to protect the
content of the information (semantic level). Clearly, this does not mean that companies
cannot protect their data with other mechanisms, such as through business secrets or even

through contracts, for example.

Despite the understanding that there would be no need to introduce a new exclusive
property right for databases, there is a general recognition of the risk of not having the most
adequate legal guarantees for their protection that could address all these different, often

conflicting, interests in them.?3®

One of the major benefits of raising the issue of database ownership has been the
possibility of contributing to a better understanding of data governance in the digital
economy, 23 especially of information flows over the internet and the problems related to the

treatment of privacy that are directly related to these flows.

From the point of view of competitive regulation, the question of what circumstances
would lead to the understanding that a set of data or a database or just an isolated piece of
data could consist of an essential facility and, in turn, have the refusal of protection in the
sense of access privilege only for that which is its holder, according to Article 102 of the
Treaty on the Functioning of the European Union (TFEU), has already been widely
discussed.

From the point of view of competition regulation, the question of which
circumstances would lead to the understanding that a set of data or a database or only an
isolated piece of data could consist of an essential facility and, in turn, have the refusal of

protection in the sense of a privileged access just for its holder, according to Article 102 of

ZEMEDEIROS, Heloisa Gomes. Propriedade intelectual na sociedade informacional: producéo e protecéo de
bens imateriais em tempos de capitalismo cognitivo (Intellectual property in the informational society:
production and protection of immaterial goods in times of cognitive capitalism.). Publica Direito,
2014.Available at: <http://www.publicadireito.com.br/artigos/?cod=7c2af8b8038c80b6>. Access on: 18 July
2017.

239 According to the conception of Régo (RGO, Bergson Lopes, Gestdo e governanga de dados: promovendo
os dados como ativo de valor nas empresas- (data management and governance: promoting data as a value
asset in companies). Rio de Janeiro: Brasport, 2013. p. 92-93) In general Data is developed from three central
pillars: "People, processes and technology are the three common components in all Data Governance
programs. These components must act in an integrated manner for the purpose of implementing the policy
and data strategy defined for the Data Governance program."
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the Treaty on the Functioning of the European Union (TFEU), has already been widely

discussed.

For Kerber, the question of who should own the data has emerged as both a legal and
a political discussion. On the one hand, the issue is related to personal data protection laws.
On the other hand, it is not clear how much data generated by the digital economy would be
protected within the system of copyright.?*® This is because much of the data produced in the
digital economy model is carried out within a machine-made application (without being
produced by humans). This applies especially on the data collected from the internet, which
are fundamental for data analytics. And this has been applied in Industry 4.0, of the
production of smart devices, also called Internet of Things and for that reason this data has

been called industrial data.?*!

But, still analyzing Kerber's vision, there is a great paradigm to be solved, because
the monopolization of information and the impediments to its free circulation would harm
innovation and the digital economy, but the business secrets of this industry cannot be left
unprotected. In Germany, therefore, a discussion brought by Zech?*? began to gain ground,
with four justifications for creating a type of exclusive property right for the data created by
the machines. The reason was to allow the maintenance of data access (disclosure) and to

stimulate the creation of data markets.243

240KERBER, Wolfgang. Competition, innovation and maintaining diversity through competition law. In:
DREXL, Josef; KERBER, Wolfgang; PODSZUN, Rupprecht (Eds.). Competition policy and the economic
approach: foundations and limitations. Cheltenham, UK: Edward Elgar Publishing, 2011.

2411t s important to note the interdisciplinary nature of the issue and the impacts that legal developments can
offer: "In recent years, US public companies have been obliged to comply with the Sarbanes-Oxley Act
(SOX) of 2002. This law was promulgated after the collapse of Enron in 2001. It requires executives from
publicly held companies to be personally liable for the company's credibility. the financial report provided to
the shareholders. Section 302 of SOX compliance is directly related to IT, since most companies engage in
e-commerce. This requires that the IT infrastructure be managed transparently and responsibly, as well as
proof that internal controls exist to prevent fraudulent activity. Compliance with SOX has introduced the
introduction of Control Objectives for Information and Related Technology (COBIT) as the generally
accepted framework for IT auditors to assess compliance with SOX. The COBIT financial reporting process
is based on an internal control of the COSO framework (Hawkins, Alhajjaj & Kelley, 2003). The COSO was
introduced in 1992 by the Committee of Sponsoring Organizations of the Treadway Commission, a
management structure for internal controls” (CHEONG, Lai Kuan; CHANG, Vanessa. The need for Data
Governance: a case study. ACIS 2007 Proceedings, 2007. P. 1000. Awvailable at:
<https://aisel.aisnet.org/cgi/viewcontent.cgi?article=1110&context=acis2007>. Access in: July. 2018.

242For Professor Kerber's quotation on Professor Zech, see Dorner, Big Data e "Dateneigentum”. Grundfragen
des modernen Daten- und Information- shandels, Computer und Recht, (Data ownership." Basic issues of the
modern data and information trade, computers and law 2014, 617, Zech, Daten als Wirtschaftsgut -
Uberlegungen zu einem "Recht des Datenerzeugers"(Considerations on a "right of the data producer.),
Computer und Recht (computers and law), 2015, 137, Zech.

2$3KERBER, Wolfgang. A new (intellectual) property right for non-personal data? cit., p. 2-3.
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In addition, a new intellectual property protection could make public the
information®** that was kept as a business secret to help build data markets by allowing
greater exchange of this data and optimizing the transfer of data allocation. In addition, it
would also enable the economic value of the data to be better adjusted by clarifying
ownership of the data. A regulation will bring more balance to the market than simply leaving

it up to the discretion of the contracts.?*®

Kerber, mentions in his analysis the important work of Herbert Zech,?*® but makes
reservations about who should have the intellectual property right over the databases, to
whom it should be granted. Whether it should be for the data producer, the data coder or the
company that is responsible for producing the data, or the company that benefits the most
from the information. This is an unresolved issue from the point of view of the legal
discussion, especially as the business networks are very interconnected and
interdependent.24

For example, in the case of airlines, who owns the data in the black box of the aircraft?
Is it the company that manufactures the aircraft, such as Airbus? Is it the company that buys
the aircraft and operates it like Latam or Lufthansa? Or would it be a third party, unconnected
with these parties, offering maintenance services to the aircraft, or would it be an insurance
company in the event of an air accident? Or, in the latter case, would we be concerned with

only limited (exceptional) access rights and not property rights?

Most industries rely heavily on data and use it within a network of shared information,
so it becomes somewhat obligatory to have to provide access to data in certain contexts to

other companies.

Therefore, even in the case of business secrets, due to the need to share information
to foster the development of the industry itself, confidentiality agreements are concluded.
That is, ultimately, everything is more regulated by contracts and that is why many countries

have been reviewing and updating their legislation on trade secrets, as the USA did in 2016248

24MARQUES, J. P. Remédio. Propriedade intelectual e interesse plblico (Intellectual property and public
interest.). Boletim da Faculdade de Direito da Universidade de Coimbra, (Bulletin of the Faculty of Law of
the University of Coimbra) Coimbra, v. 79, p. 293-354, 2003.

2451d. Ibid., p. 5-6.

246ZECH, Herbert. Data as a tradeable commodity. In: DE FRANCESCHI, Alberto (Ed.). European contract
law and the digital single market: the implications of the digital revolution. Cambridge: Intersentia, 2016. p.
51-79.

247KERBER, Wolfgang. A new (intellectual) property right for non-personal data? cit., p. 6.

248The United States published the Defendant Trade Secret Act (DTSA) in 2016.
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and as Europe intends to do.

There are, in fact, many points that need to be addressed in order to deal more
adequately with this matter, which only an isolated analysis of competition law will not be
able to answer. This is because if consumers have the right to data portability, competitors
can gain access to a set of data directly from consumers. Therefore, the problem of access to

corporate private databases is now more linked to a digital economy infrastructure issue.

In the end, this may mean creating specific obligations for data holders to ensure
levels of access to the data, whether for some public profiles or even for all public. And this
still needs to be made much clearer, as it will have impacts from the point of view of
standardization and interoperability between systems, especially with the Internet of Things
(loT).

It can be said, even if belatedly, that finally we are facing a unique moment for the
legal system to definitively reach a stage of overcoming the dichotomous model, which
separated copyright and related rights (literary, artistic, scientific property) from industrial
property (trademarks and patents of invention) precisely with all the digital transformation
that society is going through, especially when we observe the types of inventions that are
being created in the field of the Internet of Things and Artificial Intelligence. This is because
there is in its natural composition, a certain integration between industry components with
digital applications and widespread use of databases, i.e., a mix of patent and copyright
together.). It is thus feasible to introduce into the protection package the premises involved
in patent law, specifically the principle of absolute patentability (everything is patentable).
249

Certainly, the issue of rights involving databases is one of the most important issues
of the 21st century in terms of governance and sustainability of the digital economy itself. 2°

8.3. Practical case study

249RISH, Michael. Everything is patentable. Tennessee Law Review, v. 75, 2008.

250As Wachowicz points out (WACHOWICZ, Marcos. . A protecéo juridica das bases de dados em face da
revolucdo da tecnologia da informacgad (The legal protection of databases in the face of the information
technology revolution), cited, p. 29): "The reflections on the problem of legal protection of databases in the
face of the Information Technology Revolution should be based on an interdisciplinary approach, focusing
on the legal, sociological, economic and technological aspects of this phenomenon. The tutelage of the
databases of Intellectual Law should stimulate the diffusion of Information Technology and propitiate the
emergence of technological innovations inherent to the Information Society."
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8.3.1. Automotive industry

Certainly, some industries are more deeply and rapidly impacted by technological
changes than others. Regarding the issue of databases, object of this study, one can list the 5
(five) industries that will be impacted due to their great dependence on information, not only
their own, but also as part of a business network (data market chain), they are: the financial,

automotive, insurance, health and pharmaceutical industries.

Germany has passed the law?®! for self-driving cars, also called autonomous or self-
driving cars, and from 2018 the European Union will demand that all cars have a black box
to send an alert when there is a car accident.

In other words, there are great changes occurring in the automotive industry with the
advances in technology, in general, aimed at increasing the safety of drivers and passengers
themselves, but which will have profound impacts on current business models in this

industry, especially with regard to databases.

All these cars that possess a black box?>? are able to collect a lot of data, both from
the machine and from its users (driver and passengers). This data is also extremely crucial in

the event of having to investigate the reasons for an accident and who is responsible for it.

From the point of view of data storage, under the approved regulations, the data will
have to be stored for 6 months (minimum period) and if there is an accident for 3 years. And
if the data is not deleted after the period, fines will be imposed in accordance with the privacy
and data protection regulations in force in the European Union General Directive Privacy
Regulation (GDPR), which amount to around 4% of the total turnover of the company

worldwide. This is an extremely costly fine.

And that's where the whole debate on the subject commences. How far does the
industry data extend and where does the personal data begin? Who has ownership rights over
the data generated by the black box of the car? Certainly, it is necessary to differentiate the
types of data (according to table 1). In addition, there are many parties involved, as well as

different interests, as Figure 7 demonstrates:

IFRESHFIELDS BRUCKHAUS DERINGER. Automated driving. Germany, June 21, 2017. Available at:
<https://www.freshfields.com/en-gb/our-thinking/campaigns/digital/internet-of-things/connected-
cars/automated-driving-law-passed-in-germany/>. Access on: 01 July 2017.

22EUROPEAN UNION. Europe Commission. Black Boxes/In-Vehicle Data Recorders. Brussels. Available
at:  <https://ec.europa.eu/transport/road_safety/specialist/knowledge/esave/esafety measures_known_safe
ty_effect s/black_boxes_in_vehicle_data_recorders_en>. Access on: 28 June 2017.
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Figure 7 - Case study of the autonomous car industry

1 MANUFACTURER 2 CAR-OWNER 3 CAR DRIVER

THE CONNECTION
4 INSURER 5 AND THE INTERNET 6 THIRD PARTY
APPLICATION PROVIDERS

Source: the Author

We have, then, the manufacturer (car producer), the owner of the vehicle (car owner),
the various users or even passengers who may be in the car (car users), the insurer (car
insurance company) and third parties (which can be someone in another car, another

manufacturer or even a public authority, such as the police investigating an accident).

All of these have some kind of right of access and right to use the data. If data is
anonymized, it has an effect, but if it is individualized, it attracts the regulation of personal
data protection in the countries where it applies, as in the case of the European Union with
the GDPR.

In the United States there is nothing in this sense and in the case of Brazil we would
apply the Civil Rights Framework for the Internet?2 in part, but that could be solved with a
privacy policy, but this is a new kind of relationship for the manufacturer to establish not

only with the owner, but also with the users of the car.

Therefore, the big issue of data collection through the black box of automobiles, or

of any device that has this type of resource, which is essential in the Internet of Things (IoT),

253METZ, Rainer; BINDING Jorg; HAIFENG Pan; HUBER, Florian (Eds.). Consumer data protection in
Brazil, China and Germany. Gottingen: Gottingen University Press, 2016. Awvailable at:
<www.oapen.org/download?type=document&docid=610409>.
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involves the following issues: i) who is responsible for recording the data and deleting the
information; ii) what are the technical details about how the data will be stored and where

will they be stored in the device; (iii) how will the data be protected (information security).

The analysis of the automobile industry is quite unique, as there is a tangle of
interconnected relationships. The increased collection of data and its use by companies is
justified for the purpose of safety and also brings financial benefits to users. But how can

these rules be more clearly defined to prevent abuse?

But is this the best solution? The German regulation, which emerged as a model for
others (benchmarking), retained all liability for the human driver (even if they are not driving)

and also for the owner of the vehicle. 2> But is this the best solution?

Moreover, if there is one segment that is extremely dependent on data related to the
automotive industry, it is the insurance industry. And for this type of business, the
information can mean the difference between paying too much or saving a lot on a policy.
This is what is happening with the widespread popularity of new insurance products targeting

the market of young drivers under 25 years of age.

Several insurers have offered the possibility of differentiated discounts if the
customer allows access to vehicle and driver information, either through means of a cell

phone app or access to the black box of the car.?®

4The German law on automated-driving cars provides that: i) the driver no longer has to keep their hands on
the steering wheel and leave steering control to the vehicle itself; ii) however the driver must keep attention
and take control again if they observe that there is any risk that may exceed the automated response capability
of the car; iii) the driver still holds responsibility for oversight, for taking back control if necessary; iv) black
box records when the driver delegates control of the car to the vehicle; v) the driver remains the driver of the
car for all purposes, never becomes a passenger and always retains liability; vi) the driver's liability may be
excluded if in the event of an accident it is shown that there has been a failure of the system, in which case
the manufacturer will be liable; and vii) the owner of the vehicle remains liable to the victims of an accident,
even in the case of an accident caused by a failure of the system, but his/her insurer may claim compensation
from the manufacturer.

255 This is already a reality in the UK, where more than 30 insurers offer this type of policy, including Aviva,
Admiral, Direct Line, Tesco and Co-op Insurance, according to the British Insurance Brokers' Association
(Biba). STOTT, Juliet. Black box car insurance: a young driver's new best friend behind the dashboard. The
Guardian, England, March 26, 2016. Available at:

<https://www.theguardian.com/money/2016/mar/26/black-box-car-insurance-cuts-young-drivers-
premiums>. Access on: 30 Jun. 2017.
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In the United States, the regulation on access to information related to car drivers is
protected by privacy.?*®And the U.S. federal system makes it difficult to harmonize the

matter, at a national level in the country, as well as at an international level.

Finally, it is important to point out, albeit briefly, that the health and pharmaceutical
industries are also evolving in this direction and are already taking their first steps. Therefore,
there is a strong tendency for this to be an extremely relevant theme for those segments with

significant critical impacts on society.

256politica de Privacidade dos dados dos motoristas no Estado de Nova lorque (Driver Data Privacy Policy in
New York State): DRIVER'S Privacy Protection Act (DPPA). What is the Driver's Privacy Protection Act
(DPPA)? Available at: <https://dmv.ny.gov/drivers-privacy-protection-act-dppa>.



171

CHAPTER 9. THE EVOLUTION TO ARTIFICIAL INTELLIGENCE

9.1. The new ethical and legal paradigm of Artificial Intelligence

According to Cécile Huet, Deputy Head of the Unit for Robotics and Atrtificial
Intelligence, Director General of Communication, Content and Technology of the European
Parliament, the European Union Robotics and Artificial Intelligence project development
program, entitled H2020, is one of the largest in the world. The Purpose is to build a European
model of a Data Economy.

In order to stimulate the development of the market, some measures are necessary,
among them, the definition of an ethical standard and a legal framework that can guarantee

greater security for relationships and transactions based on data.

The application of regulations in this area is intended to facilitate the removal of data
location restrictions that still hinder the adoption of cloud computing on a more massive
scale. According to Cécile, the benefits to users and service providers would exceed 19

billion euros by 2020 if these measures were introduced.?®’

And in the legal environment this improved situation can already be seen, as

Alexandra Captariu points out:

Artificial intelligence, known since the 1950s, has already passed the
Turing test, as it behaves like human beings and has resources as unlimited
as all the collective knowledge of the internet. For some law firms, law
students and young lawyer-researchers are already obsolete. The proof?
Take the example of Ross. This is a machine with artificial intelligence that
was recently acquired by the law firm BakerHostetler in the United States
to conduct research on bankruptcy law. This machine is not only able to
provide thousands of decisions relevant to a specific issue, but it is can also
interact with lawyers who have posed a question, adapt the answers to the
needs of lawyers and to produce appropriate, tailor-made assumptions. This
invention has a certain appeal and can, of course, appeal to experienced

’EUROPEAN COMMISSION. Cross-border data flow in the Digital Single Market: data location
restrictions. Report / Study, 10 Jan. 2017.Available at:
<https://ec.europa.eu/digital-single-market/news-redirect/51708>. Access on: 24 July. 2017; EUROPEAN
COMMISSION. Facilitating cross border data flow in the Digital Single Market. Report / Study, 10 Jan.
2017. Available at: <https://ec.europa.eu/digital-single-market/news-redirect/51704>. Access on: 24 July
2017 e EUROPEAN COMMISSION. Building a European Data Economy. Available at:
<https://eur-lex.europa.eu/content/news/building_EU_data_economy.html>. Access on: 24 July 2017.
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lawyers who think they can reduce the number of employees they would
have to pay and increase the efficiency of their practice.?®®

There is a current search for smarter regulation that can meet the demands and
expectations of the post-digital society. This is what has been called smart regulation for
smart industry and cities. In other words, the balance between innovation and protection must

be measured.

From this perspective, the issue of analyzing data (data analytics), the Internet of
Things (1oT), and artificial intelligence platforms on demand (Al platforms) is often analyzed
from a ethical and legal perspective under five aspects: (i) safety; (ii) liability; (iii) data

protection); (iv) ownership and (v) employment
9.2. Intellectual Property in Artificial Intelligence

Data are intangible assets, and as such cannot be described by traditional definitions
of ownership. The legislation relating to the protection of property has often lead to the courts
linking "ownership™ with regard to non-personal data to the ownership of the physical means
of storage of such data, i.e. still from the point of view of the medium (wrapping) rather than

the database itself. 25

And it is very important to keep in mind that artificial intelligence is not just another
type of technology, because its scope and capacity is different from the others, as Barthe

Emmanuel summarizes:

To understand where artificial intelligence in the law is, you have to know
what you're talking about. And to know what we're talking about; we need
to start with categories and definitions. The first stage of this work of
definition and categorization is that of the technologies used and the
companies involved.

To define technologies, because maintaining the original definition of
artificial intelligence, given its imprecision, is impossible. The term
"artificial intelligence", created by John McCarthy, is defined by one of its
creators, Marvin Lee Minsky, as "the construction of computer programs
that engage in tasks that are, for now, performed more satisfactorily by
human beings, because they require high level mental processes such as:
perceptual learning, memory organization and critical reasoning". The
definition of Larousse is a little less vague, but it remains insufficient: "the

28CAPTARIU, Alexandra. L’intelligence artificielle et le droit: les limites a questionner (Artificial intelligence
and law: the limits in question). Journal L’Obiter, 2018. Available at: <http://journalobiter.com/lintelligence-
artificielle-et-le-droit-les-limites-a-questionner/>. Access on: 14 Nov.2018.

259Y, Zech, dados como uma mercadoria comercializavel, em: ZECH, Herbert. (Data as a tradeable
commaodity), cit., p. 59-60.
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set of theories and techniques implemented to obtain machines capable of
simulating intelligence."

The philosopher and researcher in information and communication Science
Pierre Lévy, frankly, defines Al as: "Artificial Intelligence is an expression
of “marketing” to design the most advanced and perpetually-in-motion
zone of processing techniques of Information.”

Therefore, there are technologies that need to be differentiated from each
other and, behind these technologies, there are applications (software, if
you prefer) and their developers, large IT and internet companies. Or start-
ups, all companies that work on applying the latest computer technologies
to the law are commonly called "legal technology." Companies and Al
products in law are a subset of legal technology. However, we must
distinguish Al from all the legal technology.®

Alan Turing posed the following question in the 1950s: "Can machines think?” 2°*As
defined by Russell and Norvig,?? the theory of artificial intelligence is related to a set of
processes of rationalization of machine behavior in which a measurement is taken based on
a pre-established expectation of expected intelligence for that pattern of activity. There are
thus four objectives to be pursued in the development of artificial intelligence systems: (i)
to act rationally; (ii) to think rationally; (iii) to act as a human being; (iv) to think as a

human being).

According to Pedro Domingos,?®%there are five schools of thought of artificial
intelligence for the development of machine learning solutions, they are: i) Symbolists; ii)
Connectionists; iii) Evolutionaries; iv) Bayesians and v) Analogists.

Depending on the line followed, you can design either pure or hybrid algorithms. In
any case, every algorithm is always a meticulous pattern. While scientists create theories,
engineers create devices, computer scientists create algorithms that are at the same time a set
that involves theory + device + databases.?®* That's why in the artificial intelligence race,

whoever has the best algorithms and the most data wins.

Z0BARTHE, Emmanuel. Intelligence artificielle en droit: derriére la “hype”, la réalité. Un blog pour
I’information juridique, (Artificial intelligence in law: behind the "hype", the reality. A blog for legal
information) Nov. 2017. Available at:

<http://www.precisement.org/blog/Intelligence-artificielle-en-droit-derriere-la-hype-la-realite.html#definir>.
Access on: 17 Nov. 2018.

2ITURING, Alan M. Computing Machinery and Intelligence. Mind, v. 49, p. 433, 1950.

262RUSSEL, Stuart J.; NORVIG, Peter. Artificial Intelligence: a modern approach. Prentice Hall, 1995.
Auvailable at :<http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.259.8854&rep=repl&type=pdf>.

285DOMINGOS, Pedro. O Algoritmo Mestre (The Master Algorithm.). Sio Paulo: Novatec, 2015. p. 19.

24DOMINGOS, Pedro. op. cit., p. 27 e 37.


http://citeseerx.ist.psu.edu/viewdoc/download?doi=10.1.1.259.8854&rep=rep1&type=pdf
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Artificial intelligence involves, in an objective way, the development of a "specialist
system,” which would be one that is equipped with a set of commands capable of allowing it
to acquire and make available the operational knowledge of a human specialist in a certain

area or field of action.?%®

Therefore, a "specialist system™ of artificial intelligence would consist of an algorithm
that has an inference mechanism capable of drawing conclusions from the facts (data

provided) and the knowledge stored in its databases (historical learning).

In order to progress, all areas of science need to have data proportional to the
complexity of the phenomenon they are studying. The result of artificial intelligence is only
possible if there is a considerable database, both from a quantitative and qualitative point of

view, to allow machine learning within the "example-feedback" methodology.

Therefore, those who develop technology need to be allowed access to these
databases, not only public databases (open or in the public domain) but also private databases
(applied and enriched), whether in the partnership model ( through joint venture or research),

use license ( whether paid or not), or another established format.

However, it transpires that machine-generated data as well as essentially industrial
data do not benefit from protection by other intellectual property rights, since they are not

considered to be the result of an intellectual effort.

On the other hand, the databases resulting from the application of analytics methods
would be subject to protection, since it is possible to demonstrate that there was a
considerable intellectual effort made in the design of the data integration process or the
analytical algorithm (software), besides the investment of resources and time. Thus, the
evolution of the application of machine learning algorithms may represent precisely the

ability to assign inventiveness elements to databases.

Still on the examination of the legal nature of the protection of artificial intelligence,
it is important to highlight that for Al, the primary database is called the data lake, that is, the
layer that gathers the widest source of information that may be useful to feed the analytics

system that has been developed.

255GUARIZI, Débora Deflim; OLIVEIRA, Eliane Vendramini. Estudo da inteligéncia artificial aplicada na
area da saude (Study of applied artificial intelligence in the health sector). Colloquium Exactarum, v. 6, n.
esp., p. 26-37, December. 2014.
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As observed in Figure 8:

Figure 8 — Artificial Intelligence Composition Model
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Therefore, it is possible to concede that there is a use of creativity (originality) at the
moment the primary database (or data lake) passes through the learning filter to generate a
resulting knowledge base. This will have added value and will make the artificial intelligence

algorithm itself mature, learn, evolve which results in it having a higher valuation.

It should be noted that the European Union has also adopted legislation on the
protection of undisclosed know-how and commercial information (trade secrets) against their

illegal acquisition, use and disclosure. According to this directive,?%

information (including
data) classified as a 'trade secret' can be protected if it meets the following requirements: (a)
it is secret; (b) it has commercial value because it is secret; and (c) it has been subject to
reasonable measures, in the circumstances, by the person legally in control of the

information, to maintain it as secret (secrecy).

266Djretive (EU) 2016/943 of 8 June 2016 on the protection of know-how and confidential business information
(trade secrets) against its unlawful acquisition, use and disclosure.
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There are also other regulations that can be applied as protective measures to prevent
or restrict access to databases according to how they meet the requirements of: protection of

consumers' personal data; payment information (Payments Directive).

However, the General Competition Law provides for exceptions that guarantee the
right of access to the database, according to the established interpretation of the CJEU, which
has developed four conditions, namely: that the data are essential for the other party; that
there is no competitive relationship between the parties; that the refusal of access to the
database is a measure that prevents the free flow of competition; and that there is no
reasonable grounds for refusal.

On the basis of an analysis of the existing legislation in the European Union,?®’ the
following considerations can be made: there is not yet a comprehensive legislative
framework concerning the rights that can be exercised in relation to access to non-personal
databases or that are anonymized, in particular as regards data created by computer processes
or collected by sensors processing information from equipment, machinery or software, or in
relation to the conditions under which such rights can be exercised (example of loT and
Artificial Intelligence applications); apart from the Trade Secrets Directive, there is no legal
protection in relation to investments made in data generation and/or collection; there are rules
on access to private data in a very limited number of sectors (notably the financial, health

and public sectors)

By comparison, in the United States most registrations for purposes of protecting
artificial intelligence are taken to the Patent Office (USPTO) based on Class 706.2%¢

26’0SBORNE CLARKE LLP. Legal study on ownership and access to data. Final report — Study, cit., p. 79.

28Class 706 - DATA PROCESSING - ARTIFICIAL INTELLIGENCE

Class Definition: GENERAL STATEMENT OF THEME CLASS

This is a generic class for artificial intelligence type computers and digital data processing systems and
corresponding data processing methods and products for intelligence emulation (i.e. knowledge-based
systems, reasoning systems and knowledge acquisition systems); and including systems for reasoning with
uncertainty (e.g., diffuse logic systems), adaptive systems, machine learning systems and artificial neural
networks.

(1) note. This class includes systems with a faculty of perception or learning.

(2) note. This class also provides data processing systems and corresponding data processing methods to
implement demonstrations of mathematical theorems or automated logic (U.S. PATENT AND
TRADEMARK OFFICE). U. S. Patent Classification System - Classification definitions: Class 706. U.S.

Patent and Trademark Office, 2000. Available at

<https://www.uspto.gov/web/offices/ac/ido/oeip/taf/def/706.htm>. Access in: Jul. 2018).
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According to Mark Davison,?° the prospect of achieving an international treaty on
the protection of databases is highly unlikely. Although now with the new implications of

IoT and Al solutions this may again become a priority on the agenda of state leaders.

Despite the relevance of the topic, the discussions are still at an early stage and have
produced little on the subject. Most Member States have not yet developed any policy on
‘data ownership' issues and access to commercially held data. In this sense, the legal

framework has been far more contract-based, even if it has limited effects.

9.3. International law applied to Artificial Intelligence and regulatory trends in the
European Union and the United States

The United States' vision has been to specifically recommend, through the work of
the Institute of American Electrical and Electronics Engineers (IEEE-U.S.), which is
fundamental to the development of Artificial Intelligence, that the United States government
seek sufficient technical knowledge to be able to regulate Al matters. This recommendation
is in line with that of the National Science and Technology Council in its 100 Years Study of
Artificial Intelligence that more technical expertise is required to create a political, legal, and
regulatory environment that enables nascent innovation to thrive for the benefit and
protection of the U.S. public.?”

From the American perspective, some interpretations of federal laws have turned
some practices that were legal in the traditional environment into illegal on the internet and
the removal of these barriers is essential. The plan is to involve an inter-agency panel in a
coordinated manner to determine how Artificial Intelligence technology should be regulated
at the federal level. There are at least sixteen different agencies operating in various sectors
of the economy related to Al, so it is important to achieve a uniformity of best practices and
standards to meet national security objectives, public trust, ethics and other property and

liability law issues.

29DAVISON, Mark. The legal protection of databases. Cambridge: Cambridge University Press, 2003. p. 293.
Available at: <https://books.google.com.br/books?ishn=1139435655>. Access on 23 July 2017.

270STANFORD UNIVERSITY. Artificial intelligence and life in 2030. One-hundred-year study on artificial
intelligence. Report of The 2015 Study Panel. Sept. 2016. Available at:

<https://ai100.stanford.edu/sites/default/files/ail00report10032016fnl_singles.pdf>. Access on: 23 July.
2018.



178

In doing so, the United States seeks to create new, short-term technological rights
consistent with the accelerated progress of Artificial Intelligence to enable the property
generated by the Al to be "invention™ or "work" as defined by current U.S. patent and
copyright laws, but redefining its term, which may be shorter in nature than the time required

to process a patent or copyright application in other areas.

The use of Al in computational vision and human-computer interactions is expected
to have far-reaching implications and Al-enabled robots are expected to perform difficult and
dangerous tasks that require human-like intelligence. Ultimately, the goal is for Al to improve
the quality of life through smart cities and decision support in health, social services, criminal

justice and the environment.?*

There is intense international competition for the supremacy of Al. And the
competitive advantage will be with those who have: a) the best technology; b) the skilled
labor; c) the updated and consistent regulatory framework. In addition to the United States

the European Union, Japan and China are in this dispute for Al leadership.

The major North American concern is the exploitation of security vulnerabilities in
Al systems that could endanger the entire system and generate a national security incident.
Therefore, in addition to consumer acceptance, social acceptance will also depend on the
security of the system. Public understanding of Al security should be responsible for driving
the policy and regulatory agenda. Achieving transparency, in terms of how a system is

designed and what it is used for, remains a challenge and an obstacle to its adoption.

It is imperative that industry, academia, and government accurately clearly
communicate both the positive potential of Al and the areas that require caution. There are
legitimate reasons why people have doubts about the use of technology. Programming
artificial intelligence systems will require a common sense of ethical behavior or, at a

minimum, Al programming to have behaviors for ethical implications.?"2

2"1Source: “O Plano Estratégico Nacional de Pesquisa e Desenvolvimento de Inteligéncia Artificial”, Programa
de Pesquisa e Desenvolvimento de Redes e Tecnologia da Informacdo (NITRD), 2016. UNITED STATES
OF AMERICA. The national artificial intelligence research and development strategic plan. National
Science and Technology Council. Networking and Information Technology Research and Development
Subcommittee. Oct. 2016. Available at:

<https://www.nitrd.gov/PUBS/national_ai_rd_strategic_plan.pdf>. Access on: 24 July 2018.

272Design alinhado eticamente: Uma visdo para priorizar o bem-estar humano com inteligéncia artificial e
sistemas autbnomos. Iniciativa Global IEEE para Consideragdes Eticas em Inteligéncia Artificial e Sistemas
Autdnomos, (Ethically aligned design: A vision to prioritize human well-being with artificial intelligence
and autonomous systems. IEEE Global Initiative for Ethical Considerations in Artificial Intelligence and
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To address these and many other social issues, the IEEE USA recommended: (i)
encouraging the development of Al to meet the pressing needs of humanity; (ii) getting the
media on board for them to illustrate the beneficial uses of Al and the important steps being
taken to ensure security and transparency; (iii) developing economies capable of absorbing
Al systems, providing ample employment opportunities for those who might otherwise be
unemployed or losing their businesses; (iv) promoting dialogue and ongoing debate on the
social and ethical implications of Al systems; and (V) initiating an international dialogue to
determine best practices for the use and development of artificial intelligence systems and
codify this dialogue into international rules and regulations.?”

The robotics industry is already the most important in Japan. China wants to be a
world leader in Al due to the strategic importance of Al for national security and economic

growth.2"

Established in 1982, the European Artificial Intelligence Coordination Committee
(ECCAI) coordinates the development of Al in Europe and promotes the study, research and
application of Al. The European Parliament is discussing the issue of robot civil liability and
its legal personality and the development of a specific directive on the subject.?” Brazil, on
the other hand, does not yet have relevant initiatives on the specific regulation of artificial

intelligence.

In isolation, some countries have sought to devise national laws, such as France,
which has enacted recent legislation on Open Data?’® setting out provisions obliging
commercial undertakings to open - under certain conditions - data they hold for re-use, in

particular data generated in the context of public procurement (Article 17), commercial data

Autonomous Systems, 2016) 2016. 27 R. Arkin, "Etica e Sistemas Autdnomos: Perigos e Promessas [Ponto
de Vista]." ARKIN, Ronald C. (Ethics and Autonomous Systems: Perils and Promises). Proceedings of the
IEEE, v. 104, n. 10, p. 1779-1781, Oct. 2016. Available at:
<http://ieeexplore.ieee.org/stamp/stamp.jsp?tp=&arnumber=7571204>. Access on: 24 July 2018.
2EDELMAN, Benjamin G.; LUCA, Michael. Digital discrimination: the Case of Airbnb.com._Harvard
Business School Working Paper, 28 Jan. 2014. Available at:
<https://hbswk.hbs.edu/item/digital-discrimination-the-case-of-airbnb-com. Access on: 23 July 2018.
27%YUAN, Li. China gears up in artificial-intelligence race. Wall Street Journal, Aug. 24, 2016. Available at:
<https://www.wsj.com/articles/china-gears-up-in-artificial-intelligence-race-1472054254>. Access on: 23
July 2018.
275 The European Parliament discusses a regulation on the subject "Civil Law on Robotics", see European
Parliament website:
http://www.europarl.europa.eu/sides/getDoc.do?pubRef=-//EP//TEXT+TA+P8-TA-2017-
0051+0+DOC+XML+V0//PTHBKMD-12.
278 oi n° 2016-1321 de 7 de outubro de 2016 para a RepUblica Francesa, (Law No. 2016-1321 OJ French
Republic No. 0235 of October 7, 2016 for the French Republic)


https://www.wsj.com/articles/china-gears-up-in-artificial-intelligence-race-1472054254
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for the establishment of official statistics (Article 19), certain data on electricity and gas
production and consumption held by transmission and distribution system operators for re-
use by any other party (Article 23) and certain data on changes in real estate ownership for
re-use by certain third parties (Article 24). Such data are defined as 'data of public interest'.
According to the government's proposal, the aim of the articles mentioned is to 'improve the
circulation of data and knowledge' in order to give France a competitive advantage in the

digital economy.

In Germany, there is an intense debate on the emerging issues of 'data ownership’,
access to data and liability. There is a particular focus on the implications for Industry 4.0
developments. In the German view, there is a need for further regulation to adequately

allocate rights to data.?’’

The Estonian government has launched the idea of creating a fifth freedom, namely
the free movement of knowledge and data, alongside to and in parallel with the four freedoms

of the internal market established by the EU Treaties.?"®

Finally, Finland presented a legislative proposal for a new Transport Code stipulating
that essential information concerning passenger transport services (including services
operated by private companies) should be disclosed as open data. The proposal also lays
down provisions for the interoperability of ticket and payment systems, as well as the opening
of interfaces. Under the term "MyData",?’® the government is developing a conceptual model
of a future data architecture that is designed around the individual with respect to personal
data.

ZITEUR-Lex. Commission Staff Working Document on the free flow of data and emerging issues of the
European data economy Accompanying the document Communication Building a European data economy.
COM (2017) 9 final. Available at:

<https://eur-lex.europa.eu/legal-content/DE/ALL/?uri=CELEX%3A52017SC0002>.

278 See speech by the President Ilves of Estonia, in the European Parliament on 2 February 2016. FORMAL
sitting — Estonia. Toomas Hendrik llves, President of the Republic of Estonia. 2 Febr. 2016. Strasbourg.
European Parliament. Available at:

<http://www.europarl.europa.eu/sides/getDoc.do?pubRef=-//EP//TEXT+CRE+20160202+ITEM-
005+DOC+XML+VO//EN>. Access on: 23 July 2018.

2S\White Paper published 2015: POIKOLA, Antti; KUIKKANIEMI, Kai; HONKO, Harri MyData — A Nordic
Model for human-centered personal data management and processing. Ministry of Transport and
Communications, [2015]. Available at:

<https://www.lvm.fi/-/mydata-a-nordic-model-for-human-centered-personal-data-management-and-
processing-860616>. Access on: 23 July 2018.
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What is observed in all these countries is that with the emergence of loT-enabled
devices, the tone of the database ownership dialogue has changed and is still undergoing

transformation as the transition to an Artificial Intelligence-based society is underway.

As machines, tools, and devices equipped with loT-connected sensors generate a
large amount of data, which in turn is an important source for Big Data analytics, enabling

data-driven innovation, the question of "who owns the data™ becomes more relevant.

In a comparative overview: (i) the sui generis protection offered to databases in the
EU does not exist in the US; (ii) protection of trade secrets are available in both the EU and
the US. But there is still no indication of plans at a federal or state level to regulate data rights
or access to commercially maintained data. All loopholes are being addressed by individual

contracts.

But some specific sectors demand rules, even if they are vertical (sectorial)
regulations to give better treatment to the matter in order to seek a standardization (market
standardization), they are: the sector of connected vehicles (to improve urban mobility and
to delimit responsibilities); the data-driven energy sector (to balance the supply of electricity
use and the adoption of smart metering); the sector of intelligent housing (which also includes
smart housing services); the health sector; the agricultural sector (for gains in the value chain
and to reduce end-to-end food loss); and the sector of official statistics (such as population
census, employment data, other information from relevant research for sustainable economic

and social development).

In any of these sectors of the economy, one thing is certain, it will always be
fundamental to be able to measure the value of intellectual assets involved in Al project
investments.

From the point of view of equity analysis of assets related to artificial intelligence,
there are some simulations that can be performed considering the application of two
equations, which take into account a matrix of revenue X risk X responsibility, as illustrated

in Figure 9.

Figure 9 - Evaluation equation of the intellectual property of artificial intelligence

EQUATION 1
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Data:
PI1IA: value of the intellectual property of artificial intelligence.
Vsec: Value of the license to use the secondary knowledge base.
laa: license to use the learning algorithm.
nu: number of users.
fp: anonymization factor.
feodpp: coOnsent factor of the primary personal database.
frodpp: Contamination factor/privacy risk of the primary personal database.
PIIA = (Vgec + laa) X (nu X fio + ny X fcbdpp) B frbdpp
EQUATION 2
Data:

AITV: value of Al technology.

Vbase: Value of the initial machine learning algorithm (base)).

Ncam: NUMber of layers of learning.

Nex: NUMber of examples.

trea: amount of application time with feedbacks.

Ond: generation of new databases of resulting knowledge.

Cta: capacity of decision making (by inverse deduction, backpropagation, Bayesian
inference, statistical prediction, judgments by similarity, analogy and support
vectors).

Cint: ability to interact directly with humans (use of natural language, use of
conversational assistant, use of transactional assistant).

Cens: ability to teach other Al learners (networked learning with other Al).
frisk: risk factor (learning deviations and probability of ethical failures in Al
behavior).

AITV = Ubpase X Neam X (nex X tfed X gbd) X Cta X Cint X Cens — frisk

Source: The Author

In illustrative terms, the value of the intellectual property of artificial intelligence, in
terms of asset valuation, would have a direct relationship with the investment made in the
development of the learning algorithm (or the license value assigned to it), as well as the
value assigned to databases, and these should be divided into two categories: the primary
database, which still has the privacy risk factor, and therefore its value is higher the higher
the consent and/or anonymization factor applied to the database related to the holders (users);

and the secondary database, which should be understood as machine learning (the resulting
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knowledge by analytics or feedback and that starts to feed back to the database). And this

can be determined using the model in equation 1.

Another evaluation method would be the one performed by the second formula that
brings a more in-depth analysis about the technology itself, i.e., what type of learning
algorithm is being addressed, since its learning capacity can be a factor in reducing to
practically zero the obsolescence factor (which was not considered in the equation), on the
contrary, the more elements of self-determination and decision are involved, the more up-to-
date it is, but there is a new risk to be considered which is that of learning deviation with
ethical and behavioral failure (challenge of teaching the algorithm what is an error and when

it has erred and therefore should disregard that resulting learning).

For David Klein, strategic management of intellectual capital is a key element in
enhancing innovation in both the private and public sectors and must be part of a structured
organizational policy. 22° We can also add that it applies not only for companies but also for

countries, as a strategic vision of governments and states.

9.4. Comparative jurisprudential analysis of cases involving databases

Case Law is an important source of private international law due to its direct and
immediate relationship with the various mechanisms for the resolution of transnational
disputes by courts. In other words, it brings together a set of mixed cases with external
elements and their respective solutions that serve as inspiration for the judicial analytical
method. As it is up to the judges to draw on their experience in developing general principles
of interpretation, these references serve as a basis for upholding the law applicable to the
specific case when there are elements of strangeness that require the use of foreign law in the

court.

Certainly, there is a more satisfactory result when the court is specialized, mainly
because the national courts are subject to variations due to the greater or lesser degree of
experience of magistrates in matters of private international law, especially in matters related

to international contracts, protection of intangible assets and transfer of technology.

280K LEIN, David A. A gestdo estratégica do capital intelectual (The strategic management of intellectual
capital) Rio de Janeiro: Qualitymark, 2002. p. 2.
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A brief consideration should be given to the possibility of the constituted States
favoring the use of exclusive jurisdiction rules both on international law and on the validity
of duly registered Intellectual Property Rights (IPRs) when involving cross-border
adjudication. Thus, the practice of the State that is in favor of cross-border adjudication of
issues of validity of registered IPRs does not confirm, but neither does it exclude that rules

of exclusive jurisdiction are an expression of common rules of international law.28!

In the context of the direct jurisdiction of the international courts for the judgment of
issues related to the internet and new technologies, there has still been low usage, with a
greater inclination towards the national court for resolving these cases. Exceptionally, there
are judgments involving the Permanent Court of International Justice (PCI1J) created as an
institution of the League of Nations and its successor the International Court of Justice of the
UN (ICJ).

Would they be qualified to judge cases involving conflicts over the ownership of
databases and which law to apply, European, American, or Brazilian, since there is no
international convention or treaty on the subject that completely resolves the complexity of

the issue today?

What has been observed is a greater predominance of the Court of Justice of the
European Union (CJEU) and its strengthening in recent years as the main creator of
jurisprudence on various matters of private international law, since it has jurisdiction to
adjudicate disputes based on the application and interpretation of the rules of the constituent
treaties of European Community law. Its decisions have been able to create precedents in

several cases related to internet issues, as they are transnational in nature.

Considering that this work aims to carry out a comparative law study, it is necessary
to analyze the evolution of the intersection of international law on intellectual property and
how this integration started to be observed from WIPO and the increased complexity of its

use as the issues involving the new technologies and the internet evolved.

One of the motivations for comparison, particularly in some regulatory systems such
as law, is that comparison is considered a necessary prelude to the development of some form
of synthesis. For example, in the European Union, the extensive use of the comparative

method by the European Commission is capable of generating sufficient information on the

21YBERTAZZI, Benedetta. Exclusive jurisdiction in intellectual property. Heidelberg, DE: Mohr Siebeck,
2012. p. 99.
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practices of each member state in a particular issue, so that common points can be identified,
and enable harmonization to proceed more easily, and identify where differences occur to
know where difficulties and barriers may be, in order to achieve harmonization and be able

to develop a strategy to resolve this issue.?%

From a judicial perspective, a thorough analysis of intellectual property protection
includes a consideration not only of the statutory provisions of the law, but also of other
factors that impact the incentive to create and the protected works or content’s availability
for use. More significantly, the dramatic growth in the use of digital technology and the
internet has made more material available to more people than ever before. However, this
technology has also provided opportunities for inappropriate use of materials on an
unprecedented scale. Changes in the law to try to prevent or remedy these misuses do not
necessarily represent a shift in the philosophy on the appropriate scope of protection and have
not altered the fact that both authorized and unauthorized users of protected materials
generally have greater opportunities to use the material than they had prior to these

technological developments.

In this sense, there are two fundamental principles for consideration: on the one hand,
the doctrine of originality is established for the purpose of conferring intellectual protection
to works; on the other hand, there is the doctrine of fair use that aims to balance the different

interests involved in the market of the creative economy.

The first legal cases on database compilations date back to the early 1990s. The 1991
U.S. Supreme Court ruling in Feist Publications v. Rural Telephone Service Co. was
considered a legal landmark. As a result, the rapid evolution of technologies for collecting,
organizing, reproducing, and distributing information in development; and the European
Union's actions in harmonizing the laws of its member states have driven a lively debate in
both WIPO and the U.S. Congress.

In copyright law terminology, a database is a "compilation™: "a work formed by the
collection and assembly of pre-existing materials or data." Compilations constitute one of the
oldest forms of authorship protected by United States law, dating from the eighteenth
century.?8 The first compilation cases that discussed the basis for copyright protection

282\M(CCRUDDEN, Christopher. What does it mean to “compare”, and what should it mean? 2017. In:
BESSON, Samantha; URSCHELER, Lukas Heckendorn; JUBE, Samuel (Eds.). Comparing comparative
law. Gen¢ve: Schulthess, 2017. p. 77.

283Copyright Act of May 31, 1790, United States, ch. 15, 1 Stat. 124.
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identified the efforts of the compiler- "their own expense, or skill, or work, or money" - as

the contribution that justified protection..

Thus, in a series of decisions from 1879 to 1903, the United States Supreme Court

held that "Writings" that could be protected under the copyright clause of the Constitution

should be "original," and indicated that creativity would be a component of originality.

Following this line of reasoning, it is worth commenting on this case of the European

Union in which it was possible to grant protection to the database, as shown in Table 1,

because it was considered that it had originality. Otherwise, in cases where this is not

observed, the judicial discussion has often been resolved within the scope of competition

law.

Table 1 - Analysis of Case Law - Case 1 [2012] C-604/10 - Football Dataco

Analysis of Case Law — Case 1 [2012] C-604/10
Place: United Kingdom

Parties: Football DataCo vs Yahoo! (Football Dataco Ltd, Football Association Premier
League Ltd, Football League Limited Scottish Premier League Ltd, Scottish Football
League, PA Sport UK Ltd v Yahoo! UK Limited, Stan James (Abingdon) Limited, Stan
James PLC, Enetpulse APS).

Main points: 'Reference for a preliminary ruling - Court of Appeal (UK)- Interpretation
of Article 3(1) of Directive 96/9/EC of the European Parliament and of the Council of
11 March 1996 on the legal protection of databases (OJ 1996 L 77, p. 20) - Concept of
'databases which, by reason of the selection or arrangement of subjects, constitute a
specific intellectual creation by their author' - Computer catalogues of football matches
planned for the coming season,

Territoriality: United Kingdom; Judgment of the Court of Justice of the European
Union ("CJEU").

Applied Law: Directive 96/9/EC of the European Parliament and of the Council.
Decision: "On the basis of the considerations set out above, | propose that the Court of
Justice answer the questions referred by the Court of Appeal in the following terms:

1. A database may be protected by copyright within the meaning of Article 3 of

Directive 96/9/EC only where it constitutes the original intellectual creation of its
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author. For that purpose, activities carried out for the creation of the data may not be
taken into account. In the case of a football calendar, it is an activity of data creation to
determine all the elements relating to each individual match.

2. That directive precludes a national law from recognizing copyright protection for a
database which does not satisfy the requirements set out in Article 3 of that directive'.
The decision in Football DataCo v Yahoo! confirms that a database may attract
copyright in its original structure. However, copyright will not be contemplated for the
content of the data itself, as explained in the Study conducted by Osborne Clarck LLP:

Source: The Author.

Then, in addition to the doctrine of originality in judicial decisions, what was referred
to as "the sweat of the forehead" in the American view was considered. The first cases were
factual compilations, such as catalogs and directories, which deserved protection not because
they were endowed with originality (creativity) but because of the work (applied effort,
investment, time) in their creation and/or organization. And this understanding produced a

certain uniformity of jurisprudence at the time especially as regards compilations.

But even at that beginning, the magistrate's intention was to prevent the "copier” from
competing unfairly with the "compiler" by appropriating the fruits of their efforts (much like
what would later be seen in the field of unfair competition). In general, the judicial analysis
started to consider in concrete cases if there was a situation of extraction of the original base
with reuse in the state in which it was demonstrating totally parasitic use.

It is important to mention that it has been a great challenge to harmonize the
requirements of the International Treaties within the system of protections brought by WIPO
with the national systems and with all the technological innovations that have occurred since
the 1990s.

A good illustration of this is the statement made to the Subcommittee on Courts and
Intellectual Property of the Chamber in the United States, in a session dated September 16,
1997, on the implementation of the WIPO Copyright Treaty (H.R. 2281) and the regulation
of Limitation of Liability on Copyright on the Internet (H.R.2180), in order to allow the
United States to adhere to the two International Treaties on Intellectual Property concluded

in Geneva in 1996, causing the addition of a new section 512 to the Copyright Regulation.
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The main objective was to guarantee the minimum applicability and enforcement for
the protection of copyright rights in works in digital format. Thus, the two WIPO treaties
ultimately required each Member State to protect works owned by other Member States, with
the enforcement of technical standards introduced in the amendments made in sections 104
(which deals with the conditions and requirements for protection of works from other
countries, making foreign works eligible for protection in the United States), 104A (which
provides for protection of pre-existing works from other countries), 411(a) (which determines
that registration of copyright in the United States is a precondition for bringing an
infringement of the rights of a particular work to justice).

However, one of the most important points was copyright protection provisions with
the application of effective technological measures to enable the development of an
environment that can disseminate works and ensure that right-holders are protected against
infringements. Thus, a new chapter 12 was created in title 17 to implement these obligations
and the prohibitions were provided for in sections 1201 and 1202, with sections 1203 and

1204 dealing with the enforcement of civil and criminal penalties.

Thus, most cases related to intellectual property and use of new technologies have
been dealt with on the basis of these articles and the new section 1201 has become the
jurisdictional implementation of Article 11 of the WIPO Copyright Treaty and Article 18 of

the WIPO Performance and Phonograms Treaty.

There was then a change of understanding since after exhaustive analysis of cases,
the United States Copyright Office realized that the U.S. laws were insufficient to meet the
obligations assumed in the Treaties. This prompted the Copyright Office to commit to
reviewing the doctrine of contributory infringement in addition to a number of federal laws
such as the Audio Home Recording Act, art 17 U.S.C § 1002, Communication Act, 47 U.S.C.
8 2314, Electronic Communication Privacy Act, 18 U.S.C. 88 2510 et seq and Computer
Fraud and Abuse Act, 18 U.S.C. § 1030.

However, despite all efforts, there is still much controversy in the implementation of
treaty requirements. This is due to the fact that there is a major challenge of harmonizing the
different interests involving the protection of copyrights owners and at the same time avoid
hindering the development of technological innovations that can improve the legitimate

consumption of users of protected works and also access to materials in the public domain
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and the application of access and use assumptions under the exception of the doctrine of fair

use.

In this regard, it is interesting to note that the European Union has sought to resolve
the issues using the following approach: Step 1 - verify whether copyrightability applies;
Step 2 - verify whether sui generis protection applies; Step 3 - verify whether competition
protection applies; Step 4 - verify whether secrecy or business secrets apply; Step 5 - verify
whether contractual protection applies (restrictions or limitations on use defined in terms of

use or contracts). The case in Table 2 below illustrates this situation:

Table 2 - Analysis of Case Law - Case 2 [2015] C-30/14 - Ryanair Ltd

Analysis of case law - Case 2 [2015] C-30/14

Place: European Union

Parties: Ryanair Ltd v PR Aviation BV.

Main points: The subject-matter of the request for a judicial decision is the

interpretation of Directive 96/9/EC of the European Parliament and of the Council of
11 March 1996 on the legal protection of databases (OJ 1996 L 77, p. 20).

That request was made in the context of a dispute between Ryanair Ltd ('Ryanair’) and
PR Aviation BV (‘PR Aviation') concerning the use by the latter of data from Ryanair's
website. Ryanair brought an action against PR Aviation alleging infringement of
Directive 96/9/EC (database protection) in view of the fact that the data obtained from
Ryanair's website were being used for commercial purposes. Legal protection of
databases - Database not protected by copyright or sui generis right - Contractual
limitation of the rights of users of the database.

Territoriality: Supreme Court of the Netherlands; Judgment of the Court of Justice of
the European Union/ Court of Justice of the European Union ("CJEU").

Applied Law: Articles 6(1), 8 and 15 of Directive 96/9/EC of the European Parliament
and of the Council of 11 March 1996.

Decision: Directive 96/9/EC of the European Parliament and of the Council of 11

March 1996 on the legal protection of databases must be interpreted as not applying to

a database which is not protected by copyright or sui generis right under the directive,
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so that Articles 6(1), 8 and 15 of the directive do not prevent the creator of that database
from setting contractual limits on its use by third parties, without prejudice to the
applicable national law. "The main limitation of the Trade Secrecy Directive, from the
perspective of a data-based commercial entity, is precisely the fact that it requires data
to be kept secret; protection will be forfeited if the data are made public at any stage.
Any license granted on the data carries the risk of loss of control if the licensee does
not adequately protect the data. The right to claim damages against the licensee is only
a partial solution if the licensee is unable to pay the full amount of future lost revenue
in potential future licensing, and the Directive allows an action to be taken against a
third party receiving the data only if that third party knew or should have known that
the person who transmitted it was not authorized to do so. If, for example, the data was
inadvertently published on the internet, it is likely to be difficult to locate all third-party
recipients and even more difficult to establish that each of them knew or should have
known that the publication was unauthorized. In addition, data holders subject to
mandatory disclosure obligations under the various sector-specific laws will lose all
rights under the Directive as soon as the necessary disclosure is made. (Osborne Clarck
LLP, 2016, p. 12).

Source: The Author.

All this has greatly increased the cases of legal disputes related to intellectual property
issues and their interaction with new technological applications, be it the use of the internet,

Digital Platforms, 10T devices and Acrtificial Intelligence.

In addition, there has also been a growing demand for prior consultations to request
exceptions to the United States Copyright Office. Mainly with respect to the application of
section 1201. This is because the understanding of the U.S. Copyright Office that the doctrine
of fair use is an integral element of the Copyright Act and that it plays an fundamental role
in balancing the rights between the parties and the different interests involved, considering
on the one hand those of the creators (authors), the industry (which still concentrates the
ownership and distribution of copyrights) and the users.

Some background may be useful when considering the topic of access controls. It has
long been accepted in U.S. law that the copyright owner has the right to control access to

their work and may choose not to make it available to others or to do so only on defined
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terms. This means not only that a copyright owner can keep a work unpublished forever, but
also that they can publish it while controlling the conditions under which others can see it -

such as charging a fee or imposing restrictions on how the work can be used.

Thus, making a work accessible online without permission from the author, or
keeping it accessible (published) after manifestation to the contrary by the holder, would

constitute the infringement provided for in section 1201.

This issue has become very controversial as in the case of ProCD, Inc. v. Zeidenberg,
86 F.3d 1447 (7th Cir. 1996). The central point is that by law the owner of the intellectual
rights would have the prerogative to keep the work locked and the right to give access to the
key only to those who were chosen (selectively). The jurisprudential interpretation is that it
would be similar to a locked cabinet where not even under the doctrine of fair use would it

permitted to break-in to have access to the content.

In dealing with the responsibility of those who participate in bringing infringing
works to the public, the courts have, over the years, developed doctrines of contributory
infringement and indirect liability to supplement the possible direct infringement that can
occur through acts of distribution and public display. Under the current law, a person is liable
for direct violation if they engage in an act covered by section 106 without authorization,
regardless of their knowledge or intent. 17 USC § 501.

A person is additionally liable for the violation of another if they have the right and
ability to control the violation, and receive a direct financial benefit, with or without
knowledge of the violation. RCA / Ariola Int'l v. Thomas & Grayston Co. 845 F.2d 773, 781
(8th Cir. 1988). A person is responsible for an indirect infraction that induces, causes or
materially contributes to the infraction of another person, knowing or having reason to know
of the infraction. Sony Corp. v Universal City Studios, Inc., 464 USA 417, 435 (1984).

The issue of service provider liability is of great concern to all interests involved and

has received enormous attention both in the United States and internationally.

It is critical to ensure that any new exemption does not undermine the ability of
copyright owners to enforce their rights and to have significant recourse to prevent violations
occurring on the internet or on digital platforms. At the same time, of course, liability should

not be improperly imposed.
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The reason for this is to constitute a system in which copyright owners and service
providers work together to minimize infringement and develop the internet as a means of
exploiting copyrighted works. And time is pressing, as the issue tends to become even more
complex as it moves into the realms of Artificial Intelligence as will be detailed in a separate

chapter in Part 5 of this paper.

That means, with all the technological evolution and the independence of the support
and dematerialization of works aiming at their digitalization or migration to digital media,
the main question is how to guarantee the right of the owner in terms of access control over
their work so that this does not entail an appropriation of the databases (knowledge bases)
that could hinder future access to the information itself and, in turn, restrict free information.
This challenge is well demonstrated in the case of Box 3 which deals with the application of
the Digital Millennium Copyright Act (DMCA):

Table 3 - Analysis of Case Law - Case 3 [2012] 676 F.3d 19 - Viacom Int.

Analysis of case law - Case 3 [2012] 676 F.3d 19

Location: United States

Parties: VIACOM INTERNATIONAL, INC. v. YOUTUBE, INC.

Main Points: Viacom International Inc and other copyright holders claimed direct and

indirect copyright infringement based on public performance, reproduction of more than
79,000 audiovisual works on the Youtube website, through its online video sharing
service. The applicants claimed that Youtube would not be within the exceptions of the
Digital Millennium Copyright Act (DMCA), called Safe Harbor protection, since it was
aware of or chose to turn a blind eye to the violations by its users because it in fact
benefitted from this, because it brings them more audience and they earn revenue from
the higher volume of users.

Territoriality: global and the legislation of the Digital Millennium Copyright Act was
applied, involving infractions originating from several locations, but occurring in the
Youtube environment (whose headquarters is in California) which attracted the U.S.
laws to the case, because the headquarters of VIACOM is also in the U.S.

Applied law: 17 U.S.C. & sect; 504(c), § 512 safe harbor of the Digital Millennium
Copyright Act (DMCA) - requires knowledge and awareness of the repeated
infringement and 512(c)(1)(B) of the DMCA.
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Decision: in the first instance, all the discussion of the application of the doctrine
"Willful blindness" that would be when the offender claims ignorance of the law or of
the facts to preclude civil or criminal liability (this argument has been common in cases
of internet, especially those of copyright infringement). Although it is known that the
term of use of the tool requires the user not to insert content not authorized by the authors
(data from third parties), there would be a certain duty of vigilance on the part of the
resource provider, since, technically, Youtube generates copies of the videos in a
process called "transcoding™ and would have a financial gain with this behavior. That
is, the use of unauthorized content from third parties attracts users, and this generates
revenue, so there is financial exploitation and benefit. The case was appealed but an

agreement between the companies in 2014 settled the case.

Source: The Author

Furthermore, how could a user who has legally acquired a work make use of it by
applying the doctrine of fair use for purposes of freer use or the means of technological
controls imposed on it require that any use other than that provided by the owner requires the

user to pay some additional fee or to enforce the exceptions provided in the Copyright Law.

In any case, the doctrine of fair use is subject to the limitation of economic damage,
ensuring that fair use cannot unjustifiably harm the legitimate interests of the owners or

conflict with the exploitation of the database.

In this regard, there is great concern, especially on the part of the European Union,
regarding the patrimonial protection of databases as assets that may be appropriated, whether
by the intellectual property or by other sui generis right and the impact of this on the
continuity of innovation, and there are even points of divergence with the North American
vision. This is because, in a way, this could make the protection even more comprehensive
(restriction to the rights of third parties), since it would not be limited to the doctrine of
originality, nor necessarily subject only to human creation considering the advances of

Artificial Intelligence.

When the subject goes deeper into the use of databases, there is naturally an
intersection with the right to privacy, especially with regard to personal databases. And this

has been a very hot topic that tends to grow in importance due to the new personal data
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protection regulations that have come into force in several countries, impacting data driven

business models. As the case below in Table 4 demonstrates:

Table 4 - Analysis of Case Law - Case 4 [2003] 329 F.3d 9 - Pharmatrak

Analysis of case law - Case 4 [2003] 329 F.3d 9 (1st Cir.2003)

Location: United States

Parties: Rob Barring, Noah Blumofe, Jim Darby, Karen Gassman, Robin McClary,
Harris Perlman and Marcus Schroers vs Pharmatrak Inc, Pfizer Inc., Pharmacia
Corporation, SmithKline Beecham Corporation, Glaxo Welcome, Inc. e American
Home Products Corporation.

Main points: In summary, pharmaceutical companies invite their customers to access
their websites and learn more about their medicines, in return they offer discounts on
medicines. In this case, Pharmatrak Inc. had created a service called "NetCompare" to
access the navigation information of internet users and compare their behavior. The
pharmaceutical industry, client of the service, was emphatic in saying that it wanted the
data anonymized or that the users had to be made aware for reasons of privacy. But it
emerged that use of personally identifiable data was verified and the prior and express
consent of users was not defined so clearly, which motivated the filing of the action.
Due to the use of cookies without notification, it was understood that there was a
violation of state and federal law.

Territoriality: only the jurisdiction of the State of Massachusetts (USA) was applied
despite being related to the Internet.

Applied law: Electronic Communication Privacy Act of 1986 (ECPA), 18 U.S.C. 8§
2511(2)(d).

Decision: In the lower court, the Court held that customers in the pharmaceutical
industries had consented by contracting with Pharmatrak. However, on appeal, there
was a decision that there had been a violation of Title | of the ECPA by Pharmatrak.
The main point is that there was no clear privacy policy presented to the user that
disclosed to them that there were cookies and that the data would be shared. However,

the same Court found that the victims could not demonstrate any evidence that there
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was damage to them of at least $5,000 (five thousand dollars). But due to all the

repercussions of the case, Pharmatrak's operations were terminated.

Source: The Author.

There is certainly a greater challenge on the part of companies to have clear

transparent policies on the use of personal data and how its composition is made in

and
the

modeling of databases that will be used in analytics, scores, Artificial Intelligence

applications. It is almost impossible to develop a machine learning application without the

widespread consumption of databases of all kinds (including personal databases).

In the European view, the public interest has prevailed above even the premise of

protection of business secrets, professional secrecy and patrimonial protection of databases,

which is what is observed in the case on screen in Table 5:

Table 5 - Analysis of Case Law - Case 5[1985] QB 526 - Lion Lab

Analysis of case law - Case 5 [1985] QB 526

Location: European Union

Parties: Lion Laboratories v. Evans

Main Points: Lion Laboratories manufactured and marketed the Lion Intoximeter
(breath testers) that were used by the police to measure drivers' blood alcohol levels.
Two former employees approached the press with four documents taken from Lyon.
The documents indicated that the Lion Intoximeter had failures that could have resulted
in a significant number of drivers being wrongly convicted. Lion filed lawsuits against
its former employees and Express Newspapers Limited to restrict disclosure of the
information.

Territoriality: England

Applied Law: Article 10(2) of the Convention for the Protection of Human Rights and
Fundamental Freedoms (1953) (Cmd. 8969).

Decision: "Courts shall restrict trust and copyright violations unless there is just cause
or excuse to break trust or copyright infringement. The fair cause or excuse this case
has is the public interest in confidential information. There is confidential information

that the public may be entitled to receive and others, in particular the press, now
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extended to the media, may have a right and even a duty to publish, even if the
information has been obtained illegally in flagrant breach of trust and regardless of the
informant's motive. Employees of Intoximeter manufacturers (breath testers) are not
responsible for leaking information that questions the accuracy of the
equipment."?%4(Free Translation). The Lion Laboratories v. Evans case is extremely
relevant to the issue of industrial data because it demonstrates that the public interest
principle related to misconduct, error, or illegal activity can be used to allow the
disclosure of a trade secret and is an exception to copyright infringement.

Source: The Author

On the other hand, the U.S. understanding is more in the sense of protecting business secrets,
especially if it involves disclosure of information by former employees, as shown in Table
6:

Table 6 - Analysis of Case Law - Case 6 [2017] Preliminary Injuction - Waymo

Analysis of case law - Case 6 [2017] Preliminary Injunction?®
Location: United States
Parties: WAYMO LLC v. UBER TECHNOLOGIES INC

Main points: The big issue surrounding the case is the evidence incriminating Uber of

having hired a former Waymo employee who was in possession of more than 14,000
confidential files related to the company's intellectual property, with all the databases of
the autonomous car project (IoT) and who would then break the laws related to business
secret protection.

Territoriality: U.S. jurisdiction.

Applied law: S.1890 - Defend Trade Secrets Act - 2016 (DTSA).

284 Original extract: “However, acquisition, use and disclosure of trade secrets will be lawful where that
acquisition, use or disclosure is required or allowed by EU or national law. For instance, rules on whistle-
blowing may permit the otherwise-unauthorized disclosure of secrets, if their disclosure serves a public
interest related to misconduct, wrongdoing or illegal activity”. OSBORNE CLARKE LLP. Legal study on
ownership and access to data. Final report — Study, cit., p. 22-24.

285This case is very recent and will be further investigated until the thesis is filed. It is extremely important
because it involves issues of database use, violation of the Google-owned Waymo company’s business secrets
by the Uber company. There is still no decision to be attached because there was only preliminary hearing
(in progress). Source: OHNSMAN, Alan; DRANGE, Matt. Waymo V. Uber Suit Could Become Criminal
Case Following Judge's Referral to Justice Department. Forbes Staff, May 11, 2017. Available at:
<https://www.forbes.com/sites/mattdrange/2017/05/11/judge-refers-waymos-uber-lawsuit-to-justice-
department-grants-partial-injunction-in-case/#fdf93d341ff3>. Access on: 17 July 2017.
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Decision: Not yet tried. The lower court judge accepted Waymo's request to paralyze the

operation of the Uber R&D area in the self-driving cars division until the trial.

Source: The Author

As for liability, based on the development of Big Data solutions, a series of
sophisticated products and services totally dependent on databases (data-based products and
services) have emerged from the application of technologies such as the Internet of Things
(1oT) and cloud computing. This also contributes to the expansion of the use of Artificial
Intelligence (Al), allowing applications of autonomous systems (such as robots) for
employment at both industrial and private levels (personal consumption).

In order for all this to be possible, there is a complex interdependence being formed
by three distinct layers: 1. data layer; 2. technology layer; and 3. apps layer. This creates a
series of actors ranging from sensors, devices to autonomous systems, connectivity networks,

data platforms and digital infrastructures.

Anand and Anagha (2015) divide loT into three major stages: the first when
data is collected using sensors; the second when this data is analyzed with
the help of complex algorithms; and the third stage is Big Data, capable of
analyzing large volumes of data and transmitting the result quickly.

Zanoni (2015) defines Big Data as the relationship, storage, management,
visualization, linking and leveraging of large volumes of data along with
the tools (software) used to analyze the information.?%

If a damage occurs in this context, the legal challenge has been how to establish the
roles and responsibilities of each in this value chain, as well as their relationship with the
event, their duty of legal compliance and the insurable elements.

Since the liability is directly related to the individual or legal entity responsible for
assuming the damage caused to third parties, it is essential to delimit the three types of
liability conditions in this digital ecosystem, according to the report on the European Digital
Market?®”: a) contractual; b) non-contractual; c) the product (related to manufacturer
liability).

28FREUND, Fabiana Ferreira et al. Novos negdcios baseados em internet das coisas (New business based on
the Internet of Things), cit., p. 11-12.

287Source: SWD (2016) 110 final, EU-Lex. Commission Staff Working Document Advancing the Internet of
Things in Europe Accompanying the document Communication from the Commission to the European
Parliament, the Council, the European Economic and Social Committee and the Committee of the Regions
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Depending on the situation it is quite difficult, when there is a damage resulting from
a problem in an loT device how to properly determine the relationship between the defect
and the harmful result. 288 Another situation is the use of security systems in smart homes
where, in the event of an emergency, there is a duty for the system that locks the doors to
have to unlock them, turn on the emergency exit lights and the call the fire department. But
if this does not in fact happen, how is it possible to determine whether the failure was the 1oT

sensors to react to the event, whether it was the data server or even the internet connection?

Therefore, the development of 10T technology has a tendency, from a legal point of
view, to create operational interdependence between the manufacturer of the product (device)
and the provider of the service or the application. That is to say, it increases systemic risk
and joint liability in this type of business model. What leaves some questions remaining: who
is responsible for certifying product safety and how to deal with risk and liability
management if the technology performs in a unsafe manner and causes damage (how to

distribute risk and liability in the value chain)?

And the same applies in the case of autonomous technologies or services, as is already
happening with cars and other machine learning applications. The greater the degree of
autonomy, the greater the discussion about who is liable and how to delimit the separation of
what belongs to the manufacturer, what belongs to the owner and what may or may not be
imputed to an eventual "electronic person™ (taking into account the personality endowed

upon the robotic entity).

In principle, in the countries of the European Union, the law is currently quite clear
in the sense that the owners of registered cars are, in the first instance, responsible for
accidents caused by their vehicles and obliged to be insured against such an eventuality,
according to the Motor Insurance Directive. Car owners or the insurer may then have the
opportunity to appeal against the vehicle manufacturer if it can be established that the
accident was caused by a defect for which the manufacturer is liable under the Defective

Product Directive. This was confirmed in the recommendations of the GEAR 2030

Digitising European Industry Reaping the full benefits of a Digital Single Market. SWD/2016/0110 final.
Available at:  <https://ec.europa.eu/digital-single-market/en/news/staff-working-document-advancing-
internet-things-europe>. Access on: 23 July 2018.

288 Case Hufford v Samsung Electronics (UK) Ltd., 148 the plaintiff failed to demonstrate the causal link and
the cause-and-effect relationship that it was the freezer that had generated the fire in his residence.



199

Commission working group on automated and connected vehicles.?8°All of this is intended
to ensure legal certainty for the parties involved and to reduce the risks related to the burden

of proof.

In Brazil, the major practices have been to recognize only the enforcement of the
foreign sentence and the granting of the exequatur of letters rogatory. There is not a national
diplomatic initiative to take the lead in the Latin American region or at least in Mercosur
regarding the jurisprudential understanding on internet issues as has been the case with the
CJEU. Nor has the national legislature seen the regulatory field as an opportunity to boost
the digital economy, as has been the approach of the European Parliament, since the one that

takes the lead in standardizing regulation on a given subject ultimately leads the market.

Thus, in Brazil, we may observe isolated decisions on extremely relevant matters
regarding copyright protection on the internet, with some cases of disputes over the use of
databases, as reported in Box 7:

Table 7 — Case Law Analysis - Case 7 (2012) - Webmotors

Analysis of case law - Case 7 (2012)
Location: Brazil

STJ - ApCiv 20030110899943 - j. 30/5/2012

Parties: Webmotors S/A vs Tecnoworld Tecnologia v Informética Ltda. and others.

Main Points: "The Plaintiff, Webmotors S/A, filed an ordinary lawsuit seeking the
conviction of the defendants in the obligation to refrain from invading the records of
customers stored in its databases, since the alleged abusive practice of Defendants would
be affecting its privacy policy, damaging its commercial and financial image, with the
enticing of its customers. If the dynamics of the facts denotes the deviation of purpose

practiced by the defendant, with respect to obtaining hidden information from customers

289The GEAR 2030 High Level Group gathering the relevant Ministers, Commissioners and stakeholders was
set up in October 2015 to make recommendations to the Commission to tackle the future challenges affecting
the automotive sector by 2030. On automated and connected vehicles, the goal of the group is to present first
recommendations by the end of 2016 (link here below) with final recommendations by mid-2017:
COMMIISSION launches GEAR 2030 to boost competitiveness and growth in the automotive sector.
Growth: Internal Market, Industry, Entrepreneurship and SMEs, European Commission,
26/01/2016.Available at:

<http://ec.europa.eu/growth/tools-databases/newsroom/cf/itemdetail.cfm?item_id=8640>. Access on: 23 July
2018.
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of a competitor’s car sales site and its unethical use, we must recognize the practice of
unfair competition.”

Territoriality: 1st Civil Class of the Court of Justice of the Federal District and Territories,
Brasilia.

Applied Law: Unfair competition, under the terms of Article 195 of Industrial Property
Law No. 9.279/96; Federal Constitution of 1988 unfair competition, without complying
with the principles of honesty and commercial correctness.

Decision: "[...]in the present case, all the elements capable of configuring the practice by
the defendants of unfair competition are present, through the undue capture of clientele,
which caused damage to the plaintiff. In this case, therefore, the author's objections deserve
to prosper so that the defendants refrain from invading/accessing the records of customers
stored in their databases. In view of the foregoing, | dismiss the interlocutory appeal and
NEGO PROVIMENTO (DENY a MOTION) for the Defendants to appeal, upholding the

sentence for indemnification.”

Source: The Author

But even though the matter of database protection may give rise to discussion
regarding the application of intellectual property, what has been observed is that the principle
most used in the Brazilian judiciary has been unfair competition. As can be seen from the

two following cases, in Tables 8 and 9:

Table 8 — Case Law Analysis - Case 8 (2014) - All Match

Analysis of case law - Case 8 (2014)
Place: Brazil
Appeal No 0219056-85.2007.8.26.0100

Parties: Apelante All Match Processamento de Dados Ltda and R.M.R. vs Apelada Data
Solutions Servicos de Informética Ltda.

Main points: "CIVIL RESPONSIBILITY - Unfair competition - Allegation of use of
confidential information by defendants - Ownership of the author's programs and its
undue access by the defendants verified — Co-defendant who ceased to provide services
to the author and became a partner in the accused company, starting to develop a similar

activity - Existence of a high degree of similarity in the databases of companies, indicating
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that the defendants used information taken from the author and updated it - Defendants
who developed their database using as a basis the author's database — A fine is due, as per
established in the confidentiality term - Material damages found - Infringement of
intellectual property of computer program - Attorneys' fees - Undue reduction -
Compliance with the relevant commands of procedural law - Sentence maintained -
Article. 252 of RITJSP/2009 - Appeal dismissed."

Territoriality: 1st Chamber of Private Law of the Court of Justice of S&o Paulo.

Applied Law: Unfair Competition; Article 252 of RITJSP/20009.

Decision: "[...] Due to the foregoing it has been verified that the co-defendant R.M.R. was
correctly condemned to pay a fine to the amount of R$ 100,000.00, as established in the
"Declaration and Commitment” (pages 39), signed between him and the author.
Furthermore, as noted by the Judge of Law, "once the violation to the intellectual property
of computer program owned by the plaintiff is demonstrated, it is necessary to condemn
the legal entity to pay losses and damages, since it has been found to be the direct
beneficiary of this violation./The amount will be ascertained in a settlement by arbitration
and will correspond to the net profit obtained by the defendant in the services rendered
that have any relationship with the plaintiff's database or the programs "Data Setting™ or
"Manager" or "TF/PJ Revenue Research” or "MQEXEC"". (pages 337). ...] AGREEM in
the 1st Chamber of Private Law of the Court of Justice of Sdo Paulo, to render the

following decision: 'They dismissed the appeal. V. U.”

Source: The Author.

Table 9 - Analysis of Case Law - Case 9 (2017) - Jr do Brasil

Analysis of case law - Case 9 (2017)
Location: Brazil
Appeal No 0029835-79.2013.8.26.0001

Parties: Apelante Jr Do Brasil Comercio De Ferramentas Ltda - Epp, vs Apelado Silva &

Lopes Do Brasil Comercio De Ferragens E Ferramentas Ltda - EPP.

Main points: Compensation. Allegation of unfair competition. Enticement of clientele and
theft of the author's client database by a partner of the defendant, who was its employee.
No proof. Burden of proof of the author. Oral and documentary evidence that did not
prove the initial claim. Rejection upheld. Appeal not granted.
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Territoriality: Court of Justice of the State of Sdo Paulo.

Applied Law: Article 373 of the Code of Civil Procedure.

Decision: "Thus, there was no evidence of any act of unfair competition practiced by the
defendant against the plaintiff, there was no other solution to the dispute than the dismissal
of the request, as the decision rightly judged the request. For the foregoing, NEGO
PROVIMENTO (DENY a MOTION) for the appeal, and increase the honorary amount
of the attorney's fees to 15% of the value of the case (article 85, paragraph 11, NCPC).".
The judgments presented demonstrate the importance of the production of evidence
through expert examination to configure unfair competition when it comes to invasion or
unauthorized access to the database. The use of the constitutional principles of honesty
and commercial correctness ends up being a way of trying to conceptualize the term
"unfair competition".

Source: The Author

In addition, the Courts have also faced issues related to the protection of privacy, in
the case of the right to be forgotten, but still a long way from being consolidated enough to
create a regional reference. If we observe, there is no Inter-American Convention or
Mercosur Protocol on issues related to Electronic Commerce, Intellectual Property on the
Internet, Privacy and Data Protection. Except in matters of Human Rights, which in fact the
region has managed to advance since the American Convention on Human Rights of 1969
(Pact of San José) and the Vienna Declaration of 1993.

The limitations regarding the intellectual property concept have motivated database
producers to become more innovative in the development of strategies and protection
mechanisms, especially with three approaches: (1) increase the structure of databases and/or
their content to incorporate a greater element of creativity/originality; (2) increase legal
shielding through contracts with more specific clauses on databases and (3) apply
technological safeguards to prevent unauthorized access and use (improve controls over

databases).

Finally, it is clear that there are still paradigms to be overcome regarding the
adaptation of laws when it comes to the definition of liability in automated decision making

in contracts between machines (as occurs with the use of Smart Contract and Blockchain),
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which has seen an increase of applications available for the Stock Exchanges, Auctions,

Agribusiness, among others.
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CONCLUSION

The objective of this work was to investigate possible responses to the problem
related to the need to ensure a system of protection of databases on artificial intelligence
considering the relevant rules and principles of Private International Law and Intellectual
Property as well as to identify new approaches and spaces for the creation of possible new
legal structures that could better serve the socio-economic complexity of current business
models and public and private order aspirations aiming ultimately to stimulate innovation but

in compliance with values that protect human dignity and the free flow of data

Accordingly, a number of solutions have been sought to create a legal framework that
could be better adapted to the current data economy by removing the remaining barriers to
the movement of data and resolving the legal uncertainties created by new data technologies.

Will it be possible to achieve the objective of private international law, to advance
the internationalization of values, in order to harmonize guarantees for the entire globalized
community of the "digital society" that is connected in a single large network called "internet"
with the free flow of data between countries?

A good way to summarize all the above is with one of the teachings of José de
Oliveira Ascensdo:?% "[...] who dominates the information dominates the world". This is
what the Information Society is, a great struggle for property, for access, for use, for data

control. And whoever holds it will have the power.

According to all the research undertaken to develop this work, the theme of the
databases allows, due to their richness and scope, the application of all PIL sources of as a

whole, including those listed in Article 38 of the Statute of the International Court of Justice.
291

Considering the historical, comparative and evolutionary analysis of the legal

concepts of Private International Law and Intellectual Rights, it is worth highlighting the fact

20ASCENSAO, José de Oliveira. Sociedade da informag&o e mundo globalizado (Information society and a
globalized world), cit., p. 19.

291Statute of the International Court of Justice, article 38: "The Court, whose function is to rule on disputes
submitted to it in accordance with international law, shall apply: a. international conventions, whether general
or special, which establish rules expressly recognized by the litigating States; b. international custom, as
proof of a general practice accepted as law; c. the general principles of law recognized by civilized nations;
d. subject to the provision of Article 59, the judicial decisions and the doctrine of the most qualified jurists
of the different nations, as an auxiliary means for determining the rules of law. This provision shall be without
prejudice to the Court's power to decide a matter ex aequo et bono, if the parties so agree”.
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that the assets involved in a context of artificial intelligence consist of: i) Brand; ii) Algorithm
(software); iii) Primary database (not endowed with creativity but with unique elements of
organization and structure); iv) Machine learning methodology; v) Interface/design
(illustration or industrial design); vi) Know-how and business secret; vii) Secondary database
(endowed with elements of creativity attributed by machine learning due to the application

of analytics).

There are, therefore, several elements that are already, in isolation, subject to
protection by the principle of Intellectual Rights, demonstrating that it would then be more
appropriate for the protection to continue to be handled as intellectual property with a hybrid
formatting composed of patentable elements and other elements more affected by copyright

protection.

Figure 10 shows a summary table of all the rights involved in the legal protection of

databases, so that it is possible to understand their complexity and magnitude:

Figure 10 - Risk and Safeguard Matrix for Al Databases

Intellectual Property Freedom of Information
(originality, creativity) Free data flow

Sui Generis Essential structures
(organization and structure Public utility

substantial investment)

Data base

Al

Business secret

Confidentiality and confidentiality Protection of personal data

Fair competition Information security
(avoid predatory parasitism)

Source: The Author

Emile Durkheim (1893, 1895), one of the founders of sociology, who coined the term

"collective consciousness,” stated that the individual is the fruit of the pressures of society,



206

and that is the reason many of their ways of dealing with others are of collective and not only

individual origin.

In the field of intellectual rights, as Landes and Posner assert, 2°2 the basic principle
of intellectual property is the specialty of protection, since it is not possible to appropriate
what is already in common domain. And thus, an exclusive right is granted to the one who

holds the intellectual rights, thus generating limitations or excluding rights for the others.

Furthermore, the guiding rule is the principle of correction, that is, the protection of
intellectual property should never be impeded so that someone can participate and compete
in a certain market, but the conditions for their entry are that it must be based on a set of rules
for it to be done correctly. There is, then, a whole system designed to achieve a certain social,

cultural and economic balance.

And this formula must be applied with coherence and consistency. For this reason,
Society could in no way seek to make a leap of progress at the expense of private property.
It would be the same as saying that in order to promote social well-being, legitimate private
ownership of land should be removed. History has rightly shown that progress must go hand
in hand with the legal certainty of social and business relations. It is very difficult to conceive
of creative freedom and its partnership with private initiative unless it is backed by the

security guaranteed by the institutions and the state.

The learning that each robotized entity must achieve, whether alone or in a network
(connected to its peers) must be protected under the umbrella of private property (business
or personal) and with legal reinforcements related to the safeguards given to intellectual
assets until the depreciation of this important asset is avoided under the justification of

increased protection of privacy as new regulations on personal data emerge.

The invention process that goes through the stages of discovery, creation,
improvement in the cycle known as "PDCA" requires for the improvement of the innovation
the appropriation of the final result of the knowledge generated by the process, which is a
legitimate gain for whoever has invested their efforts to invent something. Even if this has,
as it always has, a temporal limitation, i.e., a term of protection limited in time in accordance

with the interests of society in which technological development plays a social role.

292 ANDES, William M.; POSNER, Richard A. The economic structure of intellectual property law, cit., p.
70-222.
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In other words, it is preferable from the point of view of legal certainty to apply public
measures that encourage the sharing of results with research centers or third parties, as occurs
in the provisions of articles 218 and 219 of the Brazilian Federal Constitution,?®with the
revision given by Constitutional Amendment 85/2015, Innovation Law 13.243/2016 and
Digital Transformation Decree 9.319/2018.

Therefore, with all of the above in mind, is there in fact a need for the human
requirement for the protection of databases? The vast majority of the time the creations will

be entrepreneurial and it is therefore feasible to confer protection to the rights of legal entities.

However, the complex situation in the data industry raises the big problem of
precisely who owns the data and who is liable. After all, if there are opportunities for
business, there are risks of two kinds: the known ones, where the duty is to prevent and not

to make reparation, and the unknown ones where the duty is to take precautions.

And if, due to the risk, an event occurs that causes damage,?®* it will have to be
compensated. The point is that in the current context, in which multiple rules are confused
so that there are none that are applied (null effect), it is difficult to understand the very
relationships between the parties, and who has an obligation to do what for whom. And for
this reason, even with the legal protection of this business ecosystem, with the application of

insurance, the rules need to be clearer.

2%3Federal Constitution of 1988, Art. 218. The State shall promote and encourage scientific development,
research, scientific and technological training and innovation.
8§ Paragraph 1. Basic and technological scientific research shall receive priority treatment from the State,
taking into account the public good and the progress of science, technology and innovation.
8 2. Technological research will focus mainly on the solution of Brazilian problems and on the development
of the national and regional productive system.
8 3. The State will support the formation of human resources in the areas of science, research, technology
and innovation, including through the support of technological extension activities, and will grant to those
who deal with them special means and conditions of work.
8 4. The law shall support and stimulate companies that invest in research, creation of technology appropriate
to the country, training and improvement of their human resources and that practice systems of remuneration
that ensure the employee, disconnected from the salary, participation in economic gains resulting from the
productivity of their work.
85. The States and the Federal District are authorized to link part of their budgetary revenue to public entities
that promote teaching and scientific and technological research.
8 6° The State, in the execution of the activities foreseen in the heading, will stimulate the articulation between
entities, both public and private, in the various spheres of government.
8 7. The State shall promote and encourage the performance abroad of public institutions of science,
technology and innovation, with a view to carrying out the activities provided for in the heading.
2%Damage is an injury to a legally protected interest. Therefore, it covers off-balance sheet characteristics.
That is why we have: moral damage, aesthetic damage, material damage, social damage. According to article
944 of the Brazilian Civil Code, compensation is measured according to the extent of the damage. Therefore,
it has two natures: compensatory and punitive. With the idea of prevention and precaution.
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It is important to emphasize, in the case of databases, especially with those more
embedded in the scenario of the Internet of Things and intelligent cities, there is still the
possibility of the occurrence of "social damage”, which as Professor Antonio Junqueira de
Azevedo says,?® would be a figure that is not only harmful to the material or moral heritage
of the victim, but reaches the whole society, an immediate lowering of the standard of living

of the population, an interpretation of Article 944 of the Brazilian Civil Code.

The final result of the equation is that, not being able to protect property with the
correct legal measures, without having the instruments to calculate the consequences, or even
being able to determine who is liable, there is a direct impact on the accident rate, that is,
there is a distribution of risk to all. It is the socialization of risk as a substitute for civil
liability. Thus, in the near future, there could be a collective bill to pay because of regulatory

inertia.

It is imperative to have at least one commitment to protecting the natural digital
resources essential to the sustainability of the "digital society” (natural digital resources

essential), including the protection of databases.

Could the Hague Conference take up the role of harmonizing and unifying the issue
of databases? It is an intergovernmental organization made up of more than 60 member states
that meet periodically to negotiate treaties with the general objective of "progressive

unification of private international law.”

We do not want to repeat a new Bustamente Code for the digital environment, but
certainly, given that doctrine plays an important role in the practice of private international
law, we hope that this study can serve as an academic basis for the demands for regulating
legal relations, which have effects in more than one country on new technologies and with

the growing relevance of databases as an essential resource for the "digital society".

Or could the Institute of International Law (IDI) take on the role of developing
general principles on this matter, considering the Institute's objectives? For the design of a
Soft Law that could guide lawyers in the international practice of the subject that is so

complex, multifaceted and full of transnational specifics. After all, in recent years ILI has

2%JUNQUEIRA DE AZEVEDO, Antonio. Por uma nova categoria de dano na responsabilidade civil: o dano
social. Revista trimestral de Direito Civil (For a new category of damage in civil liability: social damage.
Quarterly Journal of Civil Law) Rio de Janeiro, v. 5, n. 19, p. 216, July/Sept.2004.
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been dedicated to publishing several Resolutions with the purpose of supporting the

standardization of international private law.

In addition, this task could be undertaken by the International Institute for the
Unification of Private Law (UNIDROIT) or the United Nations Commission on International
Trade Law (UNCITRAL), for sure, any of these international organizations would have
complete competence to take the lead in the advancement of this agenda more adequately

than the national supervision by states, given the international nature of the Internet.

According to Maristela Basso:

[...] the constitutional interpretation of the PIL also serves to identify and
verify the pluralism of civil rights in national legal systems. With this, it is
possible to guarantee in PIL the respect for the most varied sources of law
and the coexistence of rules of different legal systems that regulate facts
covered with transactional connection and generate immediate territorial
and extraterritorial effects.?®’

Any proposal for self-regulation should involve: voluntary participation; rules should
be developed in conjunction with members of the productive sector (industry) to ensure that
they are more effective and there is a greater commitment to compliance; there should be a
direct channel of complaints to report violations of the rules and an alternative dispute

resolution model (ADRs) should be set up.

According to Chris Reed,?*8the cross-border nature of the Internet poses two types of
challenges for the construction of any regulation, especially on databases: (i) national laws
that control how information is handled with respect to information as a good(property), or
as personal data becomes less significant and relevant or even impossible to enforce; (ii) the
multiplicity of overlaps of applicable laws and jurisdictions in a particular case make it

subject to contradictory regulations or no regulation at all.

We must avoid a situation in which there is too much regression of status in private
international law. It is necessary to look for ways to enable debate in a broader forum for the
discussion of new technological issues the impact of which go beyond national and regional
borders and calls for remedial measures at a more globalized level. Despite the European

Union's successful initiatives in addressing digital issues such as copyright, e-commerce and

2%Example of IDI Resolution: Resolution 11 on conflict of laws in commercial matters, adopted at the Turin
Session of September 12, 1882.

29BASSO, Maristela. Curso de direito internacional privado (Course of International Private Law), cit., p.
24.

29%REED, Chris. Internet law: text and materials, cit., p. 308.
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personal data protection, there is a regional limitation. Perhaps a more multilateral space such
as the United Nations (UN) or another international body of the same scope should be the

solution.

We must be very careful about any tendency of "Europeanization” or even
"westernization" of the rules that have an impact on the Global Digital Economy, as well as
limiting it to a bilateral or national treatment of issues of great repercussion for the
international community, since intellectual property is a human rights issue and it has been
shown that data are a resource as essential for the "information society"” of the 21st century

as was water for post-industrial society.

The universality of cross-border exchanges through digital media requires special
treatment, new principles, updated rules debated in an international forum and a more
appropriate dispute settlement procedure than the application of the lex fori rule and the use

of local courts.

Certainly, there is a legitimate concern with the competition within this dynamic of
international data flows and the exchange of intellectual assets without borders, as Luis Silva

Morais teaches:

Given the latitude of the potential problems at stake, this Inquiry will also be a very
sensitive component of this set of initiatives aimed at the effort of the "Digital
Single Market for Europe"”, not least because the business groups that will be
predominantly targeted will be large groups operating in the Internet universe
coming from the USA [...] not having so far been especially targeted by the US
antitrust rules, maxime in terms of “monopolization” which represents in some way
the regulatory parallel, although with certain limits, to the abuse of dominant
position regime under EU competition law).?*°

Therefore, it is understandable why the protection should come under international
law, because the local approach is not sufficient. It makes sense to follow the principles
introduced by TRIPs to solve the issues of digital intellectual property.

In an enlightening summary Maristela Basso explains the importance of these
principles, which arise since GATT, with CUP and CUB, going through TRIPs and reaching
the Patent Cooperation Treat - WIPO (PCT), among them: national

29%MORAIS, Luis Silva. Sociedade da Informagdo, mercados digitais, direito de autor e concorréncia — E
chegada a hora de uma grande reforma europeia? (Information society, digital markets, copyright and
competition - Is it time for a major European reform?) In: VICENTE, Dario Moura et al. Estudos de direito
intelectual em homenagem ao Prof. Dr. José de Oliveira Ascensdo: 50 anos de vida universitéria (Studies of
intellectual law in honour of Prof. Dr. José de Oliveira Ascensdo: 50 years on university life). Coimbra:
Almedina, 2016. p. 395.
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treatment;*®independence of registrations, most favored nation, minimum protection (single
undertake), international exhaustion of rights, transparency, mutual international
cooperation, absolute patentability, evolutionary interpretation, compulsory license). The
whole logic of the international system is for the cooperation of the member states, especially
outside the limits of their territories. This is the real incentive for them to join the United
Nations constellation model. In the economic context of the twentieth century and XXI

cooperation and integration have become extremely necessary strategies.3%

In the same way, Maristela Basso complements by explaining that the States party to
GATT since 1994 recognize as absolutely necessary the establishment of adequate standards
and principles related to the existence, scope and exercise of intellectual property rights
related to trade and the implementation of effective and appropriate means for the application
of rules of protection of intellectual property rights related to trade, taking into account the
existing differences between the national legal systems, within a system of flexibility.
Similarly, Maristela Basso elaborates by explaining that the States party to the GATT since
1994 recognize as absolutely necessary the establishment of adequate standards and
principles concerning the existence, scope and exercise of trade-related intellectual property
rights and the establishment of effective and appropriate means for the enforcement of trade-
related intellectual property rights protection to reflect differences in national legal systems,

within a framework of flexibility.3%

For Miguel Reale the regulatory issue involves an arduous continuous and
evolutionary work that must accompany the change of reality:

The standardization, therefore, therefore, is not a brain work or
imaginative fruit of an arbitrary will, but the result of a positive analysis of
empirical data, an analysis that always culminates in an act of decision, in
the choice of one of two or more possible solutions. Structural realities are
inseparable from their constructive and expansive paths, because,
ultimately, with them they make body, being as they are, their concrete
forms.3%

30GATT 477, articles | and I11; TRIPS, article 3,1; 4 6°, 63, 2, 67, 69.

301CJass given by Professor Maristela Basso note dated 22.08.2016

302 Class given by Professor Maristela Basso note dated 26.09.2016

3BREALE, Miguel. Direito como experiéncia (Law with experience). Sdo Paulo: Saraiva, 1992. p. 147.
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The consequences of the late recognition that digital society is international and
globalized can be extremely disastrous and the legal barriers that are now being built can

become insurmountable.

It can be concluded, within a general conceptual view, that in fact, issues involving
databases are suited to be addressed by Private International Law, thus making it easier to

deal with the rules of conflict of laws that will necessarily occur due to their transnationality.

In addition, it has been observed that public participation in the development of
policies on the use of databases has been increasing, because there is a great public interest
involved and also issues related to consumer and competition law, which justify more state
intervention on the subject, its being dealt with merely by contractual law not being

sufficient.

In any case, there is a large margin for action and enforcement of contracts, especially
with regard to business secrets, confidentiality and protection of personal data (privacy policy

rules for partners and third parties).
According to the teachings of Leonardo Barém Leite:

[...] the evolution of the legal treatment granted to the legal entity,
especially in relation to the attributes of its personality, has sensitive effects
on Intellectual Property. Currently, in view of the change in the creative
process and its dynamics, the legal entity plays an essential role in the
conception of intellectual works that communicate with society. 3%

In this sense, probably one of the quickest and most short-term solutions would be
the use of the technological measures model (as has already been done with the Millennium
Act and Phonograms Directive), in which confidentiality is protected (business secret and
privacy) with a layer of technology and it is prohibited to neutralize the technological
measures If it cannot protect the content of databases, since the current legislation only
protects their structure (organization) and even so, in two types of scenarios, when there is
originality (creativity) copyright applies, and when there is not, the protection of sui generis

applies (but which is neither harmonized nor uniform, as has been seen).

With regard to infringements, the analysis of the cases presented would, in principle,

be better dealt with if the lex loci principle were applied. And where the infraction becomes

304LEITE, Leonardo Barém. O direito dos negécios e a propriedade intelectual (The Law of business and
intellectual property), cit., p. 160.
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very pervasive, due to the territorial challenges of the absence of internet borders, there may
be a clause that determines the application of soft law to decide the case, with guidance based
on the principles of ALI or CLIP, or something new that is created only for databases, since
there is a tendency to have very different results and decisions, depending on whether it is
from the perspective of the United States or the European Union.

This means that, if the possibility of an international articulation for a hard law type
regulation is not feasible, it is proposed, at least, the making of a soft law on mandatory
contractual clauses which should be applied in the relations involving the databases
(Mandatory clause contracts), inspired by the CLIP and ALI principles, but also by the

European Directive of Abusive Clauses.

As for the practical application of the thesis to Brazilian law, it is high time the
copyright law, in force since 1996, was revised and, for sure, the issue of database protection
will deserve special attention, especially in relation to the protection of sui generis, articles
11, 22 and 87.

Having said that, it is expected that this thesis will serve as a doctrinal support for
future regulatory improvements, or even, as long as there is no improvement in the law and
the gaps persist, that may contribute to the guidance of judges for a more adequate treatment

of the issue in concrete cases.

Therefore, the ideal would be to propose that the databases be treated as a type of
essential natural resource (natural digital resources), to justify the adoption of an international
treaty that relies on a bigger vision than that of just the discussion of property, that of the
Sustainability of the Digital Society, which is based on the pillars: guarantee of energy
sources, right of access to the internet (connection) as an essential right, protection of
databases and guarantee of freedom of information (balance all rights involved with access
and use of data, industrial property, economic exploitation, confidentiality, business secret,

consumer, competition, testing two rights), information security.

Without a doubt, the possibility of being able to deal with the rights of use and access
to databases in an international discussion forum for the elaboration of an updated treaty on
the multilateral issue would be the best and most effective solution, which could even result
in a model of dispute resolution in the ADRs model, through a Supranational Entity. But, as
explained and examined in this research, this will still require a great debate, and the other

proposals for solutions may contribute to build the steps to reach this final result.
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This could make it possible to better balance all the rights involved, such as the
protection of industrial patrimony, access and use of data, economic exploitation,
confidentiality, business secrecy, consumer guarantees, protection of competition and

information security.

In this sense, it has become clear that the European Parliament's current vision is that
for the dynamism and smooth functioning of a data economy, it is necessary to authorize and
protect the movement of data within the European internal market in order to guarantee the
protection of the four fundamental freedoms of the European Union's single market already
enshrined in the Treaties (goods, workers, services and capital). One of the greatest sources

of concern has been about the geographical location of data creating barriers to its movement.
305

Furthermore, there are still privacy concerns, but they do not constitute an excuse to
restrict the free movement of data in an unreasonable way. As already mentioned, the GDPR
foresees that throughout the EU there is a single set of rules with a high level of protection
of personal data. It enhances consumer confidence in online services and ensures a uniform
application of the rules in all Member States by strengthening the powers of national data
protection authorities. GDPR provides the necessary confidence for data processing and
forms the basis for the free movement of personal data within the EU. GDPR prohibits
restrictions to the free movement of personal data within the Union for reasons related to the

protection of personal data.3%

Unfortunately, the research showed a trend on both the US and European sides
towards greater data location, an approach often based on the false idea that localized services

are automatically more secure than cross-border services.

In addition, the market for data services is influenced to a large extent by the lack of
transparent rules and a strong perception of the need for data location. This may limit the

access of companies and public sector organizations to cheaper or more innovative data

305Source: PUBLIC consultation on Building the European Data Economy. Digital Single Market.
Consultation, 10 January 2017 to 26 April 2017.Available at:

<https://ec.europa.eu/digital-single-market/news-redirect/52039>. Access on: 24 July. 2018.

306Article 1(3) For example, a dynamic IP address registered by a provider of online media services when a
person consults a website which that provider makes available to the public constitutes personal data in
relation to that provider, where that provider has legal means of identifying the person concerned on the basis
of additional information available to that person's internet provider. See judgment in Case C-582/14, Breyer,
ECLI:EU:C:2016:779, paragraph 49.
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services, or force companies operating across borders to provide excessive data storage and
processing capacities. This could also prevent data-driven businesses, in particular new

businesses, Startups and SMEs, from expanding their activities and entering new markets.

Automatically generated 'raw data’ would not, at first sight, be eligible for protection
by existing intellectual property rights under the current legislation under review, as they are
not considered to be the result of an intellectual effort and/or have no degree of originality.
The sui generis right provided for in the Directive on the legal protection of databases
(Directive 96/9/EC) - which grants manufacturers of databases the right to prevent the
extraction and/or full or substantial reuse of the contents of a database - for its part, ensure a
degree of protection only on condition that the creation of such a database entails a substantial

investment in the obtaining, verification or presentation of its contents..

The Directive on the protection of trade secrets (EU Directive 2016/943) could
provide a layer of protection to the trade secret against its unlawful acquisition, use and
disclosure. In the meantime, for data to be considered a trade secret, measures must be taken
to protect the confidentiality of the information, which constitutes a company's intellectual

capital.

Thus, under the comparative laws, legal actions against data only apply if they meet
certain specific conditions to be classified, for example, as an intellectual property right, a

database right or a trade secret.

Consequently, there are currently no comprehensive policy frameworks either at
national or international level for automatically generated raw data that does not qualify as
personal data, or for the conditions of their respectful economic exploitation. Therefore, the

issue is largely entrusted to contractual solutions.

But the problem with leaving everything to contracts is that it tends to be unbalanced,
especially as these relations often involve the application of adherence clauses.

That is, the different market players that control the data, depending on the specifics
of each segment, can take advantage of existing gaps in the regulatory framework, or of the
legal uncertainties described above, by imposing unfair standard contractual clauses on data

users or through limiting technical means, such as their own formats or the use of encryption.

Thus, an alternative would be the creation of a regulation that could address the issue

within a focus notably on what would be considered abusive in contracts related to Data
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Market Providers and Users, especially for 10T and Artificial Intelligence applications,
inspired by the precedent already set by Directive 97/7/EC and 97/13/EEC that deals with

unfair terms in adhesion contracts.

Certainly, the best alternative would be to deal with the issue of ensuring access to
automatically generated data and the legal protection of databases resulting from Artificial
Intelligence applications (machine learning) within a coordinated approach at International
Treaty level, precisely in order to avoid fragmentation country by country or even by regions,
since this would be detrimental to the development of the data economy in global terms, with
consequences in all member states, since the internet from its inception has had an
international and cross-border nature stimulating a globalized market for the supply of

products and services.

Therefore, some best practices can be summarized for the purpose of the most
adequate analysis of the matter:

a) Making databases more creative in order to increase the likelihood of copyright
protection by bringing, in addition to the selection of facts, also analysis indicators

(analytics) so that there is an application of inventiveness (creativity, originality);

b) Improve access to automatically generated anonymous data (generated by

machines) through the creation of rules for sharing, reuse and aggregation;

c) Apply more specific contractual clauses to meet the need of covering current gaps.

For example, the one that deals with rights to machine learning:

MACHINE LEARNING. THE SERVICE PROVIDER is the only holder and
owner and owner of any systemic learning occurred in the scope of the Software
by means of artificial intelligence parameterized or neural, which make up the
knowledge base learned, resulting from the application of the analytics algorithm,
prediction, deduction and inference, without implying any violation of the rights
to confidential information, business secrets, protection of personal data related
to THE CONTRACTING PARTY. its employees, customers and / or users, which
make up the primary database

d) Implement Terms of Use in the data platforms for the purpose of establishing more

clearly and transparently the limits and conditions of use of the databases:
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You have received a non-exclusive and non-transferable limited license that
confers rights of use and access for research purposes in the online platform of
digital content and repositories. This license confers the right of online use
(viewing and access) in electronic format, by you, NOT INCLUDING the rights of
reproduction, local storage, printing, capture for publication on the Internet,
social media or other digital platforms and/or distribution to third parties,

assignment or transfer to relatives and/or heirs.

e) Pricing policy that may give differentiated treatment to the types of license
according to the types of rights of use granted to the databases;

f) Technological safeguards with the adoption of technical measures that can support
the management and control of use and access to databases as well as the guarantee
of confidentiality (when the premise of business secrecy is needed or to meet the
regulations for protection of personal data and cyber security);

g) Introduce a non-legislative approach through self-regulation with the adoption of
recommendations for best practices in ISO standardization, certification and/or

creation of Guidelines (Soft law) developed by the market itself;

h) Conclude an International Treaty on the subject of ethics, the principle of property

protection and liability in Artificial Intelligence applications.

Finally, from the point of view of the legal approach on databases and software, the
view of law has been very limited when compared simply with literary works and/or with
compilations (such as encyclopedias and anthologies). Certainly, the level of development of
digital technologies presented both in the innovative perception of the Internet of Things
(1oT) and Artificial Intelligence, already demonstrates that it will be necessary to address the
issue again to develop solution to match the complexity of the issue. Reducing the analysis
to an analysis of whether or not there are elements of human creativity is to oversimplify
from the methodological point of view what is today this innovative business model that has
a unique interdependence between the databases and the product or service solution that will

be offered to the market.

To determine that the copyright or patent registration will be refused if there is no
original authorship, and what this means exactly when we move forward in the use of

machine learning with apprentice algorithms and autonomous applications with
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conversational assistants and robots, is to leave the whole new data economy and robotization

at the mercy of an immense legal uncertainty.

Certainly, in the era of industry 4.0, of the sharing economy, of the open society,
the application of the originality standard as the only method is no longer consistent with the
current reality, and at the very least a hybrid method should be adopted, which considers the
efforts (investments of resources and time), and restrains the practices of unfair competition

or abuse by the users themselves (use outside the limits determined by the license).

Criteria should be created in order to avoid the appropriation of raw data, since this
would be the same as allowing someone to appropriate the "oxygen of the planet".
Remembering that every property always involves not only rights, but also exclusions. To
use an analogy, protecting those who apply resources to guarantee qualitative data with the
application of intelligence would be the equivalent of protecting those who are capable of
producing "drinking water" (collect, sanitize, qualify, improve and deliver within standards

for safe consumption).

Finally, there is the question of the duration of protection, whatever the type of right
to be granted to the databases in 10T and Artificial Intelligence applications, what should be
the time granted to the protection of property or to guarantee the right to use and access the
data? In a comparative analysis, the United States proposal has been around 25 years (longer
duration) and the European Union around 15 years. The Nordic countries, on the other hand,
have suggested that it should not exceed 10 years within a doctrine of "misappropriation”.
Considering the importance of harmonizing the free flow of data with the need to return the
investment made, the suggestion is that it should be for the shortest possible term tending to

equal the patent term due to the industrial applications of both the 10T and the Al.

It is believed, frankly, that the best proposal to respond to the problem of database
protection in an Internet of Things and Artificial Intelligence scenario will continue to rest
within intellectual property, but, if possible, with a more international approach adopting the
law of treaties, technological safeguard measures and the use of an international dispute
settlement forum, with the possibility of using alternative methods such as mediation and

arbitration.

To conclude, | would like to take advantage of the words of Chris Reed, who for
more than 30 years has been widening his study on how to regulate the internet, and who
says that it is extremely difficult for a company or individual to act totally within the law on
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the internet, when it trades globally. Because the laws applicable to the internet have chosen
the path of being national (local) laws, at some point it will be breaking some law somewhere.
And the worst thing is that if one of the reasons to have a legal system is to have a behavior
control system, then this lack of uniformity ends up generating just the opposite, the loss of
control. 37

39REED, Chris. Making laws for cyberspace. United Kingdom: Oxford, 2012. Prologue, p. 8-9.
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ANNEX A - Case Law Analysis involving Databases (Brazil)

Case 1 — Webmotors

Superior Tribunal de Justica
Canteuda Exclusive WEB | Maio / 2012 | IRPA 2012431255

STJ - Ay, 200301 10899943 - j. 30/5/2012 - julgade por Fldvie Baglicols,

DIREITO CIVIL. OBRIGACAD DE NAD FAZER. SITE DE VENDA DE AUTOMOVELS.
ACESS0O E UTILIZACAC DE INFORMACOES SIGILOSAS DE CLIENTES PELA
CONCORRENTE. DESLEALDADE CONFIGURADA.

Ementa Oficial:
EMENTY

DIREITO CIVIL. OBRIGACAD DE NAD FAZER. SITE DE VENDA DE AUTOMOVELS, ACESSO E
UTILIZACAD OF INFORMACOES SIGILOSAS DE CLIEMTES PELA COMCORRENTE.
DESLEALDADE CONFIGURADA,

1. S8e & dindmica dos fates denota o desvie de finalidade praticado pela
demandada, no que tange a obtencho de infarmaches acultas dos clientes do site
de venda de automdveis concorrente & A sua antiética utilizache, forgoso
reconhecer a pritica de concorréncia desleal, nos termos do art. 195, da Lei n®
9.279,/96, o que torna lidima a tutela inibitdria determinada na origem.

2. Apelagio nio provida. Sentence mantida,

Orgho 13 Turma Civel

Processo N. Apelacso Civel 200301 10E993434PC

Apelante(s) TECROWORLD TECHOLOGLA E INFORMATICA LTC:A E OUTROS
Apeladals) WEBMOTORS S/

Relator Desembargadar FLAVIO ROSTIROLA

Revisora Desembargedora ARNA CANTARING

AcordBo N® 590,957

AcHRDAD

Acardam o8 Senhdres Desemhargadures de 12 Turma Civel da Tribunal de .'Iuﬁlit;-a do
Distrilo Federal & dos Territdrios, FLOVIO ROSTIROLA - Relator, ARNA CANTARING -
Revisora, LECIR MAMOEL Di LUZ - Vogal, saob & Presigéneia de Senhar Desembargadar
LECIO RESEMDE, am prolerir a seguinte decisio: CONHECER DA APELACAD, MAD
CONHECER DO AGRAVO RETIDO E NEGAR PROVIMENTO A APELACAD, UNANIME.,.
de acords com & ale do Julgal'm;-nll:l & ndas Laq-.ugre'nrin:as..

Bragilia [DF), 30 de maio de 2012
Certificado no: AF31ER6F000S00000FAE

0052012 - 19:51
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Desembargador FLAVIO ROSTIROLA
Relator
RELATORIO

Cuida-g& de apelacio inlerpesle pelos Regueridos, TECHOWORLD TECHNOLOGIA E
INFORMATICA LTDA. & CRISTIAND CABRAL conlra a r. sentenca de L. 5467550, gue
trarmilau perante & Décima Sexls Vara Civel da CircunscrigBo Judicidria de Brasilia/OF.

Transcreva o relabdrio judicial:

“Trala-se de achn de conhecimenta, sab g nito evdindrie, ajuirada por WEBMOTORS 544 em

desfavor de WEBS!S TECNOLOGHA LTDA & CRISTIAND CABRAL, eslandn as parhes

devidamente gualificadas. Eecfarece 2 aulora due mantdm um site cujo princigal atralive

236 05 anuncios de compra @ venda de veltules dispenibilizades em suss pdginas

alelrinicas, aldm de pulres andncios de inderesse da mercadn sulomebilisticn. Registea

Jué 08 AnGnciog s8o grecedidos da elaberaglo de cadasirad, nos Guais sia inseridos of

dades pessaais e Seud clienles, ham coma 0 waitwin & Ser comertializads au gralendida.

Acerca dos dados pedeoais de seus oiienles & awlora gavanie ans interesesdas absolula

privacidade. Contuds, afirma gue Seus clienles comegaram a reclamar gue oulro sile hes

aferecia services iddnbices, dias apds anunciaram na aubord. Narra Gue 08 rus navegaranm
m ey aile de andncios de vaitulog @ acedsaram indevidamente of dades pesenais privados
de seus clienies, a despeilo o relo na elaboraclo dos cadasires dagueles, fafo consiatad
mediande a inclusio de andncing Relicios de weicuipg em seu sile, uilizando dados passoais
de seus graprios fuscondriss. Myeliva a aulara & condenaclo dos réus na abrigacio de se
atsler de invadic 08 cadastros de clienles anmarzenadod em seus Bancss de J3d008, uma ver
Gue 3 suposta pedlica abusiva des rdus eslana afelands 5 politica de privacidade dos
bancos cadasirais da aclova, prejudicands a Sus imagerm comercial & financeira, com o
aliciarmeanto de clieniss. Apredents pedido de concessin de fulsla antecipada (5. 02710,

IEMD 2 A7p48). Procuracls, documentos e compgrovante de recolfimento gda, custas,
EOCESSaie de e, 4734 @ 41842, A decislo de B2 50751 concedey 8 antecipacio dos
sfailag da lutela para delerminar gue of rdus e abelivessen de invadic o2 cadasires de
clientes da aulora, sob pena de multa de RE1.000,00. As Ms.59/67 08 requerides
agreseniam pedide de revogacie da bulels anlecinada, scompanhads de decumenlos de
R 68/100. Consta 35 Ms 1340040 co0ia 08 pelicho do agrave de instruments Sjuizsds
oelas régueridas, face o deferimento da lwlals anlecpads. Ev contestacio de 15, 144,154,

o8 rdug negam & ocorrdngia de scessn degal & hase de dados cadastrais des cienles da
aulara e admilem a colela das infarmacies por mein de savegaclo regular na inkernal,

Réplica de Te, 156/157. Termo de realizacho ge avdidneis de conciliaglo & A 214, A
decisan de 5. 262,263 afastou a preiimingr de idegilimidade passiva, evidenciou &
presenca das condiches da apdo & 08 prégsuposlos processuais, defeny & expedicio de
aficin & Quarta Delagacia - Meips Elelrdnicos/SP, cam wislas ao @énvig 0 cdpia do inguénila
palicial envoivends as parles, bham 2881 2 realiracio de prova pevicial,

O leuds pericial do perilo do Juizs foi juntedo &8 Ma. 3200336, Foi anexeda, sinda, Bos
aulas, lauda pericial deslinado a inslruir acBa penal gue bramilava ne 102 Vare Criminal de

Wibdria/ES (M8.351/355). Farem aprésenlades guestionamentos sobre as conclusbes da
paricia, o5 quais foram respandidoes pelo expaert & fls. 4557456, Ne peticlo de 5. 487488,

Pdpieo 2
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a aulara pugnou pela producle de prava oral, o que foi delerida &s s, 469,

Por ocasifio de realizacio da pudibneia de instrucSo e julgaments (fl. 522}, & aubers
reilerou o pedide de aitiva de testemunhas, O réy contestou & produgdo de prove aral,
aleganda serem eles ermpregados da autors. A decisBo de s, 5277529, indeferiu &
producio de prova aral, Deste decisBo, a aulora interpts agrave retido (s, 532/53517,

fo analisar o caso, 2 MM. Juiza Subsliluta em exerdcio ne cilede Wara houve por bem
julgar procedents o pedido inicial, nos seguinkes Lermos de dispositive senlencial, in gapkis
[1.550):

"Por tods o exposto, julpn PROCEDENTE o pedide para deferminar que os réus se
absianham de acessarfinvadic og cadastros de clienfes da awlora, sob pena de molls de
RE1.000,00 por cada scasss ndevide. Confirme & lulsia anlecipads concedids & 11, 50,
Extings & 380, com julgaments 4o mdrito, nas lermos 4o artiga 269, inciss 1, do Chdigs de
Processo Civil [LGLAVIS73E). Condenn o requerids &0 pagamentso 038 cuslas sroressuang
despesas processaais (hanardriod periciaig) & dog honordrios advocalicies, sefes gue fixo
&m BE 100000 (mil reais), nes termos doe arbign 20, § 49 do OPC (LGLVI973\S)
Transitada em juigadn &, ndo kavendo requerimentos formolados pefos inferessades,
dd-ge haixa & aruivern-5e o3 presentes. Senlenga profatada na Unidade de Apais Jodicial™,

s razdes de apelacio dos Regueridos foram apresentadas as fls.556 /568 com o
respeclivo prepars & 11569, Repisa que g2 provas produzidas demanstrariam que a prapria
aulora, Web Malors, estaria divulgando o8 e-mgils de seus clientes, razio pala qual nEo
haverig gue s& [alér ng respensebilidade das Demendadas pela divulgecio de informagbes
supostarmente sigilosas,

Afirmarm gue & prava pericial praduzida Leria eamprovada a auséncia da aleqada invaslo Bo
sitia elelrdnics da Apelada que "na dpoca do falo alegado ndo havia como garantic tal
privacidade wma ver que of dados: nome, il telefone, cidade @ esfadn da anuncianie
eslavam dispaniveis no site da apelada de forma poblica, ou Sefa, para gualgwer wsudrio
enbrar em confalo conforme agontado pelo periba, (L5684

Refula a lese da concarréncia deslesl, wing vez que nés lerie side demonstrada & redugio
da faturamenls da empresa Autara, sendo que a olilizagio des infarmacias conlidas no
anancio do sile lera side narmal & regqular.

Destarte, reguer o provimenlo da epelagie &, em conseguéncia, a improcedéncia do
padida inicial.

Conlrerrazfes da parte Aulora by N 575/578.

E o relatéria.

VOTOS

O Senhor Desembargador FLAVIO ROSTIROLA - Relator
{1} Do Agrave Retido de fls.532/535

De ir'litiiﬂr nda conhego doe agravo relido de (155327535, pois nBo cumpridos @8 seus
requisitos, nos termos do arl.523, §1°, do CPO (LGLI973\5].
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(II} Apelagho

CONHECD da apelacio, pois salisleilos oS seus pressuposlos extrinseces & inlrinsecos de
admigsibilidade.

Confarme expasts no relaldric, a Autorafapelads, Webrpolors S48, ajuizey acio ardindria
ebjalivando & condenacss dos réus ne obrigacio de se abaler de invadic 68 cadasires de
clientas armazrenados em seus bencos de dados, uma vez que a suposls pralica abusive
des Réus eslaria sfetanda B sua politica de privacidads, prejudicanda 2 sua imagem
esmarcial e financeira, com o aliciaments de dienles.

Ao erelisar o case, Sua Exceldncia & guo entendeu conligurada a pratice de concorréneis
desleal, vinds a conceder & lulala inibilbria requerides.

Em suas razfes recursais, os Recorrentes/Demandades raforgam que as provas produzidas
dermanstrariam que & prégria Aulara, Web Matars, eslaria divalgando as e-mails de seus
clientas, razdo pela guel ndo heveria gue se [alar ne responsebilidade das Demendadas

pela divulgacie de informaches supastamenle sigiloses.

Afirmarn gue & prova pericial produzids leria somprovada a auséncia da alegada invasio 2o
silio eletrdnice da Apelada, gque "na dgoca do fale alegade ndo hawvia como garanbic tal
privacidage uma ver que of Jados: name, Sijad, telsfone, cidade & esladn do anuncianle
exlavam disponiveis no site da apelada de ferma poblica, oo s&ja, para duakiver usudrio
etlrar em confale confarme agontads pein perila. (L554)

Refula & tese de concorréncia deslesl, uma vee que nBo beria side demonstrada g reducBo
de Faturarmenls da empresa fulara, sendo que a ulilizacBe des infarmacBes conlidas no
andncio do sile lera side narmal & ragular.

& principie, impde o registro gue g r. sentenciante cancedeu a tutele requerda na inicial
nda com base ne Beesso ao silio eletronics gue, como demonstreds, de livee conexio B
qualguer pessos que livesse acesso & inlermat, mas em razdo da ulilizegdo indevida de
informegies pessoais das chientes ali cadastredes, par meio ardil, com @ infuile de obler o
desvia de clientela.

Tais fabos acorraram no ano de 2003.

Bpds @ Bveriguacio peranle B Delegacis Civil de SBa Paula/SP, apurdu-3& que os dientes
da Aulora estavarm recebendo diversas mensagens indesejadas de procedénciz dos
Recorrentes/Requerides [fls.26/29).

Chegou-g5e & 5e insleurar ¢ compelente processs criminal pera apuragdo dos fabos,
spbretuda pargue 8BS mensagens eriem side encaminhadas de compuledor vinculedo 2o
Ministério da Sadde (setor de Assessoria de Informatica da PROFAE}, pele 2° Requerida.

[gualmernle, fora deberminads pericia para sa comprovar @ exisléncia de avidéncias na
maguina [P 200.176.216.132 com orgem dos gmails enviedes em name do site
www bancodeveiculos cam br, de responsabilidade des Demandadas.

Uma das méquinas restou prejudiceda B andlise, pargue beve o seu dises farmatada, & gue
abrai o farle indicia de que o intuito ssria @ de eliminar quaisquer vestigios gue pudessenm
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desarmnbacar na autaris & na meterialidade do delito.

A pulra maguina, densmineda de maguina 1, epresentava defaita, inviabilizando & colets
de novas evidéncias, o que veio a prejudicar na resposta de diverses oulros guesites
[fs.326/327).

Em sede de cogniclo suméria, a0 julgar o Agrave de Instruments n® 2003.00.2.010447-4,
2ol & relatoria do Dessmbargadar Fernends Habihe, essa e Turme concuiu (M8 A82/484):

"L, © gu 88 conciu, 38 mendd nasla sede, & que as infarmagded o eS8 dispoiveis
4 maiariz dos inlernaotas. Trala-se, antes, de informaces acuitas & maioria, 45 guais s0
L aceqgs guarn Jiiponha g8 conhesimeniod rmais oy Menas avancados am infarmatics.
Prelepdesie 8 agravada diveipd-1as, ag deixaria exposias no site para Qualguer & gue o
vigitasge, Portanle, o simples fate das informacdes cadasirais ndo estarem
aparentes guando da visualizacdo da pagina de internel revela, em principio, &
elandestinidade do mode como foram oblidos pelos agravantes. Acrescénls gue o
preatigie @ confance conduislados pels agravads am anes de veicwlaclo de andncios,
corraliaradas pela aila quanlia pela gual foi vendida, demansiram que 3 condula des
agravantss pode abalar sua relacio com of clienles, Este falo resloy demonsirada pela
indignacde & desconfianca de clienfes que S8 2anbiram ameacados peis inesperadsa
Comucacan dog reus (1) Tals rardes sdo Suficieniements convincentes quanls &
vargssimilianca das alepaghies da autord & & possililidads de danos de dificl reparagsa,
CUMprinds of requisitos aulorizadares da medids pravistos mo CPC [LGLYISTIG) 273,
Iraduzida, ne cass, na ardam de ndo itvadic o casire de clienies maniids gela agravads,
20b pena de rmulla de REL D00, 00 por cada Acesen indewvida”

A par de loda esse conslalacso e da dindmice dos felos, a r. sentendante chegou & igcEo
da desvi de Minalidade, o gue, no meu enlender, revelou-sa acarlada, sebretudo pels
obtencBo de informacies ocullas & a sua antidtice ulilizacio - ou no mirima imprudents -
& que, inclusive, veis a ocasionar confusdo & dividas enbre of consumidares, hipblese
configuradara da concarréneia desleal, nos termos do erl. 195, da Lei n® 3.279/96.

& eq5e respeiba, o Seguinte aresto desse e, Tribunal:

"A concovréneia desiaal & o ovil em gue o concarrenfe lanle pode agir com a
conacidneia de due esid prabicands um ate contrdrio & concorsdneia correla, cormg pode
agir de forma improdents, sem adoclo dos cuidados esperados de wm comercianle
maemal. L fAcorddo n, 3655609, 200601 10083260APC, Relalor LEMLA ARLANCH, 49 Turma
Civel, juigadn em 01042009, 0] §5/07/2009 p. 19)

Logo, nada & reparar na ro sentencs, cujos fundamentos integro & presenle decisdo, in

wephis (e 54B/550):

"Corng £ eabids, na slualidads, win cadastve de consumidones & de muita valla, salveluds
para quermt comercializa pela internet.

A chpia do inguérilo policiel instaurado pela requerenle contrg o8 rédus (1L26) junlo & 42
Delegacia contre crimes eletrdnicos/SP, demanstra que as mensagens indesejedas
enviadas aos clienles da aulord eram provenientes de compuladores manejados pelos
rdug. 08 proprics regueridog afirmem gue acedsarem regularmente & paging da aubars,
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S8 que livesse havido guebre de sanha, alegam, pois, no haver que e falar am invasbo.

Queslionar @8 réus gue & quelquer interessada em comprer o aubomivel anuncisdo pela
requerente au ausiliar ne venda, pode acessar os dedas da pdgina eletrinica da aulore porgue
néo poderia putrs fomecedor ge servica sernelhante fazer o measma.

Enterda que o campartaments repravivel neste feilo & & ulilizacss indevida pelos réus des
infarmaciies consaguidas sabre of cientes da aulors, su sajs, o eferecmenta pelos regueridos
Aqueles cienbes dos mesmos Sarviges prestados pels reguersnte. Traba-se, pois, de pralica
abusiva gue prejudica os neghcos da sutara. E um caso de concorréneia deslesl, vededa pela
lagislagia brasileira. Messe sanlids seque o esodlio de FABID ULHOA COELHO: ™A repressSs &
cancorréncie desleal, por sua vez, & feita em dais niveis pela direito, Na dres da direilo penal, &
lei Lipifice como crime de cancorrdneia deslesl as compartamenlos elencados ng Brligs 195 da
LFl. S50 esemplos desses erimes: publicer falsemente sfirmecio em debrimento de
concorrerle, oom o objetive de obber vanlagem; emprager meia raudulenta para desviar, em
sau proveils ou de farceing, & dientela de um cerlo cormerdante; der ou prarmeter dinbeira &
ermpragada de carrenle pars que este proporcions vanlagem, faltands o dever da emprago
ete” (Manual de Direite Comercial, fl. 30}, Cumpre-me salientar que a Carte Megna
[LELDERI]), o contrdria de proibir 8 concarrdncia empresanial, eleva-a 3 condicdo de
principie canslilucional, pralegenda-a & eslimulanda-a_ O que & legislacss nacional veda & a
concorréncie feita de forma deslesl, sam alender Bos principics da honestidade e correcSo
cormerdial.

E certs que nis existe na lagislagio patria ume definicSs para o Lerme “cancorrénga dasleal”.
Contudo, & de camurn sabenca que o alo de concorréncia desleal imporla numa apraciacio de
fato, sujeils so expme do ceso concrelo que se colaca A frenle do julgadar, quanda alrontados
08 concailos aberlos de lealdade, Bors coslumes, usos & costurnes honeslos No Camarcia.

A ey sentir, ne hipdlese vertenle estio presentes todos os elementos Bplos & configurar &
pratica pelos réus de concarréncie desleal, mediante caplacio indevida de dienlela, o que
provoca dano petrimonial & requerente. [n gagy, porlenta, a irresignacBs da Bulora merece
prospersr pare Que os réus se abstenham de invadinacesser os cadastros de clienles
armezenadas erm seus banoos de dados”.

Ante o exposto, nSe conhegs de egrave relido & NEGO PROVIMENTO & apelacio dos
Requerides, manlendo-se indens a r. senlenga hostilizads.

E o ey walo,

A Senhora Desembargadora ANA CANTARING - Revisora
Com o relater,

0 Senhor Desembargador LECIR MANOEL DA LUZ - Vogal
Com @ Relater,

DECISAD

COMHECER D, APELACAD, MAD COMHECER DO AGRAVD RETIDD E MEGAR PROVIMENTO A

APELAGAD, UNANIME..
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Case 2 — All Match

TRIBUNAL DE JUSTICA L

aE PODER JUDICIARIO
S30 Paulo

Regismo: 2014.0000438790

ACORDAD
Vistos, relatados e discuddos estes awos de  Apelagdo p°
021903685 2007.8.26.0100, da Comarca de S3o Paulo, em que 530 apsiantes AIL

MATCH PROCESSAMENTO DE DADOS LTDA & RICARDO MALAGUTI RETS
e 2 apelada DATA SOLUTIONS SERVICOS DE INFORMATICA LTDA.

ACORDAM, em 1* Canpn de Direito Privado do Tribunal de Justica de
S3o Paulo, proferir a seguinte decisdo: "Negaram provimento ao recurso. V. U.", de
conformuidade com o voto do Relator, que integra esta acardao.

O julzamento teve a pamicipxdo dos Exmos. Desembarzadores
CHRISTINE SANTINI (Presidente sem voto), PAULO EDUARDO RAZUK E RUI
CASCALDL

S30 Paulo, 29 de julho de 2014,
Luiz Antonio de Godoy
Relator
tesi Fletréni



VOTO N* 19842

TEIBUNAL DE JUSTICA
PODER. TUDTCTARTD
Sdo Paulo

ﬁI'EI.Al;j.ﬂ N° 0219056-85_2007.8.26.0000 — Sao Paulo
APELANTE Al Alatch Processamento de Dados Lida. & Ricardo

Malazuti Reis

APFLADA Data Sclutions Servicos de Informatica Lida.
JUIZA Licia Caninée Campanhi

EESPONSARTLINDANE CTVIL - Concorrtmcia dezleal -
Alegaglo de wilizacdo de informacbe: confdencisiz
pelos réms - Timelaridade doz pregramas da awtors & @n
acenzd indevido por parie dos réns verificados - Corrén
que deizen de presiar o DeIvi(os pard 4 O0TH & Nrnoe-
se so0b0 da empreza requerida, paszande s desemvolver
aovidade semelbante - Exzetmcs de alee gram de
rimilaridede maz bazes de dade: daz emprezas, indicands
que o3 réms nifiravam infermaches rardas da amrera &
a3 amalivavam - Eéns que dezenmolveram men bancs de
dades wiilirazde come base o bazco de dades da swiora -
Aimles devida, conforme esiabelescide bDo iermo de
combdencialidade - Dano: macenisis constatsdes -
Violaci#e & propriedsde mielecmal de programa de
computsdor - Homerario: sdvocaticdo: - Feduocie
indevida - khzervincia dos comandes peronentes du bei
proceszmal - Sempemia mamoda - Ant 151 de
EITISFHHE - Recorso desprovide.

Traa-se de apelacio da semtenca de fls. 331/337 (ohjetn de embarzos
de declaraco rejeitados a fis. 378), em que, em hipotess de "ag3o de mdenizacdo por
violac 3o de direito autorl & concoméncia desleal” (fls. 1) aftizada por Data Selutions
Servicos de Informatica Leda. comtra All Match Processamento de Diades Lida,
Ricardo Malazai Feis & Mava Segers, fod joleada procedande em parte a damandas
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"para condenar o requerids Bicardo Malamti dos Beis no pagaments de multa da B3
1040000, 00 (oo il reais), com corre 3o monstaria desde marco de 2007 (s, 200 2
jures de 1% a0 més a partr da citagdo, pam conderor A requeridy Al Match
Processamenin de Diados Lida. no pagamento de mdenizacdo por danos maberisis,
com: walor a ser fixado por arbitramento, conforme exposto oo parasrafo anterior”
(fls. 337) & improcedente em elacio a Maya Segers. T2 2 medida caueslar (mutos em
apenso) envolvende as mesmas partes fid julzada procedemfe, confimmando-ze a
liminar. Foram careades acs s All Match Proceszamento de Dados Leda. 2
Bicardo Malaguti Feis o oms da socumbencia, Inconformados, apelamm estes,
sustentandn que "o mabalhe desemealvido por Ficardo Malamug dos Feis no ambito
das atividades da empresa Apslante All Match - Processamento de Dados Leda, ndo
tem qualouer comelad com o soffware e sistema de captura de informaces
noticiados peln Apsiada® (Bs. 340) Adurimm que o temmo de confidencialidads
firmado pelo reu Ricardo ndo teria o conddo de impedir que desempolvessa outro
sistenna de banco de dades. Afimemm  auséncia de violagdo de direitos auborais
Alegarm, ainda, que nde fora demanstrado nos autos a tralaridade da aotora quanto
205 "softwares" em questdo. Sustentaram inocorméncia dos alagados danos materiais
Pleitearam: por fim, evenfual reducdo do valor da omdta fixado na semtenca. Foi
providenciado o recolhimernte do prepars. Oferecidas contmmazies, fomm os autos
remetides 3 este Tribumal
E o relatorio, adotado. quarde ao restante o da sentenca apelada,
Ajuriziona yofora 3 presents demoands pretendenda o ressarcimento das
pards: & dapos decomentss da pratica pelos mms de atos que configurassem
concomensia desleal. em razdo de suposta filizacao de informagdes confidenciais.
Eramirados o5 amos, € C2M0 que A sentenca combatida mouxe
adequada sobagdo A questio em dehate, metecendo ser ntegraiments confirmada
Como obsarvado na sentenca, "As pessoas fsicas inchodas po pole
PRASEIVD PIEStATAm Servios Dara A auom & quando se deshiparam da empresa mos
messs de fevereiro & margo de 2007, fimmaram compromizse declammde que
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receberam informagdes confidenciais relativas a0s projetos. banco de dados,
aqupamenins, hardwares, soffwares, consistendes em segedo comercial de
proprisdads exchusiva da amtora. Comprometersam-se 3 tomar as medidss necessaras
paa impedir que as informactes coofidencias sejam copiadas, transfaridas,
divalzadas o wilizadas sem 3 amerizcio da matora, rado sob pena de pura de BS
10000000 (85,3940 e 4647)/Ocorre que t30 logo o raquenido Sr Ricardo deisou
de prestar o5 SEVICOS PAIA A FOMORA MOMMMNE-EE 000 da empreza requenida e passon a
desenvalver atividade semelhante. A enpreca requenida imicion suas advidades em
27 de abril de 2007, com data de comstitmico em 8 de mde de 2007 (Bs.48) ()
Quando do omprimente do mandado de s e apresnsio, oF PeTiios constaiaram a
violacdo e vraram as CPUs para que fossem abertas posteriomente na presenca dos
assistentes técmicos para elabaracio do lmdo (571 do apense).Conston do lmdo
pericial o alto g de sivvilaridade nos dados constantes da bass de dades mdicando
que 05 2 whlizvam informegdes mazidas da awen e as atuakizavam. Adesceniou
que a grande sinmlaridade entre o5 lavouts das tabelas reforca tal conchus3o (fls 187
do apenso).Depois de comparar os progmmas, o pemio conclum que foram
enconmados nos computadores dos reus copias dos soffwames “Tat Setting”,
“Mamager”, “Pesguisa Recsita PEPT™ & “MQEXECT, dssemvolvidos pela
aurior. Tamber verificon indicios de que o5 rés procsdiam o desemvolvimenio de
se hanco de dados utilizande como base o bance de dados da amom (fs.194 do
apenzo) /0 perite esclarecen que mesmd nd0 sendo possivel EXNSCURAT O DIOSTADE
“Diata Setting” com 05 CICo ATqUives encontrades nao afist a conclosdo de que
localizados softwares protegidos legalmente nos compartadares periciades (fs 183
Fessaltou o perito que a autora emregon a lista de arquivos antss do inicio dos
tbalkos e esses anquives fomm encontrados nos compradorss dos reus (f:.133), o
que confirma a thilaridads dos prosTama:s da aoiora e seu acesso indevido por pare
da i (fls. 334/335)

E certo, tambem, que "é de 32 estrankar que uma empresa recem
oomsticmds tivesse termpo habil pam desemvolver todes o5 seus programas & base de
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dados em t30 pouco tenme. O mais plasiel @ qoe o w000 ofunds da empresa
concmTente fenka aproveifado a bass de dados e 05 prosTames da empresa amom,
nao obstants o temo de confidencialidads firmade. Tal conchisio coadma-se com o
lmudio pericial® (fs. 336).

Dhamie disse, copstai@-se fr side comstaments conderado o comen
Bicardo Malazon Feis no pazamento de mlia oo valor de BS 100.000,00, conforme
estabelecide ma "Declaracio e Compromssso” (s, 39), fmmado enire ele ¢ a oo

Ademaiz, como mmotado pela furmm de Direito, "demonsimada a
violagio 4 propriadade imslechal de prosama de compunder de tndaridade da
amnn, immée-se a condenacdo da pessoa jundica em perdas e damos, visto que
comsiste na beneficiaria direta dessa vialagao. /0 valar sera apurado em Hgidacso por
arbitramento & comespondara a0 lcre haguido obiide pela ré nos sarvicos prestados
que tenkam qualmuer relacio com a base de dados da aufora ou o= programas “Tata
Seting” ou “Mamazer” o “Pesquisa Receina PE/PT” ou “MQEXEC™ (fls 337)

Por fir, quanto aos hooorarios advocatcios, oo b2 mzio pama sm
recdiugao. Foram eles fuados com estrita obsenvancia dos comandos pertnentes da lsi
processmal, tendo sido copsiderada a sacumbencia em mAKT EODOCTAD dos IEIS
Aderwiz, foram kevados em coma o melo profssional o higar da prestacio do
SETViCO, A mahmera e a importincia da cansa, bem como o mabalhe realizado & o

Aszim pes temes die art. 152, do Bezimento Interno do Troxmal d=
Tustica do Estado de 530 Paulo, mdficans-se o5 findamentos da senfenca recarmida,

E essa, inchusive, 2 orientacio do Superior Tribunal de Justica-

“PROCESSUAL CIVIL. ACORDAD PROFERIDO EM
EMBARGOS DECLARATORIOS. RATFICACAD DA SENTENCA
VIABILIDADE OMISSA0 INEXISTENTE. ART. 535, IL DO CPC. AUSENCIA
DE vIoLAC AD. 1 Fevela-se inmrocedents suposta ofensa ao ant. 535 do CPC
gando o Trolwmal d= oripem, ainda que odo aprede todos o ATEUmenIOS
expendidos pela parte recoments, atem-se 305 Contumes da e & fimdamenta
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om decish em base jundica adsquada e suficiente ao desate da questas
confrovertida. 2E predomirante a jurisprudincia do Superior Tribumal de
Justica emn recombecer a viabidlidsde ds o orgdo jalsader adotar oo ratificar o
juzn de valor Srode ma sentenca, inckisive mansmevendo-0 oo A00rdao, sem
que tal medida enverrs omissie o0 auséncia de fmdamentardo no deciam
3 Recurso especial nio-movide” (EEsp. ©° 662272 — BS. 2* Tuma do
Superior Trimumal de Fastica, v ., Rl Min Jodo Otivie Noronka, em
40907, DT d= 27/9/07, paz. 248).

“CIVIL. PROCESSUAL CIVIL. ACORDAD.
FUMDAMENTACAD. DEPRACAD. DECTSAD. ANTERIOE
POSSIEOIDATE. OMISSA0. 1. A Come a qoo ponifsouss pela
confimeacae mtepral da senfenca menocratica mtificands tedos o5 sens
fimdamening, de modo que restou absorvido pelo arssio o imdamenio de que
3 anferioridade deve ser ohservada a pamir da Medida Provisora 35893 1
Mo 52 confimmra desprovido de Smdsmentacio, Bopoucs omisse, o foleado
que repete fimdamentos adotados pela sefenca, COM SUA MRTSCTICAD TNy CODe
dn acordio. Precademtes 3. Bomso especial inprovide™ (REsp. o 641,063 —
ES, 2 Tuma do Superior Trikanal de Fustica, v, un, Fal Min Castro Meim,
em 311705, DT d= 21/11405, pag. 182).

Meszas cirounstancias, Lega-52 prvaenin 30 [e0mse.

Luinz Asmonig pg Gonoy
Ralatar
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Case3-JR

EE PODER JUDICIARIO
TRIBUNAL DE JUSTICA DO ESTADO DE SAD PALLD

Foagiatre. 2017 O00O0TDO08
ACORDAO

Vistos, relatsdos e discumidos estes asufos de  Apslagio n°
D29835-T9.2013.8.25.0001, da Comarca de S0 Paulo, em que & apelants TH
D BEASIT. COMERCIO DE FEREAMENTAS LTDA - EPFP, & apelado
SOIVA & LOPE:S DO BRASIL COMERCIO DE FERFAGENS E
FERRAMENTAS LTDIA - EPE.

ACORDAN 2 Camars Feservads de Dhireito Empresamial
do Tribimal de Justica de Sic Paulo, proferr 3 sepuinte decis3o: "Negaram
provimento ao recursa. V. U, de conformidade com o voto do Belator, que
integra este acdndio.

0 julzaments teve a participacic dos Exmos. Desembargadores
CARLOS ALBERTO GAFRBI  (Presidents), CLAUDIO GODOY E

AT EXANDEE MARCONDES.
530 Panlo, 13 de feversiro de 2017.

CART.OS ATBERTO GARBI
-EELATOR. —
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Apelacio n® 0029835-T9.2013.8.26.0001 — Sdo Paulo (3* Varma Civel do
Foro Fegional de Santans))

Apelante: Ir. do Brasil Comércio de Fermamentas Ltda - Epp

Apelada: Silva & Lopes do Brasil Comercio de Ferragens & Farramentas
Ltda - Epp

[ VOTO N° 24.959 |

IDENIZACAD. CONCORERENCIA  DESLEAL
DESVIO DE CLIENTELA E FURTO DE BASE DE
DADDS DE CLIENTES XAQ COMPROVACAD.
DIFROCEDENCIA MANTIDA. EECURSO NA0
PROVIDN.

Indemizagdc. Alegacic de comoorrincia desleal Desvio de
clismtala & forto de base & dadon do clicntes da mmtora por
socio da rd, que fod seu foncicmimio. Nio comprovagdo.
Cimms da prova da amtora. Proves omal & documsntal que nde
pomprovanams a alegacdo da inicial.